FAILY, S. and FLECHAIS, I. 2010. Improving secure systems design with security culture. Presented at the Human
factors in information security conference (HFIS 2010), 22-24 February 2010, London, UK.

Improving secure systems design with security
culture.

FAILY, S. and FLECHAIS, I.

2010

mAl R This document was downloaded from

@RGU https://openair.rgu.ac.uk




N N

Improving Secure Systems Design with Security Culture e

Shamal Fally and |Van Flécha|S, EPSRC CASE Studentship R07437/
UNIVERSITY OF UniverSity Of OXford \C/:VIZOaOre.also grateful to Qinetiq Ltd
OXFORD Email: {shamal.faily, ivan.flechais}@comlab.ox.ac.uk for their sponsorship of this work

A system which is secure and usable in one culture may not be in an another.

Sub Cultures

Norms and values
evident when
describing tasks

and controls.
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A conceptual model of Security Culture can provide guidelines for informing secure systems design.
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Alice

Summary | Attitudes »
Activities
Alice is a clinical
researcher within the
Psychosis developer.
She develops
applications both for
himself and other
researchers within his
clinical exemplar.
These usually involve
developing processing
pipelines for
harmonising MRI

images from different
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Alice is very sensitive about
the security of image data she
has been delegated
responsibility for, which related
to brain-scans from volunteers
with a high probability of
developing Psychosis in later
life. The damage the release of
this data could cause to the
volunteers is incalculable. For
this reason, Alice deliberates
over extra request for data
access, to ensure only highly
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