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&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

.H\ZRUGV�� &RPSXWHU�$LGHG�,QWHJUDWLRQ�RI�5HTXLUHPHQWV�DQG�,QIRUPDWLRQ�6HFXULW\��&$,5,6���,QWHJUDWLQJ�
5HTXLUHPHQWV� DQG� ,QIRUPDWLRQ� 6HFXULW\� �,5,6��� .QRZOHGJH� $FTXLVLWLRQ� LQ� DXW2PDWHG�
6SHFL¿FDWLRQ��.$26���0LVXVH�&DVHV��3HUVRQDV

���,1752'8&7,21

7KHUH� LV� QR� ORQJHU� DQ\� REYLRXV� UHDVRQ�ZK\�
GHVLJQLQJ�VHFXUH�DQG�XVDEOH�V\VWHPV�VKRXOG�EH�
VR�GLIILFXOW��HVSHFLDOO\�ZKHQ�JXLGDQFH�RQ�DS�
SO\LQJ�6HFXULW\�DQG�8VDELOLW\�(QJLQHHULQJ�EHVW�
SUDFWLFH�LV�QR�ORQJHU�UHVWULFWHG�WR�WKH�VFKRODUO\�
OLWHUDWXUH��6HYHUDO�\HDUV�DJR��1LHOVHQ�FODLPHG�
WKDW�FRVW�ZDV�WKH�SULQFLSDO�UHDVRQ�ZK\�8VDELOLW\�
(QJLQHHULQJ�WHFKQLTXHV�DUH�QRW�XVHG�LQ�SUDFWLFH�
�1LHOVHQ���������EXW�WHFKQRORJ\�DGYDQFHV�KDYH�

(OLFLWLQJ�3ROLF\�5HTXLUHPHQWV�IRU�
&ULWLFDO�1DWLRQDO�,QIUDVWUXFWXUH�
8VLQJ�WKH�,5,6�)UDPHZRUN

6KDPDO�)DLO\��8QLYHUVLW\�RI�2[IRUG��8.

,YDQ�)OpFKDLV��8QLYHUVLW\�RI�2[IRUG��8.

$EVWUDFW
'HVSLWH�H[LVWLQJ�ZRUN�RQ�GHDOLQJ�ZLWK�VHFXULW\�DQG�XVDELOLW\�FRQFHUQV�GXULQJ�WKH�HDUO\�VWDJHV�RI�GHVLJQ��WKHUH�
KDV�EHHQ�OLWWOH�ZRUN�RQ�V\QWKHVLVLQJ�WKH�FRQWULEXWLRQV�RI�WKHVH�¿HOGV�LQWR�SURFHVVHV�IRU�VSHFLI\LQJ�DQG�GHVLJQ�
LQJ�V\VWHPV��:LWKRXW�D�EHWWHU�XQGHUVWDQGLQJ�RI�KRZ�WR�GHDO�ZLWK�ERWK�FRQFHUQV�DW�DQ�HDUO\�VWDJH��WKH�GHVLJQ�
SURFHVV�ULVNV�GLVHQIUDQFKLVLQJ�VWDNHKROGHUV��DQG�UHVXOWLQJ�V\VWHPV�PD\�QRW�EH�VLWXDWHG�LQ�WKHLU�FRQWH[WV�RI�XVH��
7KLV�SDSHU�SUHVHQWV�WKH�,5,6�SURFHVV�IUDPHZRUN��ZKLFK�JXLGHV�WHFKQLTXH�VHOHFWLRQ�ZKHQ�VSHFLI\LQJ�XVDEOH�DQG�
VHFXUH�V\VWHPV��7KH�DXWKRUV�LOOXVWUDWH�WKH�IUDPHZRUN�E\�GHVFULELQJ�D�FDVH�VWXG\�ZKHUH�WKH�SURFHVV�IUDPHZRUN�
ZDV�XVHG�WR�GHULYH�PLVVLQJ�UHTXLUHPHQWV�IRU�DQ�LQIRUPDWLRQ�VHFXULW\�SROLF\�IRU�D�8.�ZDWHU�FRPSDQ\�IROORZ�
LQJ�UHSRUWV�RI�WKH�6WX[QHW�ZRUP��7KH�DXWKRUV�FRQFOXGH�ZLWK�WKUHH�OHVVRQV�LQIRUPLQJ�IXWXUH�HIIRUWV�WR�LQWHJUDWH�
6HFXULW\��8VDELOLW\��DQG�5HTXLUHPHQWV�(QJLQHHULQJ�WHFKQLTXHV�IRU�VHFXUH�V\VWHP�GHVLJQ�

UHGXFHG� WKH� ILQDQFLDO� FRVWV� RI� DSSO\LQJ� VXFK�
WHFKQLTXHV��6LPLODUO\��SUDFWLFDO�WHFKQLTXHV�IRU�
LGHQWLI\LQJ�DQG�PLWLJDWLQJ� VHFXULW\�SUREOHPV�
GXULQJ� V\VWHP� GHVLJQ� DUH� QRZ� DYDLODEOH� WR�
GHYHORSHUV� LQ� DQ� HDV\� WR�GLJHVW� IRUPDW� �H�J���
6FKQHLHU��������6ZLGHUVNL�	�6Q\GHU��������

3UREOHPV�DULVH�ZKHQ�FRQVLGHULQJ�KRZ�WR�
XVH�WKHVH�DSSURDFKHV�DV�SDUW�RI�DQ�LQWHJUDWHG�
SURFHVV��$FFHSWHG�ZLVGRP� LQ� VRIWZDUH� HQJL�
QHHULQJ�VWDWHV�WKDW�UHTXLUHPHQWV�DQDO\VLV�DQG�
VSHFLILFDWLRQ� DFWLYLWLHV� VKRXOG� SUHFHGH� RWKHU�
VWDJHV� LQ� D� SURMHFW¶V� OLIHF\FOH� �*KH]]L� HW� DO���
�������+RZHYHU��,QIRUPDWLRQ�6HFXULW\�DQG�+&,�'2,����������MVVH�����������
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&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

SURSRQHQWV�DUJXH�WKDW�WKHLU�WHFKQLTXHV�VKRXOG�
LQVWHDG� FRPH� ILUVW�� )RU� H[DPSOH�� ,62�������
�,62��������VWDWHV�WKDW�DFWLYLWLHV�IRFXVLQJ�RQ�
WKH� FROOHFWLRQ� RI� HPSLULFDO� GDWD� DERXW� XVHUV�
DQG�WKHLU�DFWLYLWLHV�VKRXOG�JXLGH�HDUO\�GHVLJQ��
EXW�VHFXULW\�GHVLJQ�PHWKRGV�VXFK�DV�%UDEHU�HW�
DO���������VXJJHVW�WKDW�VXFK�VWDJHV�VKRXOG�EH�
GHYRWHG� WR� KLJK�OHYHO� DQDO\VLV� RI� WKH� V\VWHP�
WR�EH�VHFXUHG��,QYDULDEO\��WKH�GHFLVLRQ�RI�ZKDW�
FRQFHUQ�WR�SXW�ILUVW�LV�GHOHJDWHG�WR�WKH�PHWK�
RGRORJ\�IROORZHG�E\�D�GHVLJQHU��7KH�GHVLJQHU�
KDV�PDQ\�DSSURDFKHV�WR�FKRRVH�IURP��VRPH�RI�
ZKLFK�LQFOXGH�WUHDWPHQW�IRU�VHFXULW\�RU�XVDELOLW\�
FRQFHUQV��7R�GDWH��KRZHYHU��QR�DSSURDFK�WUHDWV�
ERWK�VHFXULW\�DQG�XVDELOLW\�FROOHFWLYHO\��EH\RQG�
WUHDWLQJ�WKHP�ERWK�DV�JHQHULF�TXDOLWLHV�FRQWHQG�
LQJ�ZLWK�IXQFWLRQDOLW\�

7KH�,5,6��,QWHJUDWLQJ�5HTXLUHPHQWV�DQG�
,QIRUPDWLRQ� 6HFXULW\�� IUDPHZRUN� ZDV� ILUVW�
LQWURGXFHG�E\�WKH�DXWKRUV�LQ�)DLO\�DQG�)OpFKDLV�
�������WR�H[SORUH�WKH�FKDOOHQJHV�RI�GHVLJQLQJ�
V\VWHPV� ZLWK� ERWK� LQIRUPDWLRQ� VHFXULW\� DQG�
+&,� LQ�PLQG��7KLV� IUDPHZRUN� HQFRPSDVVHG�
WKUHH�HOHPHQWV��D�PHWD�PRGHO�IRU�XVDEOH�VHFXUH�
UHTXLUHPHQWV� HQJLQHHULQJ� �)DLO\�	� )OpFKDLV��
������� D� XVHU�FHQWHUHG� GHVLJQ�PHWKRG� �LOOXV�
WUDWHG�LQ�)DLO\�	�)OpFKDLV���������DQG�FRPSOH�
PHQWDU\�WRRO�VXSSRUW��)DLO\�	�)OpFKDLV���������
+RZHYHU�� DOWKRXJK� WKH� VHFRQG� HOHPHQW� ZDV�
GHVFULEHG�DV�D�PHWKRG��WKLV�LV�PRUH�DSWO\�GHILQHG�
DV�D�PHWKRGRORJ\��:KLOH�D�PHWKRG�GHVFULEHV�
D� FRQFUHWH� SURFHGXUH� IRU� JHWWLQJ� VRPHWKLQJ�
GRQH��D�PHWKRGRORJ\�LV�D�KLJKHU�OHYHO�FRQVWUXFW�
PRWLYDWLQJ�WKH�QHHG�IRU�FKRRVLQJ�EHWZHHQ�GLI�
IHUHQW�PHWKRGV� �,LYDUL� HW� DO��� �������%HFDXVH�
WKH� WHUPV�PHWKRG�DQG�PHWKRGRORJ\�DUH�XVHG�
LQWHUFKDQJHDEO\��WKH�SULQFLSOHV�RI�LQIRUPDWLRQ�
V\VWHP�PHWKRGRORJLHV�KDYH�EHHQ�HQFDSVXODWHG�
LQ� VHYHUDO� SURFHVV� IUDPHZRUNV� WKDW� KDYH�� LQ�
UHFHQW� \HDUV�� HPHUJHG� LQ� 6RIWZDUH�� 6HFXULW\��
DQG�8VDELOLW\�(QJLQHHULQJ��$�IUDPHZRUN�FDQ�EH�
GHILQHG�DV�D�VHW�RI�PLOHVWRQHV�LQGLFDWLQJ�ZKHQ�
DUWLIDFWV�VKRXOG�EH�SURGXFHG��DV�RSSRVHG�WR�D�
SURFHVV�GHVFULELQJ�WKH�VWHSV�WR�EH�FDUULHG�RXW�
WR�SURGXFH�WKH�DUWLIDFWV��+DOH\��������

,Q�WKLV�SDSHU��ZH�SUHVHQW�WKH�,5,6�SURFHVV�
IUDPHZRUN��ZKLFK�LV�XVHG�IRU�VHOHFWLQJ�WHFK�
QLTXHV�IRU�VSHFLI\LQJ�XVDEOH�DQG�VHFXUH�V\VWHPV��

%XLOGLQJ�RQ�WKH�PHWD�PRGHO�GHVFULEHG�LQ�)DLO\�
DQG�)OpFKDLV���������ZH�GHVFULEH�WKH�GLIIHUHQW�
SHUVSHFWLYHV�RI�,5,6��DQG�KRZ�,5,6�FRQFHSWV�
DQG� WHFKQLTXHV� DUH� VLWXDWHG� ZLWKLQ� WKHVH� LQ�
6HFWLRQ����:H�SURSRVH�D�QXPEHU�RI�H[HPSODU�
WHFKQLTXHV�IRU�HDFK�SHUVSHFWLYH��DQG�GHVFULEH�
PRGLILFDWLRQV��ZKLFK�DUH�QHFHVVDU\�WR�VLWXDWH�
WKHP�ZLWKLQ�DQ�,5,6�SURFHVV��,Q�6HFWLRQ����ZH�
GHVFULEH�KRZ�WKH�,5,6�SURFHVV�IUDPHZRUN�ZDV�
XVHG� WR� GHYLVH� D� XVHU�FHQWHUHG� DSSURDFK� IRU�
HOLFLWLQJ� LQIRUPDWLRQ� VHFXULW\�SROLF\� UHTXLUH�
PHQWV�IRU�D�8.�ZDWHU�FRPSDQ\��7KH�PDQDJH�
PHQW�LPSHUDWLYH�IRU�UHVSRQGLQJ�WR�WKH�6WX[QHW�
ZRUP��&RQWURO�(QJLQHHULQJ�8.��������PHDQW�
WKDW�SROLF\�GHFLVLRQV�QHHGHG�WR�EH�PDGH�ZKHUH�
WKHUH�ZDV�ERWK�D�ODFN�RI�WLPH�IRU�GDWD�FROOHFWLRQ�
DQG�UHVWULFWHG�VWDNHKROGHU�DYDLODELOLW\��)LQDOO\��
LQ�6HFWLRQ����ZH�GHVFULEH�VRPH�RI�WKH�OHVVRQV�
OHDUQHG� FDUU\LQJ� RXW� WKLV� VWXG\�� ZKLFK�� ZH�
EHOLHYH�� LQIRUP� IXWXUH� DSSURDFKHV� IRU� VHFXUH�
V\VWHP�GHVLJQ�

���5(/$7('�:25.

$OWKRXJK� IUDPHZRUNV� H[LVW� IRU� GHDOLQJ�ZLWK�
VHFXULW\�DQG�XVDELOLW\�DV�TXDOLW\�UHTXLUHPHQWV�
�H�J���&KXQJ�HW�DO����������ZH�DUH�XQDZDUH�RI�
H[LVWLQJ�IUDPHZRUNV�GHDOLQJ�H[SOLFLWO\�ZLWK�ERWK�
XVDELOLW\�DQG�VHFXULW\�IURP�D�UHTXLUHPHQWV�SHU�
VSHFWLYH��7KHUH�KDYH��KRZHYHU��EHHQ�SURFHVVHV�
DQG�IUDPHZRUNV�SXUSRUWLQJ�WR�GHDO�ZLWK�HDFK�

�����5(6&8(

5(6&8(��5(TXLUHPHQWV�ZLWK�6&HQDULRV�IRU�D�
8VHU�FHQWHUHG�(QYLURQPHQW��LV�D�XVHU�FHQWHUHG�
5HTXLUHPHQWV�(QJLQHHULQJ�SURFHVV��0DLGHQ�	�
-RQHV���������$OWKRXJK�QRW�H[SOLFLWO\�GHILQHG�DV�
D�IUDPHZRUN��WKH�HDUOLHU�SKDVHV�RI�5(6&8(�DI�
IRUG�OHHZD\�LQ�WHFKQLTXH�DSSOLFDWLRQ��5(6&8(�
FRQVLVWV�RI�WKH�IROORZLQJ�IRXU�FRQFXUUHQW�V\VWHP�
HQJLQHHULQJ�VWUHDPV��+XPDQ�$FWLYLW\�0RGHO�
OLQJ��L
�V\VWHP�PRGHOOLQJ��<X���������8VH�&DVH�
DQG�6FHQDULR�$QDO\VLV��&RFNEXUQ���������DQG�
5HTXLUHPHQWV�0DQDJHPHQW��+XPDQ�$FWLYLW\�
0RGHOOLQJ� LQYROYHV� DQDO\VLQJ� WKH�ZD\�ZRUN�
LV�FDUULHG�RXW��DQG�SDUWLWLRQLQJ�WKH�DQDO\VLV�RI�
WKH�SUREOHP�GRPDLQ�LQWR�GLIIHUHQW�DVSHFWV��VXFK�
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DV� WKH�ZRUN�GRPDLQ��FRQWURO� WDVN��DQG�VRFLDO�
RUJDQLVDWLRQ��:KHQ�WKH�V\VWHP�ERXQGDU\�KDV�
EHHQ�DJUHHG��L
�PRGHOV�DUH�XVHG�WR�PDS�ERWK�WKH�
GHSHQGHQF\�QHWZRUN�EHWZHHQ�DFWRUV��DQG�WKH�
LQWHQWLRQDO�GHVFULSWLRQ�RI�DFWLYLWLHV��DQG�WKH�UD�
WLRQDOH�UHODWLRQVKLSV�EHWZHHQ�DFWRUV�DQG�UHODWHG�
UHVRXUFHV��JRDOV��DQG�WDVNV��8VH�FDVHV�DUH�WKHQ�
LGHQWLILHG�EDVHG�RQ�DFWRU�RU�V\VWHP�REMHFWLYHV��
ZKLFK�DUH�JUDSKLFDOO\�UHSUHVHQWHG�LQ�D�XVH�FDVH�
PRGHO��DQG�DXWKRUHG�XVLQJ�D�WHPSODWH�EDVHG�RQ�
VW\OH�JXLGHOLQHV�SUHVFULEHG�E\�&RFNEXUQ���������
5HTXLUHPHQWV�HOLFLWHG�DV�SDUW�RI�5(6&8(�DUH�
VSHFLILHG�XVLQJ�D�WHPSODWH�EDVHG�RQ�WKH�9ROHUH�
5HTXLUHPHQWV�VKHOO��5REHUWVRQ�	�5REHUWVRQ��
������DQG�PDQDJHG�XVLQJ�FRPPHUFLDO�UHTXLUH�
PHQWV�PDQDJHPHQW�WRROV�

5(6&8(�LPSOLFLWO\�DVVXPHV�WKDW�D�VHFXUH�
DQG�XVDEOH�V\VWHP�ZLOO�UHVXOW�E\�IROORZLQJ�LWV�
SUHVFULEHG� JXLGHOLQHV�� 6HFXULW\� DQG� XVDELOLW\�
DUH�ERWK�FRQVLGHUHG�DV�QRQ�IXQFWLRQDO�UHTXLUH�
PHQWV��DQG�ZKLOH�WKH�DFWLYLW\�FHQWULF�QDWXUH�RI�
5(6&8(�PHDQV�LW�LV�OLNHO\�WKDW�WKH�V\VWHP¶V�
FRUH�IXQFWLRQDOLW\�ZLOO�EH�VLWXDWHG�IRU�LWV�DFWRUV��
WKH�UHVXOWV�RI�VSHFLI\LQJ�VHFXULW\�UHTXLUHPHQWV�
PD\�FLUFXPYHQW�WKHVH�DFWLYLWLHV��$V�LW�VWDQGV��
VHFXULW\� UHTXLUHPHQWV� PD\� OHDG� WR� XVH� FDVH�
FKDQJHV��EXW�LW�UHPDLQV�WKH�WDVN�RI�WKH�DQDO\VW�
WR�VSRW�XVH�FDVHV��ZKLFK�EHFRPH�XQXVDEOH�DV�D�
UHVXOW�RI�VHFXULW\�FRQVWUDLQWV��0RUHRYHU��ZKHQ�
SUREOHPV�DUH� LGHQWLILHG�� WKH�DQDO\VW�QHHGV� WR�
PDQXDOO\�PRGLI\�DQG�PDLQWDLQ�WKH�WUDFHDELOLW\�
UHODWLRQV�EHWZHHQ�L
�PRGHOV�DQG�GRZQVWUHDP�
DUWLIDFWV��5(6&8(�DOVR�IDLOV�WR�VWLSXODWH�VSHFLILF�
WHFKQLTXHV�IRU�GHDOLQJ�ZLWK�VHFXULW\�FRQFHUQV��
PDNLQJ�LW�DQ�H[HUFLVH�IRU�WKH�DQDO\VW�WR�VHOHFW�
ERWK�WKH�DSSURSULDWH�WHFKQLTXHV�DQG�WKH�SRLQWV�
WR�DSSO\�WKHP�

�����648$5(

648$5(� �6\VWHP� 48$OLW\� 5HTXLUHPHQWV�
(QJLQHHULQJ���0HDG�HW�DO���������LV�D�PHWKRGRO�
RJ\�ZKLFK�DLPV�WR�EXLOG�VHFXULW\�LQWR�WKH�HDUO\�
VWDJHV�RI�D�SURMHFW�OLIHF\FOH��,W�LV�DSSOLHG�ZLWKLQ�
WKH�FRQWH[W�RI�D�SURMHFW�E\�FDUU\LQJ�RXW�VHYHUDO�
VWHSV��$IWHU�DJUHHLQJ�D�FRQVLVWHQW�VHW�RI�VHFXULW\�
WHUPV��SURMHFW�VHFXULW\�JRDOV�DUH�DJUHHG�LQ�SDU�
WLFLSDWRU\�ZRUNVKRSV��:LWK�WKH�DLG�RI�DVVLVWDQFH�

RI�ERWK�GRPDLQ�DQG�VHFXULW\�H[SHUWV��DUWLIDFWV�
DUH� WKHQ� GHYHORSHG� WR� VXSSRUW� WKH� GHILQLWLRQ�
RI� VHFXULW\� UHTXLUHPHQWV�� WKHVH�PD\� LQFOXGH�
XVH�FDVHV�DQG�PLVXVH�FDVHV��6LQGUH�	�2SGDKO��
�������$IWHU�SHUIRUPLQJ�D�ULVN�DVVHVVPHQW�WR�
LGHQWLI\�DQG�FDWHJRU\�WKH�WKUHDWV�WKDW�QHHG�WR�
EH�PLWLJDWHG��VHFXULW\�UHTXLUHPHQWV�HOLFLWDWLRQ�
WHFKQLTXHV�DUH�VHOHFWHG�DQG�WKHQ�DSSOLHG��7KHVH�
HOLFLWHG�UHTXLUHPHQWV�DUH�FDWHJRULVHG�DV�HVVHQ�
WLDO�RU�QRQ�HVVHQWLDO��DQG�RI�V\VWHP��VRIWZDUH��
RU� DUFKLWHFWXUDO� VLJQLILFDQFH��$� UHTXLUHPHQWV�
SULRULWLVDWLRQ� WHFKQLTXH� LV� WKHQ� VHOHFWHG� DQG�
DSSOLHG�ZLWK�WKH�DLG�RI�VWDNHKROGHUV��7KH�ILQDO�
VWHS�LQYROYHV�VHOHFWLQJ�DQG�DSSO\LQJ�D�UHTXLUH�
PHQWV�LQVSHFWLRQ�WHFKQLTXH�

$OWKRXJK�WKH�VHOHFWLRQ�RI�HOLFLWDWLRQ�WHFK�
QLTXHV�LV�GHVFULEHG�DV�FRQWH[WXDO��WKH�VHOHFWLRQ�
RI� WHFKQLTXHV� IRU�GHYHORSLQJ�DUWLIDFWV� LV�QRW��
0RUHRYHU��ZKLOH� VHYHUDO� DUWLIDFWV� DUH� UHFRP�
PHQGHG��QR�H[SOLFLW�JXLGDQFH�LV�DIIRUGHG�RQ�KRZ�
GLIIHUHQW�WHFKQLTXHV�PLJKW�FRQWULEXWH�WR�HDFK�
RWKHU�EHVLGHV�UHSRUWV�RI�648$5(�DSSOLFDWLRQV�

���7+(�,5,6�)5$0(:25.

�����,5,6�3HUVSHFWLYHV

7R�SURYLGH�JXLGDQFH�IRU�HOLFLWLQJ�FRQFHSWV�IURP�
WKH�,5,6�PHWD�PRGHO��WKH�PHWD�PRGHO�ZDV�GL�
YLGHG�LQWR�WKUHH�LQWHUVHFWLQJ�JURXSV��8VDELOLW\��
5HTXLUHPHQWV��DQG�6HFXULW\��7KLV�LV�LOOXVWUDWHG�
LQ�)LJXUH����7KHVH�JURXSV�DUH�FDOOHG�SHUVSHFWLYHV�
EHFDXVH� HDFK� YLHZV� WKH� VSHFLILFDWLRQ� SURFHVV�
VXEMHFWLYHO\�WKURXJK�D�OHQV�FRORXUHG�E\�LWV�UHODWHG�
FRQFHSWV��(DFK�SHUVSHFWLYH�DOVR�YLHZV�WKH�GHVLJQ�
SURFHVV�LQ�D�GLIIHUHQW�ZD\��DQG�WHFKQLTXHV�VLWX�
DWHG�ZLWKLQ�WKHP�VKDUH�FHUWDLQ�FKDUDFWHULVWLFV�

7KH�8VDELOLW\�SHUVSHFWLYH�YLHZV�WKH�GHVLJQ�
SURFHVV� DV� D� PHDQV� RI� XQGHUVWDQGLQJ� KRZ� D�
V\VWHP�FDQ�EH� VLWXDWHG� LQ� LWV� FRQWH[WV�RI� XVH��
&RQVHTXHQWO\�� WKH� WHFKQLTXHV� VLWXDWHG� E\� WKLV�
SHUVSHFWLYH� DLP� WR�PRGHO� WKLV� XQGHUVWDQGLQJ��
7KH�WHFKQLTXHV�DVVRFLDWHG�ZLWK�WKLV�SHUVSHFWLYH�
DUH�RIWHQ�GHVFULEHG�DV�XVHU�FHQWHUHG��EXW�WKLV�LV�
D�PLVQRPHU��,QVWHDG��WKHVH�WHFKQLTXHV�FHQWUH�RQ�
RQH�RU�PRUH�FRQFHSWV�ZLWKLQ�D�FRQWH[W�RI�XVH��
7HFKQLTXHV� ZLWKLQ� WKLV� SHUVSHFWLYH� DUH� DOVR�
VHQVLWLYH�WR�KXPDQ�YDOXHV��,5,6�GRHV�QRW�VWDWH�
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ZKDW�KXPDQ�YDOXHV�DUH�FRQFHSWXDOO\��QRU�GRHV�
LW� H[SOLFLWO\�GHVFULEH�KRZ� WKHVH�DUH�SRUWUD\HG�
IURP�D�VWDNHKROGHU�SHUVSHFWLYH��,QVWHDG��YDOXHV�
DUH� XQSDFNHG� DQG� HOXFLGDWHG� E\� WKH� XVDELOLW\�
WHFKQLTXHV�WKDW�HOLFLW�DQG�DQDO\VH�HPSLULFDO�GDWD�

7KH�5HTXLUHPHQW�SHUVSHFWLYH�YLHZV�WKH�GH�
VLJQ�SURFHVV�DV�D�PHDQV�RI�VSHFLI\LQJ�WKH�V\VWHP�
EHLQJ�EXLOW��$V�VXFK��WKH�WHFKQLTXHV�VLWXDWHG�E\�
WKLV�SHUVSHFWLYH�DLP�HLWKHU�WR�REMHFWLYHO\�VSHFLI\�
WKH� V\VWHP� EHLQJ� GHVLJQHG�� RU� HOLFLW� PRGHOV�
RI�KRZ�LQWHU�UHODWHG�FRQFHSWV�VLWXDWHG�LQ�WKHLU�
FRQWH[WV�FRQWULEXWH�WR�DQ�REMHFWLYH�VSHFLILFDWLRQ��
7KH�WHFKQLTXHV�DVVRFLDWHG�ZLWK�WKLV�SHUVSHFWLYH�
FDQ�EH�GHVFULEHG�DV�UHTXLUHPHQW�FHQWHUHG��7KH�
XOWLPDWH�HQGV�RI�WHFKQLTXHV�VLWXDWHG�LQ�WKLV�SHU�
VSHFWLYH�DUH�SUHVFULSWLYH��REMHFWLYH��XQDPELJX�
RXV��DQG�ERXQGHG�VWDWHPHQWV�RI�V\VWHP�LQWHQW�

7KH�6HFXULW\�SHUVSHFWLYH�YLHZV�WKH�GHVLJQ�
SURFHVV� DV� D�PHDQV� RI� XQGHUVWDQGLQJ� KRZ� D�
V\VWHP�FDQ�EH�VHFXUHO\�GHVLJQHG��VSHFLILFDOO\��
KRZ�WKH�GHVLJQ�FDQ�PDNH�D�V\VWHP�PRUH�VHFXUH��
7KH� WHFKQLTXHV�DVVRFLDWHG�ZLWK� WKLV�SHUVSHF�
WLYH�FDQ�EH�GHVFULEHG�DV�ULVN�FHQWHUHG��EHFDXVH�
WKHVH�DLP�HLWKHU�WR�XQGHUVWDQG�ZKDW�WKHVH�DUH��
RU�ZKDW�GHVLJQ�GHFLVLRQV�DUH�QHFHVVDU\�WR�DG�
HTXDWHO\�UHVSRQG�WR�WKHP��:KLOH�ZKDW�PLJKW�
EH�FRQVLGHUHG�DV�DGHTXDWH�LV�VXEMHFWLYH��LW�LV��
QRQHWKHOHVV��UDWLRQDO�WR�WKH�LQYROYHG�VWDNHKROG�
HUV��&RQVHTXHQWO\��WHFKQLTXHV�VLWXDWHG�LQ�WKLV�

SHUVSHFWLYH�QRW�RQO\�GLVFRYHU�ZKDW�WKHVH�ULVNV�
DUH��EXW�KRZ�WKH\�FRQWULEXWH�WR�GHVLJQ�LQ�JHQHUDO�

7KH�SUHPLVH�XQGHUSLQQLQJ�WKLV�IUDPHZRUN�
LV�WKDW�WKH�VSHFLILFDWLRQ�GHYHORSPHQW�SURFHVV�LV�
KHUPHQHXWLF�UDWKHU�WKDQ�LWHUDWLYH��1XVHLEHK�DO�
OXGHV�WR�WKLV�LQ�KLV�WZLQ�SHDNV�PRGHO��1XVHLEHK��
�������ZKLFK�WDONV�DERXW�WKH�GLDORJXH�EHWZHHQ�
UHTXLUHPHQWV� DQG� DUFKLWHFWXUDO� DFWLYLWLHV��:H�
DVVHUW�WKDW�ZKHQ�VSHFLI\LQJ�UHTXLUHPHQWV��LQ�
VLJKWV�FDQ�RFFXU�DW�DQ\�WLPH��:KLOH�JXLGDQFH�
LV�QHHGHG�LQ�D�GHVLJQ�SURFHVV��WKH�WHFKQLTXHV�
DGRSWHG� QHHG� WR� EH� DJLOH� HQRXJK� WR� VZLWFK�
IURP�RQH�SHUVSHFWLYH� WR� DQRWKHU� VKRXOG�QHZ�
LQVLJKWV�GLFWDWH�

�����&RQYHUJLQJ�&RQFHSWV

$V�)LJXUH���LOOXVWUDWHV��WKHVH�SHUVSHFWLYHV�DUH�
QRW�PXWXDOO\�H[FOXVLYH�

7KH�FRQFHSWV�RI�(QYLURQPHQW�DQG�$VVHW�
DUH�VKDUHG�E\�DOO�SHUVSHFWLYHV��EXW�IRU�GLIIHUHQW�
UHDVRQV��,Q�WKH�8VDELOLW\�DQG�6HFXULW\�SHUVSHF�
WLYH��WKHVH�FRQFHSWV�DUH�H[SORUDWRU\��ZKLOH�WKHVH�
UHIHUHQFH�RU�FRQVWUDLQW�FRQFHSWV�LQ�WKH�5HTXLUH�
PHQWV�SHUVSHFWLYH�

*RDOV�DQG� WDVNV�DUH�FRQFHSWXDOO\�VKDUHG�
EHWZHHQ�WKH�8VDELOLW\�DQG�5HTXLUHPHQWV�SHU�
VSHFWLYHV��WKLV�LV�EHFDXVH�XVHU�QHHGV�HPERGLHG�
E\�WDVN�GHVFULSWLRQV�LQ�VSHFLILF�FRQWH[WV�HYHQWX�

)LJXUH����,5,6�SHUVSHFWLYH�FRQFHSWV
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DOO\�QHHG�WR�EH�UHLILHG�E\�REMHFWLYH�JRDOV�DQG�
UHTXLUHPHQWV�KROGLQJ�IRU�DOO�FRQWH[WV�RI�XVH��
6LPLODUO\��UROHV��REVWDFOHV��UHVSRQVHV��DQG�FRXQ�
WHUPHDVXUHV�DUH�FRQFHSWXDO�LQWHUIDFHV�EHWZHHQ�
WKH� 6HFXULW\� DQG� 5HTXLUHPHQWV� SHUVSHFWLYHV�
EHFDXVH�WKH\�DUH�XVHG�E\�WHFKQLTXHV�LQ�ERWK��
2QO\�VFHQDULRV�DUH�VLWXDWHG�EHWZHHQ�WKH�6HFXULW\�
DQG�8VDELOLW\� SHUVSHFWLYHV� EHFDXVH�� LQ� ERWK��
WKHVH� DUH� XVHG� IRU� H[SORULQJ� FRQWH[WV� RI� XVH�
UDWKHU�WKDQ�VSHFLI\LQJ�HOHPHQWV�ZLWKLQ�WKHP�

�����)UDPHZRUN�7HFKQLTXHV

:H�QRZ�FRQVLGHU�WHFKQLTXHV�IRU�HOLFLWLQJ�WKH�
FRQFHSWV�IURP�ZLWKLQ�WKHVH�WKUHH�SHUVSHFWLYHV��
:H�KDYH�VHOHFWHG�VHYHUDO�FDQGLGDWH�WHFKQLTXHV��
DV�VXPPDULVHG�LQ�7DEOH����%HFDXVH�D�WHFKQLTXH�
LV�D�SDUWLFXODU�ZD\�RI�FDUU\LQJ�RXW�D�SURFHGXUH�RU�
WDVN��WHFKQLTXHV�FDQ�EH�FRQVWUXHG�DV�SURFHVVHV�
LQ� WKHLU�RZQ�ULJKW��DOEHLW�RQHV�ZKLFK� UHTXLUH�
NQRZOHGJH�DQG�H[SHULHQFH�LQ�WKHLU�XVH�

:KLOH�WKLV�WDEOH�GRHV�QRW�SXUSRUW�WR�GH�
VFULEH�DOO�WHFKQLTXHV�FDSDEOH�RI�HOLFLWLQJ�,5,6�
FRQFHSW��SUHYLRXV�ZRUN�KDV�YDOLGDWHG�WKH�HI�
IHFWLYHQHVV�RI�WKHVH�SDUWLFXODU�WHFKQLTXHV�ZKHQ�
LQWHJUDWHG�DV�SDUW�RI�D�ODUJHU�SURFHVV��)DLO\�	�
)OpFKDLV��������

7KH�IUDPHZRUN�LV�LQVWDQWLDWHG�E\�GHYLVLQJ�
DQ�,5,6�SURFHVV��DQ�RUGHUHG�FROOHFWLRQ�RI�WHFK�
QLTXHV��LQIRUPHG�E\�WKH�FRQWH[W�ZLWKLQ�ZKLFK�
LW�LV�DSSOLHG��7KLV�GHYHORSPHQWDO�FRQWH[W�PD\�
EH�VKDSHG�E\�VLPLODU�IDFWRUV�WR�WKRVH�UHSRUWHG�
LQ�6HFWLRQ�����IRU�648$5(��&ROOHFWLYHO\��WKH�
WHFKQLTXHV� LQ� D� SURFHVV� VKRXOG� HOLFLW� DOO� WKH�
FRQFHSWV�VWLSXODWHG�E\� WKH� ,5,6�PHWD�PRGHO��
7KHUH�DUH�QR�VSHFLILF�UXOHV�DERXW�ZKDW�FODVV�RI�
FRQVWUDLQWV�VKRXOG�IROORZ�RWKHUV��RU�ZKDW�WHFK�
QLTXHV�FDQ�UXQ�FRQFXUUHQWO\�ZLWK�RWKHUV��7KLV�
LV�EHFDXVH�WKH�DSSOLFDWLRQ�RI�D�WHFKQLTXH�IURP�
RQH�SHUVSHFWLYH�PD\�OHDG�WR�LQVLJKWV�LQIRUP�
LQJ�WKH�DQDO\VLV�FDUULHG�RXW�XVLQJ�D�WHFKQLTXH�
LQ�DQRWKHU��,Q�JHQHUDO��KRZHYHU��WKH�IROORZLQJ�
SULQFLSOHV�DSSO\�

�� $W�WKH�VWDUW�RI�D�SURFHVV��RQH�RU�PRUH�5H�
TXLUHPHQWV�SHUVSHFWLYH�WHFKQLTXHV�VKRXOG�
EH�XVHG�WR�HVWDEOLVK�WKH�VFRSH�RI�WKH�V\V�
WHP��6XEVHTXHQW� WHFKQLTXHV�DVVXPH� WKDW�

D�FRQWH[W�RI�GHVLJQ�KDV�EHHQ�ERWK�DJUHHG�
DQG�VSHFLILHG�

�� $V�WKH�HQG�SURGXFW�RI�D�SURFHVV�LV�D�VSHFL�
ILFDWLRQ��WKHQ�D�WHFKQLTXH�LQFRUSRUDWLQJ�WKH�
YDOLGDWLRQ�RI�UHTXLUHPHQWV�LV�VLQJXODUO\�RU�
FRQFXUUHQWO\�WKH�ODVW�WHFKQLTXH�DSSOLHG�

:H�GHVFULEH�WKHVH�WHFKQLTXHV�LQ�PRUH�GHWDLO�
LQ�WKH�IROORZLQJ�VHFWLRQV��)RU�HDFK�WHFKQLTXH��ZH�
SUHVHQW�D�EULHI�RYHUYLHZ�RI�LWV�NH\�IHDWXUHV��WKH�
UDWLRQDOH�IRU�XVLQJ�LW��IROORZHG�E\�LQWHUSUHWDWLRQV�
DQG�YDULDWLRQV�LQ�LWV�DSSOLFDWLRQ�DV�SDUW�RI�,5,6�

�����*URXQGHG�7KHRU\

*URXQGHG�7KHRU\�LV�D�TXDOLWDWLYH�GDWD�DQDO\VLV�
WHFKQLTXH�IRU�JHQHUDWLQJ�WKHRU\�IURP�REVHUYHG�
UHDO�ZRUOG� SKHQRPHQD� �&RUELQ� 	� 6WUDXVV��
�������7KHVH�WKHRULHV��DQG�WKH�VHQVH�PDNLQJ�
DFWLYLWLHV�DVVRFLDWHG�ZLWK�FDUU\LQJ�WKHP�RXW��
IRUP� WKH� UDZ� PDWHULDO� WKDW� 8VHU�&HQWHUHG�
'HVLJQ�DUWLIDFWV�FDQ�EXLOG�XSRQ��$OWKRXJK�QRW�
WUDGLWLRQDOO\�FRQVWUXHG�DV�D�GHVLJQ�WHFKQLTXH�
SHU�VH��LW�KDV�EHHQ�XVHG�IRU�WKHRU\�EXLOGLQJ�LQ�
VHFXULW\�DQG�SULYDF\�UHVHDUFK��)RU�H[DPSOH��
)OpFKDLV� ������� XVHG� *URXQGHG� 7KHRU\� WR�
LQGXFH�DQG�UHILQH�D�PRGHO�RI�WKH�IDFWRUV�DI�
IHFWLQJ�WKH�GHVLJQ�RI�VHFXUH�V\VWHPV��EDVHG�RQ�
HPSLULFDO�GDWD�JDWKHUHG�IURP�VHYHUDO�GLIIHUHQW�
FDVH�VWXGLHV�

$OWKRXJK�ZH�SURSRVH�*URXQGHG�7KHRU\�EH�
XVHG�IRU�WKHRU\�GHYHORSPHQW�LQ�,5,6��LQGXFHG�
WKHRULHV�DUH�QRW�GHYHORSHG� IRU�GLVVHPLQDWLRQ�
EH\RQG�WKH�GHVLJQ�WHDP�DQG�V\VWHP�VWDNHKROG�
HUV��,QVWHDG��WKH�VHQVH�PDNLQJ�DVVRFLDWHG�ZLWK�
DSSO\LQJ�*URXQGHG�7KHRU\�LV�SULPDULO\�XVHG�
WR�VXSSRUW�WKH�HOLFLWDWLRQ�DQG�VSHFLILFDWLRQ�RI�
RWKHU�,5,6�FRQFHSWV�

�����3HUVRQDV

3HUVRQDV� DUH� DUFKHW\SLFDO� VSHFLILFDWLRQV� RI�
LQGLFDWLYH� XVHU� EHKDYLRXU�� 7KHVH� ZHUH� ILUVW�
LQWURGXFHG� E\� &RRSHU� ������� WR� GHDO� ZLWK�
SURJUDPPHU�ELDVHV�DULVLQJ�IURP�WKH�ZRUG�XVHU��
7KHVH� ELDVHV� OHDG� WR� SURJUDPPHUV� LQWURGXF�
LQJ� DVVXPSWLRQV� FDXVLQJ� XVHUV� WR� EHQG� DQG�
VWUHWFK�WR�PHHW�WKHVH�QHHGV��&RRSHU�FDOOHG�WKLV�
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SKHQRPHQRQ� GHVLJQLQJ� IRU� WKH� HODVWLF� XVHU��
:H�FKRVH�SHUVRQDV�DV�D�XVHU�SUR[\� IRU� ,5,6�
EHFDXVH� RI� WKHLU� JURXQGHG� UHSUHVHQWDWLRQV�
RI�XVHUV��$OWKRXJK�SHUVRQDV�DUH�YLHZHG�DV�D�
QDUUDWLYH� VWUXFWXUHG� E\� GLIIHUHQW� EHKDYLRXUDO�
YDULDEOH� W\SHV�� WKHLU� DXWKRUVKLS� LV� WKH� OHDVW�
WLPH�FRQVXPLQJ�HOHPHQW�RI�WKHLU�FRQVWUXFWLRQ��
,Q�,5,6��GDWD�LV�H[SOLFLWO\�FROOHFWHG�DQG�DQDO\VHG�
WR�LGHQWLI\�FOXVWHUV�RI�EHKDYLRXU��7KLV�GDWD�LV�
FROOHFWHG�IURP�UHSUHVHQWDWLYH�XVHUV�RU�UHODWHG�
VWDNHKROGHUV��LGHDOO\�ZLWKLQ�FRQWH[WV�WKH�V\VWHP�
QHHGV�WR�EH�VLWXDWHG�LQ�

3HUVRQDV�DUH�IXOO\�GHYHORSHG��RU�DW�OHDVW�DV�
IXOO\�GHYHORSHG�DV�SRVVLEOH��DW�DQ�HDUO\�VWDJH�
XVLQJ�TXDOLWDWLYH�GDWD�DQDO\VLV� WHFKQLTXHV�� LQ�
)DLO\�DQG�)OpFKDLV���������ZH�GHPRQVWUDWHG�DQ�
H[DPSOH�RI�VXFK�DQ�DSSURDFK��+RZHYHU��IULF�
WLRQ�PD\�DULVH�ZKHQ�SHUVRQDV�DUH�LQWURGXFHG�

LQWR� D� SURMHFW� HQYLURQPHQW�ZKHQ� GHYHORSHUV�
DUH� XQKDSS\� DERXW� V\VWHP� IHDWXUHV� GLUHFWO\�
DSSHDOLQJ�WR�VRPH�DVSHFW�RI�D�SHUVRQD��7R�GHDO�
ZLWK�WKLV�FRQFHUQ��UHFHQW�ZRUN�E\�WKH�DXWKRUV�
RQ�3HUVRQD�&DVHV�GHPRQVWUDWHG�KRZ��GXULQJ�
DQ� ,5,6� SURFHVV�� *URXQGHG� 7KHRU\� PRGHOV�
FDQ�EH�EULGJHG�ZLWK�SHUVRQD�QDUUDWLYHV�XVLQJ�
DUJXPHQWDWLRQ�PRGHOV��)DLO\�	�)OpFKDLV���������
7KHVH�PRGHOV�SURYLGH�D�PHDQV�IRU�YDOLGDWLQJ�
SHUVRQDV�LQVSHFWLQJ�WKH�DVVXPSWLRQV�PDGH�GXU�
LQJ�TXDOLWDWLYH�GDWD�DQDO\VLV�

�����$FWLYLW\�6FHQDULRV

$FWLYLW\� VFHQDULRV� FHQWUH� DURXQG� DFWLYLWLHV�
SHUIRUPHG�E\�XVHUV�� UDWKHU� WKDQ�RQ� WKH�XVHUV�
WKHPVHOYHV�� ,Q�6FHQDULR�%DVHG�8VDELOLW\�(Q�
JLQHHULQJ��6%8(���5RVVRQ�	�&DUUROO���������
WKHVH�DUH�SUHFHGHG�E\�SUREOHP�VFHQDULRV��ZKLFK�

7DEOH����7HFKQLTXHV�RYHUYLHZ�
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GHVFULEH�KRZ�K\SRWKHWLFDO�VWDNHKROGHUV�WDFNOH�
FXUUHQW�SUDFWLFH��WKHVH�VFHQDULRV�PD\�EH�EDVHG�
RQ�HPSLULFDO�GDWD�RU�DVVXPSWLRQV��1RWDEOH�SRVL�
WLYH�RU�QHJDWLYH�FRQVHTXHQFHV�WR�VWDNHKROGHUV�
LQ� SUREOHP� VFHQDULRV� DUH�PDUNHG� DV�&ODLPV��
ZKLFK�VXJJHVW�SRVVLEOH�GHVLJQ�FULWHULD� UDWKHU�
WKDQ�VSHFLILF�UHTXLUHPHQWV��$FWLYLW\�VFHQDULRV�
DUH� ZULWWHQ� WR� H[SORUH� FODLPV� DULVLQJ� IURP�
SUREOHP�VFHQDULRV��&ODLPV�PD\�DOVR�EH�LGHQWL�
ILHG�IURP�DFWLYLW\�VFHQDULRV��DOWKRXJK�WKHVH�DUH�
XVHG�WR�GHVFULEH�WKH�SURV�DQG�FRQV�RI�GLIIHUHQW�
DSSURDFKHV��5RVVRQ�	�&DUUROO��������

,Q�,5,6��DFWLYLW\�VFHQDULRV�FDQ�EH�DSSOLHG�LQ�
LQGLYLGXDO�DQG�SDUWLFLSDWRU\�VHWWLQJV��DQG�XVHG�
WR�H[SORUH�WKH�LPSDFW�RI�SRVVLEOH�GHVLJQ�GHFL�
VLRQV��+RZHYHU��ZKLOH�WKH�VFHQDULR�FRPSRQHQW�
RI�DFWLYLW\�VFHQDULRV�DQG�LWV�FRQWULEXWLRQ�WR�WKH�
ODUJHU�GHVLJQ�SURFHVV�UHPDLQV�XQFKDQJHG��,5,6�
LV�OHVV�JHQHULF�DERXW�WKH�UROH�RI�VWDNHKROGHUV��
5DWKHU�WKDQ�WUHDWLQJ�XVHUV�DV�K\SRWKHWLFDO�VWDNH�
KROGHUV��,5,6�PDNHV�H[SOLFLW�DVVXPSWLRQV�DERXW�
WKH�XVH�RI�SHUVRQDV��DQG�WKH�XVDELOLW\�DWWULEXWHV�
RI�D�SHUVRQD��RU�SHUVRQDV��LQYROYHPHQW�ZLWK�WKH�
VFHQDULR��'HVSLWH� WKH� LPSOLFLW� UDWLRQDOH� OLQNV�
EHWZHHQ�DFWLYLW\�VFHQDULR�FODLPV�DQG�UHTXLUH�
PHQWV��SHUVRQDV�DQG�XVDELOLW\�DWWULEXWHV�DFW�RQO\�
LQ�DQ�H[SORUDWRU\�UROH�

�����.$26

7KH�.$26��.QRZOHGJH�$FTXLVLWLRQ�LQ�DXW2�
PDWHG�6SHFLILFDWLRQ��PHWKRG��'DUGHQQH�HW�DO���
������LV�D�V\VWHPDWLF�DSSURDFK�IRU�DQDO\VLQJ��
VSHFLI\LQJ��DQG�VWUXFWXULQJ�JRDOV�DQG�UHTXLUH�
PHQWV��.$26�GHILQHV�D�JRDO�DV�D�SUHVFULSWLYH�
VWDWHPHQW� RI� V\VWHP� LQWHQW�� WKLV� LV� V\QRQ\�
PRXV�ZLWK� WKH�GHILQLWLRQ�RI�JRDO� LQ� WKH�,5,6�
PHWD�PRGHO�� ZKHUH� D� JRDO� PRGHO� UHSUHVHQWV�
DQ� REMHFWLYH� PRGHO� RI� V\VWHP� UHTXLUHPHQWV��
7KLV�GLIIHUV�IURP�DJHQW�RULHQWHG�JRDO�PRGHO�
OLQJ�DSSURDFKHV�VXFK�DV�L
��<X��������ZKHUH�
JRDOV�GHVFULEH�DQ�DJHQW¶V�LQWHQWLRQ��WKHVH�PD\�
RU�PD\�QRW�EH�FRQGXFLYH�WR�V\VWHP�REMHFWLYHV��
7KH�.$26�DSSURDFK�LQYROYHV�PRGHOOLQJ�JRDOV�
IURP�ERWK�D�WRS�GRZQ�DQG�D�ERWWRP�XS�EDVLV��
JRDO�PRGHOV�DUH�DQQRWDWHG�JUDSKV�RI�JRDOV�OLQNHG�
YLD�$1'�25�OLQNV��,Q�DGGLWLRQ�WR�EHLQJ�UHILQHG�
WR�VXE�JRDOV��JRDOV�LQ�.$26�PD\�FRQIOLFW�ZLWK�

REVWDFOHV�� FRQGLWLRQV� UHSUHVHQWLQJ� XQGHVLUHG�
EHKDYLRXU�DQG�SUHYHQW�DQ�DVVRFLDWHG�JRDO�IURP�
EHLQJ�DFKLHYHG��/DPVZHHUGH�	�/HWLHU���������
/LNH�JRDOV�� REVWDFOHV� FDQ�EH�PRGHOOHG�XVLQJ�
DQ�$1'�25� UHILQHPHQW� WUHH��ZKHUH� WKH� URRW�
RI�WKH�WUHH�LV�DQ�REVWDFOH�QRGH�DVVRFLDWHG�ZLWK�
WKH�JRDO�LW�REVWUXFWV�

.$26�EULGJHV�EHWZHHQ�8VDELOLW\�DQG�6H�
FXULW\�SHUVSHFWLYH�WHFKQLTXHV�LQ�WKUHH�GLIIHUHQW�
ZD\V��)LUVW��UDWKHU�WKDQ�RSHUDWLRQDOLVLQJ�JRDOV�E\�
RSHUDWLRQV��ZH�LQVWHDG�FKRRVH�WR�RSHUDWLRQDOLVH�
JRDOV�XVLQJ�WDVNV��$OWKRXJK�OHVV�SUHFLVH�� WKLV�
PRGLILFDWLRQ� DIIRUGV� WKH� FRPSOHPHQWDU\� XVH�
RI�JRDOV�DQG�WDVNV�IRU�LPSDUWLQJ�WKH�LPSDFW�RI�
JRDOV�RQ� WDVNV��DQG�YLFH�YHUVD� LQ�GHVLJQ�VHV�
VLRQV� ZKHUH� QRQ�WHFKQLFDO� VWDNHKROGHUV� DUH�
SUHVHQW��6HFRQG��REVWDFOHV�PD\�REVWUXFW�JRDOV��
EXW�ZH�LQWHUSUHW�WKHVH�DV�ERWK�WKH�DFFLGHQWDO�RU�
LQWHQWLRQDO�REVWUXFWLRQ�RI�JRDOV��$V�)DLO\�DQG�
)OpFKDLV��������LQGLFDWHV��WKHVH�FDQ�EH�DVVRFL�
DWHG�ZLWK�WKUHDWV�RU�YXOQHUDELOLWLHV��7KLUG��ZH�
DSSO\�UHFHQW�ZRUN��/DPVZHHUGH���������ZKLFK�
GHVFULEHV�KRZ�FRQFHUQ�OLQNV�FDQ�EH�DVVRFLDWHG�
EHWZHHQ�JRDOV�DQG�FODVVHV��WKHVH�FDQ�EH�XVHG�
WR�PRGHO�WUDFHDELOLW\�OLQNV�EHWZHHQ�JRDOV�DQG�
DQ\�DVVHWV�WKH\�UHIHUHQFH�RU�FRQVWUDLQ�

�����5LFK�3LFWXUHV

5LFK�SLFWXUHV�DUH�D�GLDJUDPPDWLF�ZD\�RI�UHS�
UHVHQWLQJ�WKH�PDLQ�FRQFHSWV�DVVRFLDWHG�ZLWK�D�
SUREOHP��DQG�WKH�UHODWLRQVKLSV�EHWZHHQ�WKHP��
5LFK�SLFWXUHV�DUH�QRW�EDVHG�RQ�DQ\�SDUWLFXODU�
V\QWD[��DOWKRXJK�WKH�PHDQLQJ�RI�WKH�LPDJHU\�
GUDZQ�EH�WKH\�ER[HV�RU�VNHWFKHV��DUH�PHDQLQJIXO�
WR�ERWK�WKH�VWDNHKROGHUV�DQG�WKH�VLWXDWLRQ�EHLQJ�
GHVFULEHG��$OWKRXJK�UHSUHVHQWLQJ�SUREOHPV�ZLWK�
SLFWXUHV� LV� WLPHOHVV�� ULFK� SLFWXUHV� ZHUH� ILUVW�
LQWURGXFHG�E\�&KHFNODQG�DQG�6FKROHV��������
LQ�WKHLU�6RIW�6\VWHPV�0HWKRGRORJ\�

&KHFNODQG�DQG�6FKROHV�SURSRVH�WKH�XVH�RI�
ULFK�SLFWXUHV�WR�KHOS�REWDLQ�D�5RRW�'HILQLWLRQ��D�
VXFFLQFW�GHILQLWLRQ�RI�D�V\VWHP�XQGHU�LQYHVWLJD�
WLRQ�RU�EHLQJ�EXLOW��'HVSLWH�WKH�FORVH�UHODWLRQVKLS�
EHWZHHQ�D� ULFK�SLFWXUH�DQG�D� URRW�GHILQLWLRQ��
WKLV� ODWWHU�FRQFHSW�KDV�QRW�EHHQ� LQFRUSRUDWHG�
LQWR�,5,6�IRU�WZR�UHDVRQV��)LUVW��FRQWULEXWLQJ�
DUWLIDFWV�IURP�D�ULFK�SLFWXUH�XVHG�LQ�,5,6�DUH�
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SUHVFULSWLYH� KLJK�OHYHO� V\VWHP� JRDOV�� VXEMHFW�
WR� UHILQHPHQW�� UDWKHU� WKDQ� D� MRLQW� GHVFULSWLYH�
DQG�SUHVFULSWLYH� VWDWHPHQW� DERXW� WKH� V\VWHP��
6HFRQG��ZKHQ�D�V\VWHP�LV�EHLQJ�VFRSHG�ZH�DUH�
LQWHUHVWHG�LQ�DOO�UROHV�DW�SOD\�LQ�D�V\VWHP��UDWKHU�
WKDQ�GLIIHUHQWLDWLQJ�EHWZHHQ�GLIIHUHQW�FODVVHV�
RI� VWDNHKROGHU�� 8QGHUVWDQGLQJ� WKH� SROLWLFV�
DVVRFLDWHG�ZLWK� VRFLDO� FODVVHV�PD\�EH�XVHIXO�
IURP�D�8VDELOLW\�SHUVSHFWLYH��EXW�QRW� IURP�D�
5HTXLUHPHQWV�SHUVSHFWLYH�XQOHVV� WKHVH�DGPLW�
RI� UHTXLUHPHQWV�ZKLFK� QHHG� WR� EH� H[SOLFLWO\�
UHSUHVHQWHG�LQ�D�V\VWHP�VSHFLILFDWLRQ��,Q�VXFK�
FDVHV��WKH�UDWLRQDOH�EHKLQG�WKHVH�UHTXLUHPHQWV�
DOVR�QHHGV�WR�EH�H[SOLFLW��ZKLFK��DJDLQ��PRWLYDWHV�
WKH�XVH�RI�JRDOV�DV�DQ�RXWSXW�IURP�WKLV�VWDJH�RI�
DQDO\VLV�UDWKHU�WKDQ�D�URRW�GHILQLWLRQ�

�����9ROHUH�5HTXLUHPHQWV�
6SHFLILFDWLRQ

9ROHUH�LV�D�IUDPHZRUN�IRU�5HTXLUHPHQWV�(Q�
JLQHHULQJ�HQFDSVXODWLQJ�LQGXVWU\�EHVW�SUDFWLFH�
IRU�VFRSLQJ��HOLFLWLQJ��VSHFLI\LQJ��DQG�YDOLGDW�
LQJ� UHTXLUHPHQWV� �5REHUWVRQ� 	� 5REHUWVRQ��
�������$�FKDUDFWHULVWLF�HOHPHQW�RI�9ROHUH� LV�
LWV�5HTXLUHPHQWV�6SHFLILFDWLRQ�WHPSODWH��7KLV�
GHVFULEHV�WKH�IRUPDW�D�VSHFLILFDWLRQ�GRFXPHQW�
VKRXOG�WDNH��DQG�WKH�HOHPHQWV�RI�D�VLQJOH�UH�
TXLUHPHQW��7KHVH�HOHPHQWV�DUH�GHVFULEHG�DV�D�
5HTXLUHPHQWV�6KHOO�DQG�LQFOXGH�DWWULEXWHV�VXFK�
DV�D�XQLTXH�LGHQWLILHU��UHTXLUHPHQWV�W\SH��GH�
VFULSWLRQ��UDWLRQDOH��SULRULW\��KLVWRU\��FXVWRPHU�
VDWLVIDFWLRQ��DQG�ILW�FULWHULRQ�

:KLOH�WKH�,5,6�UHTXLUHPHQWV�VSHFLILFDWLRQ�
WHPSODWH�LV�ODUJHO\�EDVHG�RQ�WKDW�SUHVFULEHG�E\�
9ROHUH��DWWULEXWHV�RI�DQ�,5,6�UHTXLUHPHQW�GR�QRW�
LQFOXGH�VSHFLILF�ILHOGV�IRU�KLVWRU\�DQG�FXVWRPHU�
VDWLVIDFWLRQ���GLVVDWLVIDFWLRQ��,Q�WKH�FDVH�RI�WKH�
IRUPHU��WKLV�LV�DQ�DWWULEXWH�IRU�WRRO�VXSSRUW��UDWKHU�
WKDQ�VRPHWKLQJ�DQ�DQDO\VW�VKRXOG�KDYH�WR�PDQX�
DOO\�PDLQWDLQ�� ,Q� WKH�FDVH�RI�VDWLVIDFWLRQ�DQG�
GLVVDWLVIDFWLRQ��LW�LV�DUJXDEO\�GLIILFXOW�WR�REWDLQ�
UHOLDEOH�YDOXHV�IRU�WKHVH�DWWULEXWHV��7KH�VRXUFH�RI�
VDWLVIDFWLRQ�RU�GLVVDWLVIDFWLRQ�PD\�RULJLQDWH�LQ�
HDUO\��FRQWULEXWRU\�DQDO\VLV��RU�PD\�DULVH�IURP�
D�SDUWLFLSDQW¶V�VXEMHFWLYH�VWDNH�LQ�WKH�SURMHFW��
$OWKRXJK�XQGHUVWDQGLQJ�WKH�XQGHUSLQQLQJV�RI�
VXFK�YDOXH�LV�XVHIXO��WKHVH�DUH�DWWULEXWHV�EHVW�
GHDOW�ZLWK�E\�8VDELOLW\�SHUVSHFWLYH�WHFKQLTXHV�

������$(*,6

$(*,6��$SSURSULDWH�DQG�(IIHFWLYH�*XLGDQFH�IRU�
,QIRUPDWLRQ�6HFXULW\���)OpFKDLV�HW�DO���������LV�
D�PHWKRG�IRU�SDUWLFLSDWLYH�ULVN�DQDO\VLV��8QGHU�
WKH�JXLGDQFH�RI�D�IDFLOLWDWRU��DQG�ZLWK�WKH�DLG�RI�
RQH�RU�PRUH�VHFXULW\�H[SHUWV��SDUWLFLSDQWV�FDUU\�
RXW�DQ�DVVHW�PRGHOOLQJ�H[HUFLVH��LGHQWLI\�ULVNV�
IURP�WKUHDWV�DQG�YXOQHUDELOLWLHV��VHOHFW�UHVSRQVHV�
WR�WKHVH�ULVNV��DQG�SURSRVH�KLJK�OHYHO�VHFXULW\�
FRQWUROV�IRU�ULVNV�UHTXLULQJ�PLWLJDWLRQ��2I�WKH�
VHYHUDO�DSSURDFKHV�WR�GHDOLQJ�ZLWK�WKH�DQDO\VLV�
DQG�PDQDJHPHQW�RI�ULVNV��ZKLFK�DUH�W\SLFDOO\�
IUDPHZRUNV�OLNH�&25$6��%UDEHU�HW�DO����������
$(*,6�LV�D�OLJKWZHLJKW�WHFKQLTXH�SURYLGLQJ�D�
VLPSOH�� FRPSUHKHQVLYH�� DQG� VWUDLJKWIRUZDUG�
VWUXFWXUH� IRU� VHFXULW\� DQDO\VLV�� )RU� H[DPSOH��
$(*,6�SUHVFULEHV�WKH�LGHQWLILFDWLRQ�RI�YXOQHU�
DELOLWLHV�DQG�WKUHDWV��DQG�WKH�HOLFLWDWLRQ�RI�UH�
TXLUHPHQWV��EXW�SURYLGHV�QR�H[SOLFLW�JXLGDQFH�RQ�
KRZ�WKHVH�DFWLYLWLHV�VKRXOG�EH�DFKLHYHG��:KLOH�
WKLV�PLJKW�EH�FRQVWUXHG�DV�D�OLPLWDWLRQ��WKLV�LV�
DQ�DGYDQWDJH�IRU�,5,6�DV�WKHVH�DFWLYLWLHV�FDQ�
EH�FDUULHG�RXW�E\�FRPSOHPHQWDU\�WHFKQLTXHV�

:KHQ�DGRSWHG�LQ�DQ�,5,6�SURFHVV��IRFXV�
JURXSV�DUH�QR�ORQJHU�D�PDQGDWRU\�HOHPHQW�RI�
$(*,6��$OWKRXJK�XVHIXO��SDUWLFLSDWRU\�GHVLJQ�
DFWLYLWLHV�FDQ�EH�WLPH�FRQVXPLQJ�WR�SDUWLFLSDQWV��
DQG�WKH�RYHUDOO�SURFHVV�RI�GHVLJQ�PD\�GUDJ�RQ�
LI�NH\�SDUWLFLSDQWV�DUH�XQDYDLODEOH��RU�EHFRPH�
FRPSURPLVHG� LI� SDUWLFLSDQWV� DUH� QRQ�UHSUH�
VHQWDWLYH�RI�XVHUV�XOWLPDWHO\�XVLQJ�WKH�V\VWHP��
,Q� OLHX� RI� PXOWLSOH� SDUWLFLSDQWV� FRPPHQWLQJ�
RQ� DQ� DVVHW� PRGHO�� LQVLJKWV� DUH� JOHDQHG� E\�
LQWHUIDFLQJ�$(*,6�DVVHW�PRGHOV�ZLWK�PXOWLSOH�
WHFKQLTXHV��)RU�H[DPSOH��WKH�DVVHW�PRGHOOLQJ�
SKDVH�LQ�$(*,6�PD\�SUHFHGH�REVWDFOH�PRGHO�
OLQJ�LQ�.$26�WR�LGHQWLI\�YXOQHUDELOLWLHV��WKHVH�
FDQ� EH� H[DPLQHG� LQ� PRUH� GHWDLO� ZLWK� RWKHU�
YXOQHUDELOLWLHV�DQG�WKUHDWV�E\�$(*,6��6LPLODUO\��
JRDO�PRGHOOLQJ�WR�LGHQWLI\�WKH�UHTXLUHPHQWV�D�
FRXQWHUPHDVXUH�QHHGV�WR�VDWLVI\�PD\�EH�LQMHFWHG�
DV�D�VWDJH�EHWZHHQ�$(*,6�ULVN�UHVSRQVH�DQG�
FRXQWHUPHDVXUH�VHOHFWLRQ�

������0LVXVH�&DVHV

$�PLVXVH� FDVH� LV� D� VHTXHQFH�RI� DFWLRQV�� LQ�
FOXGLQJ�YDULDQWV�WKDW�D�V\VWHP�RU�RWKHU�HQWLW\�
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FDQ�SHUIRUP��LQWHUDFWLQJ�ZLWK�PLVXVHUV�RI�WKH�
HQWLW\��DQG�FDXVLQJ�KDUP�WR�VWDNHKROGHUV�LI�WKH�
VHTXHQFH� LV� DOORZHG� WR� FRPSOHWH� �6LQGUH�	�
2SGDKO���������0LVXVH�FDVHV�H[WHQG�WKH�80/�
XVH�FDVH�GLDJUDP�QRWDWLRQ�E\�H[WHQGLQJ�WKH�DF�
WRU�QRGH�DV�D�VWLFN�ILJXUH�ZKLFK�LV�D�EODFN��DV�
RSSRVHG�WR�ZKLWH��KHDG��DQG�DGGLQJ�DGGLWLRQDO�
UHODWLRQV�EHWZHHQ�XVH�FDVHV�DQG�PLVXVH�FDVHV��
H�J���WKUHDWHQ�DQG�PLWLJDWH��/LNH�XVH�FDVHV��DQG�
VFHQDULRV�LQ�JHQHUDO��PLVXVH�FDVHV�DGG�FRQWH[W�
WR� ULVN� DQDO\VLV� E\� PRGHOOLQJ� WKH� DWWDFNHU��
DQG�GHVFULELQJ�KRZ�DQ�DWWDFNHU�FDQ�H[SORLW�RU�
PLVXVH�WKH�V\VWHP��7KH�VLPSOHVW�ZD\�RI�HOLFLW�
LQJ�PLVXVH�FDVHV�LV�LQIRUPHG�EUDLQVWRUPLQJ��
JXLGHG�E\�D�VHFXULW\�H[SHUW�DVNLQJ�TXHVWLRQV�
DERXW�WKH�V\VWHP�OLNHO\�WR�KDYH�ZHDNQHVVHV��
WKLV�DFWLYLW\�PLUURUV�WKH�ZD\�DWWDFNHUV�PLJKW�
WKLQN��+RSH�HW�DO���������

$OWKRXJK� ,5,6� REWDLQV� WKH� VDPH� YDOXH�
IURP�PLVXVH�FDVHV�DV�WKH�OLWHUDWXUH�VXJJHVWV��LW�
UHDFKHV�WKH�ILQDO�HQG�XVLQJ�D�GLIIHUHQW�PHDQV��
5DWKHU� WKDQ�XVLQJ� WKHP� WR�HOLFLW� DQG�H[SORUH�
WKUHDWV��,5,6�XVHV�PLVXVH�FDVHV�WR�YDOLGDWH�ULVNV��
)RU�D�ULVN�WR�EH�FRQVLGHUHG�YDOLG��D�PLVXVH�FDVH�
QHHGV�WR�EH�DXWKRUHG�FRPPHQVXUDWH�WR�WKH�ULVN¶V�
LPSDFW��ZKLFK��LQ�WXUQ��LV�FRPPHQVXUDWH�WR�WKH�
DWWULEXWHV�RI�WKH�H[SORLWHG�YXOQHUDELOLW\��DQG�WKH�
WKUHDW�WDNLQJ�DGYDQWDJH�RI�WKLV��,I�D�YDOLG�VFHQDULR�
FDQQRW�EH�ZULWWHQ�EDVHG�RQ�WKLV�DQDO\VLV��WKHQ�
WKH�XQGHUO\LQJ�DQDO\VLV�QHHGV�WR�EH�UH�YLVLWHG��
7KH�,5,6�PHWD�PRGHO�LV�VXFK�WKDW��ZLWK�VXLWDEOH�
WRRO�VXSSRUW�� LW� VKRXOG�RQO\�EH�QHFHVVDU\� IRU�
DQDO\VWV�WR�ZULWH�D�PLVXVH�FDVH�QDUUDWLYH�EHFDXVH�
FRQWULEXWLQJ� LQIRUPDWLRQ�� VXFK�DV� WKH�PLVXVH�
FDVH�REMHFWLYH�DQG�DWWDFNHU�FDQ�EH�GHWHUPLQHG�
IURP�H[LVWLQJ�ULVN�DQDO\VLV�GDWD�

���&$6(�678'<��$�
3/$17�23(5$7,216�
6(&85,7<�32/,&<

,QIRUPDWLRQ� VHFXULW\� SROLFLHV� LQ�&ULWLFDO�1D�
WLRQDO�,QIUDVWUXFWXUH��&1,��RUJDQLVDWLRQV�QHHG�
WR� EH� EDODQFHG�� 7KH� JURZWK� LQ� WHFKQRORJLHV�
VXFK�DV�GLVWULEXWHG�FRQWURO�V\VWHPV�DQG�VPDUW�
JULGV� KDYH� PHDQW� WKDW� PHGLD� UHSRUWV� DERXW�
F\EHU�ZDUIDUH�DQG�WHUURULVP�KDYH�KHLJKWHQHG�

WKH� VHFXULW\� DZDUHQHVV� RI� VHQLRU� PDQDJHUV��
+RZHYHU��WKH�LPSDFW�RI�VXFK�SROLFLHV�H[WHQGV�
EH\RQG�WKH�ERDUG�URRPV�DQG�RIILFHV�ZKHUH�WKH\�
DUH�GUDIWHG��3RRUO\�ZULWWHQ�SROLFLHV�WKDW�FRQVWUDLQ�
WKH�DELOLW\�RI�VWDII�WR�FDUU\�RXW�WKHLU�GD\�WR�GD\�
ZRUN�PLJKW�FRPSURPLVH�RSHUDWLRQV��OHDGLQJ�WR�
WKH�LQWURGXFWLRQ�RI�YXOQHUDELOLWLHV�WR�JHW�DURXQG�
WKHP��7KHVH�SUREOHPV�FDQ�EH�FRPSRXQGHG�E\�
XQIRUHVHHQ� HYHQWV� FDXVLQJ� RUJDQLVDWLRQV� WR�
UH�WKLQN� WKHLU� FXUUHQW� VWDQFH� RQ� LQIRUPDWLRQ�
VHFXULW\��:KHQ�XQGHU�SUHVVXUH��WKH�SHUFHSWLRQ�
WKDW� VHFXULW\� GHVLJQ� LV� WLPH� FRQVXPLQJ�PD\�
OHDG�SROLF\�GHFLVLRQV�WR�EH�GULYHQ�E\�IHDU�UDWKHU�
WKDQ�UDWLRQDOLW\��%HFDXVH�IHZ�SHRSOH�DUH�ILUHG�
IRU�PDNLQJ�SROLFLHV�WRR�VHFXUH��DV�ORQJ�DV�XV�
DELOLW\�DQG�VHFXULW\�FRQWLQXH� WR�EH� WUHDWHG�DV�
TXDOLWLHV� WR�EH� WUDGHG�RII� DJDLQVW� HDFK�RWKHU��
SROLFLHV�ZLOO�HUU�RQ�WKH�VLGH�RI�FRQVWUDLQW�RYHU�
IUHHGRP�RI�DFWLRQ�

7R� HYDOXDWH� WKH� ,5,6� IUDPHZRUN�� ZH�
ZLVKHG�WR�XQGHUVWDQG�KRZ�VXFFHVVIXO�8VDELOLW\�
DQG� 5HTXLUHPHQWV� (QJLQHHULQJ� WHFKQLTXHV�
PLJKW�EH�IRU�HOLFLWLQJ�RUJDQLVDWLRQDO�,QIRUPD�
WLRQ�6HFXULW\�UHTXLUHPHQWV�

%HFDXVH�WKLV�HYDOXDWLRQ�ZRXOG�WDNH�SODFH�
LQ�D�UHDO�ZRUOG�FRQWH[W�UDWKHU�WKDQ�D�FRQWUROOHG�
HQYLURQPHQW�� WKLV�FDVH�VWXG\�ZDV�FDUULHG�RXW�
DV� DQ� $FWLRQ� 5HVHDUFK� LQWHUYHQWLRQ� �/HZLQ��
�������$FWLRQ�5HVHDUFK�LV�DQ�LWHUDWLYH�UHVHDUFK�
DSSURDFK�LQYROYLQJ�WKH�SODQQLQJ�RI�DQ�LQWHUYHQ�
WLRQ�� FDUU\LQJ� LW� RXW�� DQDO\VLQJ� WKH� UHVXOWV�RI�
WKH�LQWHUYHQWLRQ��DQG�UHIOHFWLQJ�RQ�WKH�OHVVRQV�
OHDUQHG��WKHVH�OHVVRQV�FRQWULEXWH�WR�WKH�UH�GHVLJQ�
RI�WKH�VRFLDO�DFWLRQ��DQG�WKH�SODQQLQJ�RI�D�QHZ�
LQWHUYHQWLRQ��$OWKRXJK�SULPDULO\�XVHG�LQ�VRFLDO�
VFLHQFH�DQG�HGXFDWLRQDO�VWXGLHV�UHVHDUFK��$FWLRQ�
5HVHDUFK�KDV�DOVR�EHHQ�XVHG�WR�YDOLGDWH�VHFXULW\�
GHVLJQ�PHWKRGV��H�J���)OpFKDLV�HW�DO����������7KH�
REMHFWLYH�RI�WKH�LQWHUYHQWLRQ�ZDV�WR�HOLFLW�DQG�
VSHFLI\�PLVVLQJ�UHTXLUHPHQWV�IRU�DQ�LQIRUPD�
WLRQ� VHFXULW\� SROLF\�� DV� LQGLFDWHG� LQ� VHFWLRQ�
,QWURGXFWLRQ��)RU�UHDVRQV�RI�FRQILGHQWLDOLW\��WKLV�
FRPSDQ\�ZLOO�KHUHDIWHU�EH�NQRZQ�DV�$&0(�

$Q�HDUOLHU�YHUVLRQ�RI�WKH�,5,6�IUDPHZRUN�
GHPRQVWUDWHG�KRZ�8VDELOLW\�DQG�6HFXULW\�5H�
TXLUHPHQWV�(QJLQHHULQJ� WHFKQLTXHV� FRXOG� EH�
DOLJQHG�LQ�V\VWHP�GHVLJQ�ZLWKRXW�FRQVLGHULQJ�
6HFXULW\� DQG�8VDELOLW\� DV� WUDGH�RII� FRQFHUQV�
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�)DLO\�	�)OpFKDLV�� �������+RZHYHU�� EHFDXVH�
WKLV�VWXG\�WRRN�SODFH�RYHU�D�SHULRG�RI�VHYHUDO�
PRQWKV��LW�LV�GLIILFXOW�WR�GHWHUPLQH�KRZ�XVHIXO�
WKHVH�WHFKQLTXHV�PLJKW�EH�ZKHQ�ZRUNLQJ�WR�D�
WLJKW�GHDGOLQH��,Q�VXFK�VLWXDWLRQV��OLPLWHG�WLPH�
LV�DYDLODEOH�IRU�FROOHFWLQJ�HPSLULFDO�GDWD�DQG�
UXQQLQJ�IRFXV�JURXSV�RU�ZRUNVKRSV�

7KH�$FWLRQ�5HVHDUFK�PHWKRGRORJ\�XVHG�
LQ� WKLV�SDSHU� LV� WKDW�SURSRVHG�E\�%DVNHUYLOOH�
��������ZKR�EUHDNV�DQ� LQWHUYHQWLRQ� LQWR� ILYH�
GLVWLQFW�SKDVHV�

�� 'LDJQRVLV��,GHQWLI\LQJ�WKH�LQIOXHQFLQJ�IDF�
WRUV�LQ�WKH�RUJDQLVDWLRQDO�FRQWH[W�LPSDFWLQJ�
WKH�GHVLJQ�RI�WKH�LQWHUYHQWLRQ�

�� $FWLRQV� 3ODQQHG�� 'HYLVLQJ� WKH� SODQQHG�
SURFHVV�WR�EH�DGRSWHG�LQ�RUGHU�WR�PHHW�WKH�
LQWHUYHQWLRQ¶V�REMHFWLYHV�

�� $FWLRQV�7DNHQ��&DUU\LQJ�RXW�WKH�SODQQHG�
VWHSV�WDNHQ�DV�SDUW�RI�WKH�LQWHUYHQWLRQ�

�� (YDOXDWLQJ��(YDOXDWLQJ�WKH�RXWFRPH�RI�WKH�
LQWHUYHQWLRQ�

�� 6SHFLI\LQJ�/HDUQLQJ��6WDWLQJ�WKH�DFWLRQV��
ZKLFK�QHHG�WR�IHHG�IRUZDUG�WR�IXWXUH�LQ�
WHUYHQWLRQV�RU�UHVHDUFK�

)RU� UHDVRQV�RI�EUHYLW\��ZH�ZLOO� GHVFULEH�
WKH�DFWLRQV�SODQQHG�DQG�WDNHQ�LQ�6HFWLRQV������
����������DQG������WKH�GLVFXVVLRQ�LQ�6HFWLRQ���
FRQVWLWXWH� WKH� UHVXOWV� RI� WKH� (YDOXDWLQJ� DQG�
6SHFLI\LQJ�/HDUQLQJ�SKDVHV�IRU�WKLV�LQWHUYHQWLRQ�

�����,QIOXHQFLQJ�)DFWRUV

,Q�-XO\�������HDUO\�UHSRUWV�RI�KRZ�WKH�6WX[QHW�
ZRUP� KDG� LQIHFWHG� VHYHUDO� LQGXVWULDO� SODQWV�
DURXQG�(XURSH�EHJDQ�WR�DSSHDU��7KHVH�UHSRUWV�
VKRRN� XS� VHQLRU� PDQDJHPHQW� DW�$&0(� IRU�
VHYHUDO�UHDVRQV��)LUVW��D�ORQJ�KHOG�DVVXPSWLRQ�
WKDW�WKH�REVFXULW\�RI�WKHLU�6&$'$��6XSHUYLVRU\�
&RQWURO�DQG�'DWD�$FTXLVLWLRQ��V\VWHPV�PDGH�
WKHP�LPPXQH�WR�VHFXULW\�ZDV�GLVSHOOHG��WKH�YLUXV�
H[SOLFLWO\� WDUJHWHG� WKH�VDPH� W\SH�RI�6&$'$�
VRIWZDUH�XVHG�E\�$&0(��6HFRQG��E\�FRPELQLQJ�
NQRZOHGJH�RI�]HUR�GD\�WKUHDWV�ZLWK�D�UHDOLVWLF�
PHDQV� RI� VSUHDGLQJ� WKH� YLUXV�� L�H��� YLD� 86%�
VWLFNV��SODQW�FRQWURO�VRIWZDUH�QR�ORQJHU�VHHPHG�
DV� LVRODWHG� DV� LW� RQFH�ZDV�� )LQDOO\�� DOWKRXJK�

WKH�PRWLYDWLRQ�RI�WKH�DWWDFNHU�ZDV��DW�WKH�WLPH��
XQNQRZQ�� WKH� WHFKQLFDO� VRSKLVWLFDWLRQ�RI� WKH�
YLUXV�VXJJHVWHG�WKDW�WKH�YLUXV�ZDV�SURIHVVLRQDOO\�
GHYHORSHG�WR�FDXVH�KDUP��:KLOH�$&0(�GLGQ¶W�
EHOLHYH�WKH\�ZHUH�WKH�YLUXV¶�WDUJHW��WKH\�ZHUH�
DFXWHO\�DZDUH�WKDW�WKH�LPSDFW�RI�EHLQJ�LQIHFWHG�
ZDV� ODUJHO\� XQNQRZQ�� 7KH\� GLG�� KRZHYHU��
DJUHH�WKDW�DQ�HIIHFWLYH�PHDQV�RI�PLWLJDWLQJ�WKH�
OLNHOLKRRG�RI�EHLQJ�WKUHDWHQHG�ZDV�WR�GHYLVH�D�
VSHFLILF�LQIRUPDWLRQ�VHFXULW\�SROLF\�IRU�WKRVH�
VWDII�ZRUNLQJ�LQ�SODQW�RSHUDWLRQV�

$OWKRXJK� PDQ\� RI�$&0(¶V� VLWHV� ZHUH�
XQVWDIIHG�� WKH� SODQQHG� SROLF\� ZRXOG� FRYHU�
VWDIIHG�FOHDQ�ZDWHU�SODQWV�DQG�VHZDJH�ZRUNV�
VHUYLQJ�ODUJH�XUEDQ�DUHDV��7KHVH�SODQWV�ZHUH�
VWDIIHG�E\�RSHUDWRUV�UHVSRQVLEOH�IRU�WKH�UXQ�
QLQJ�RI�WKH�SODQW��DQG�LWV�WUHDWPHQW�RSHUDWLRQV��
3ODQW� RSHUDWRUV� ZHUH� DFXWHO\� DZDUH� RI� WKH�
VDIHW\�LPSOLFDWLRQV�RI�FOHDQ�DQG�ZDVWH�ZDWHU�
WUHDWPHQW��,I�QRW�SURSHUO\�WUHDWHG��ZDVWH�ZDWHU�
HIIOXHQW�FRXOG�KDYH�D�VLJQLILFDQW�LPSDFW�RQ�WKH�
HFRV\VWHP�DQG�WKH�IRRG�FKDLQ��7KH�FOHDQ�ZDWHU�
WUHDWPHQW�SURFHVVHV�DUH�DOVR�FULWLFDO�HQRXJK�WKDW�
TXDOLW\�ZDUQLQJV�DUH�DXWRPDWLFDOO\�IRUZDUGHG�
WR� $&0(� FKHPLVWV� DQG� TXDOLW\� DVVXUDQFH�
WHDPV��3ODQW�RSHUDWRUV�ZHUH�DOVR�PDGH�DZDUH�RI�
WKH�VHFXULW\�LPSOLFDWLRQV�RI�GHOLEHUDWH�DWWDFNV�
RQ�WKH�FOHDQ�ZDWHU�LQIUDVWUXFWXUH��/LNH�RWKHU�
HPSOR\HHV� DW� $&0(�� LQIRUPDWLRQ� VHFXULW\�
FRPPXQLTXHV�ZHUH�UHJXODUO\�VHQW�WR�DOO�$&0(�
VWDII�� DQG� SROLFH� SHULRGLFDOO\� YLVLWHG� FOHDQ�
ZDWHU� WUHDWPHQW�SODQWV�GXH� WR� WKH�SHUFHLYHG�
ULVN� RI� SRVVLEOH� WHUURULVW� DFWLRQ��7KHUH�ZDV��
KRZHYHU�� D� IHHOLQJ� KHOG� E\� WKH� LQIRUPDWLRQ�
VHFXULW\� WHDP�WKDW�SODQW�RSHUDWRUV�SHUFHLYHG�
WKH� WKUHDWV�GHVFULEHG� LQ� WKHVH�FRPPXQLTXHV�
DV�LUUHOHYDQW�WR�WKHLU�ZRUN�

7KH�QHZ�VHFXULW\�SROLF\�ZRXOG�QHHG� WR�
FRYHU�ERWK�WKH�H[LVWLQJ�LQIUDVWUXFWXUH��DQG�D�
QHZ�(QWHUSULVH�6&$'$�V\VWHP�FXUUHQWO\�EH�
LQJ�UROOHG�RXW�WR�RWKHU�SDUWV�RI�$&0(��7KHUH�
ZHUH�� KRZHYHU�� WZR� LVVXHV�� ZKLFK� ZRXOG�
QHHG�WR�EH�FRQVLGHUHG�ZKHQ�GHVLJQLQJ�SROLF\�
UHTXLUHPHQWV�IRU�WKLV�V\VWHP��)LUVW��DFFHVV�WR�
VWDNHKROGHUV�ZRUNLQJ�LQ�WKLV�SURMHFW�ZDV�OLP�
LWHG��7KH�SURMHFW�UHOLHG�RQ�H[WHUQDO�FRQWUDFWRUV��
VHYHUDO�RI�ZKRP�ZHUH�SDLG�D�VXEVWDQWLDO�DPRXQW�
RI� PRQH\� IRU� WKHLU� H[SHUWLVH�� 7KHLU� LQVLJKW�
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ZRXOG�EH� UHTXLUHG� IRU� WKLV� LQWHUYHQWLRQ��EXW�
WKHLU�WLPH�QHHGHG�WR�EH�FDUHIXOO\�PDQDJHG��6HF�
RQG��VHYHUDO�WHFKQLFDO�UHTXLUHPHQWV�KDG�EHHQ�
VWLSXODWHG�E\�WKH�(QWHUSULVH�6&$'$�V\VWHP�
PDQXIDFWXUHU��$W�WKH�VWDUW�RI�WKH�LQWHUYHQWLRQ��
LW�ZDV�XQFOHDU�ZKDW�LPSDFW�WKHVH�PLJKW�KDYH�
RQ� WKH� VHFXULW\� SROLF\�� DQG�$&0(¶V� DELOLW\�
WR�HQIRUFH�LW�ZLWKRXW�FRPSURPLVLQJ�WKLV�QHZ�
RSHUDWLQJ�HQYLURQPHQW�

�����$SSURDFK�7DNHQ

%DVHG�RQ�WKH�LQIOXHQFLQJ�IDFWRUV��ZH�GHWHUPLQHG�
WKDW� WKH�LQWHUYHQWLRQ�QHHGHG�WR�EH�FRPSOHWHG�
LQ�D�WLPHO\�PDQQHU��WKLV�ZRXOG�HQVXUH�WKDW�WKH�
LQLWLDO� DQDO\VLV� ZRXOG� EH� DYDLODEOH� WR� VHQLRU�
PDQDJHUV� TXLFNO\�� :H� DOVR� GHWHUPLQHG� WKDW�
VWDNHKROGHUV�ZRUNLQJ�DW�ZDWHU�WUHDWPHQW�SODQWV��
IURP�SODQW�RSHUDWRUV�WR�PDQDJHUV��ZRXOG�QHHG�WR�
EH�HQJDJHG�LQ�WKH�SURFHVV�ZLWKRXW�XQGHUVHOOLQJ�
RU�RYHUVHOOLQJ�WKH�LPSRUWDQFH�RI�VHFXULW\�DQG�
XVDELOLW\� LQ� SROLF\� GHFLVLRQV�� )LQDOO\�� GHVLJQ�
DFWLYLWLHV�ZRXOG� QHHG� WR� EH� LQIRUPHG� E\� WKH�
RQ�JRLQJ�GHVLJQ�RI�WKH�QHZ�(QWHUSULVH�6&$'$�
V\VWHP��DQG�DFFHVV�WR�UHVRXUFHV�ZRUNLQJ�RQ�WKH�
(QWHUSULVH�6&$'$�SURMHFW�ZRXOG�QHHG�WR�EH�
FDUHIXOO\�PDQDJHG�

7R�PHHW�WKHVH�FULWHULD��ZH�GHYLVHG�D�XVHU�
FHQWHUHG�SURFHVV� IRU�HOLFLWLQJ�SROLF\� UHTXLUH�
PHQWV��7KLV�SURFHVV�ZDV�XVHU�FHQWHUHG�EHFDXVH�
RI�LWV�HDUO\�IRFXV�RQ�WKH�QHHGV�RI�WKH�SROLF\¶V�
XVHUV�DQG�WDVNV��DQG�WKH�JURXQGLQJ�RI�WKHVH�QHHGV�
LQ�HPSLULFDO�XVDJH�GDWD��$IWHU�DJUHHLQJ�WKH�VFRSH�
RI�WKH�SROLF\��D�)LHOGZRUN�SKDVH�ZDV�XQGHUWDNHQ��
WKLV� LQYROYHG�KROGLQJ� LQ�VLWX� LQWHUYLHZV�ZLWK�
XVHUV�ZKR�ZRXOG�EH�DIIHFWHG�E\�WKH�SROLF\�DW�
VLWHV�ZKHUH�WKH�SROLF\�ZRXOG�EH�DSSOLHG��7KLV�
GDWD�ZDV�XVHG�WR�EXLOG�D�TXDOLWDWLYH�PRGHO�RI�
VHFXULW\�SHUFHSWLRQV�KHOG�E\�SODQW�RSHUDWRUV��
7KH�UHVXOWV�IURP�WKLV�SKDVH�LQIRUPHG�WZR�IXU�
WKHU�SKDVHV��8VDELOLW\�	�6HFXULW\�$QDO\VLV��DQG�
5HTXLUHPHQWV�	�5LVN�$QDO\VLV�

8VDELOLW\� 	� 6HFXULW\� $QDO\VLV� HQWDLOHG�
GHYHORSLQJ�SHUVRQDV�DQG��XVLQJ�VFHQDULRV��GH�
VFULELQJ�WKH�W\SLFDO�DFWLYLWLHV�WKH\�FDUULHG�RXW��
,Q�SDUDOOHO�ZLWK�WKLV�DFWLYLW\��.$26�JRDO�WUHHV�
ZHUH�GHYHORSHG� WR�PRGHO� WKH�SROLF\�UHTXLUH�
PHQWV��DQG�SRVVLEOH�ZD\V�WKHVH�UHTXLUHPHQWV�

FRXOG�EH�REVWUXFWHG��7KHVH�REVWUXFWLRQV�ZHUH�
PRGHOOHG�XVLQJ�.$26�REVWDFOH�WUHHV��:KHUH�
SRVVLEOH��REVWDFOHV�ZHUH�UHVROYHG�DW�WKLV�VWDJH�XV�
LQJ�SROLF\�UHTXLUHPHQWV��5LVNV�ZHUH�HOLFLWHG�RQ�
WKH�EDVLV�RI�REVWDFOHV�WKDW�FRXOG�QRW�EH�UHVROYHG�
ZLWKRXW�EHLQJ�ILUVW�GLVFXVVHG�E\�VWDNHKROGHUV�

7KH�5HTXLUHPHQWV�	�5LVN�5HYLHZ�SKDVH�
LQYROYHG� FUHDWLQJ� PLVXVH� FDVHV� �6LQGUH� 	�
2SGDKO�� ������ WR� GHVFULEH� WKH� LPSDFW� RI� WKH�
LGHQWLILHG� ULVNV�� DQG� KROGLQJ� D� IRFXV� JURXS�
ZLWK�NH\�VWDNHKROGHUV�WR�DJUHH�SRVVLEOH�SROLF\�
UHTXLUHPHQWV�IRU�PLWLJDWLQJ�WKHP�

$V�WKH�80/�GLDJUDP�LQ�)LJXUH���VXJJHVWV��
VHYHUDO�GLIIHUHQW�PRGHOV�ZHUH�JHQHUDWHG�DV�SDUW�
RI�WKLV�SURFHVV��7KH�DUWLIDFWV�HOLFLWHG�GXULQJ�WKH�
DQDO\VLV�DQG�UHYLHZ�SKDVHV�ZHUH�PDQDJHG�XV�
LQJ�WKH�&$,5,6��&RPSXWHU�$LGHG�,QWHJUDWLRQ�
RI� 5HTXLUHPHQWV� DQG� ,QIRUPDWLRQ� 6HFXULW\��
5HTXLUHPHQWV�0DQDJHPHQW�WRRO��)DLO\�	�)Op�
FKDLV�� ������� &$,5,6� EXLOGV� XSRQ� WKH� ,5,6�
PHWD�PRGHO� �)DLO\�	�)OpFKDLV���������ZKLFK�
GHVFULEHV�KRZ�WKH�FRQFHSWV�XQGHUSLQQLQJ�WKHVH�
DUWLIDFWV�DUH�OLQNHG��$V�D�FRUROODU\��HQWHULQJ�GDWD�
DERXW�WKHVH�DUWLIDFWV�LQWR�WKH�WRRO�DXWRPDWLFDOO\�
JHQHUDWHV�WKH�GLIIHUHQW�PRGHOV�DFFRUGLQJ�WR�WKH�
PHWD�PRGHO�UHODWLRQVKLSV�

2QFH�WKH�VFRSH�KDG�EHHQ�DJUHHG��D�OLWWOH�
OHVV�WKDQ�WZR�ZHHNV�ZHUH�VHW�DVLGH�IRU�FDUU\LQJ�
RXW�WKH�)LHOGZRUN�SKDVH�DQG�VXSSRUWLQJ�TXDOL�
WDWLYH�GDWD�DQDO\VLV�DFWLYLWLHV��8VDELOLW\�	�6H�
FXULW\�$QDO\VLV�WRRN�SODFH�RYHU�WKH�IROORZLQJ�
��ZHHN�SHULRG�EHIRUH�LQLWLDO�SROLF\�UHTXLUHPHQWV�
ZHUH�DYDLODEOH� IRU� WKH�5HTXLUHPHQWV�	�5LVN�
$QDO\VLV�UHYLHZ�

)XUWKHU�LQIRUPDWLRQ�DERXW�WKH�SURFHVV�DQG�
KRZ�WKH�GLIIHUHQW�DUWLIDFWV�ZHUH�JHQHUDWHG�DUH�
GHVFULEHG�LQ�VXEVHTXHQW�VHFWLRQV�

�����$JUHHLQJ�6FRSH

([LVWLQJ�GRFXPHQWDWLRQ�DERXW�$&0(�LQIRUPD�
WLRQ�VHFXULW\�SROLFLHV�ZDV�SURYLGHG�DV�DQ�LQSXW�
WR�WKLV�SURFHVV��2Q�WKH�EDVLV�RI�WKLV�LQSXW�GDWD��
DQ� LQLWLDO� ULFK� SLFWXUH� GLDJUDP� RI� WKH� SROLF\�
VFRSH�ZDV�GHYHORSHG��'XH�WR�WLPH�FRQVWUDLQWV��
WKLV�ZDV�GHYHORSHG�RII�VLWH�DQG�GLVWULEXWHG�WR�
VWDNHKROGHUV�YLD�$&0(¶V�,QIRUPDWLRQ�6HFXULW\�
0DQDJHU��$OWKRXJK�SUHSDUDWLRQ�IRU�)LHOGZRUN�
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FRPPHQFHG� GXULQJ� WKLV� VWDJH�� WKH� VFRSH� RI�
LQYHVWLJDWLRQ�ZDV�ERXQGHG�RQO\�ZKHQ�WKH�ULFK�
SLFWXUH�GLDJUDP�ZDV�DJUHHG�ZLWK�$&0(��7KH�
IHHGEDFN�UHFHLYHG�IURP�WKH�$&0(�VWDNHKROGHUV�
LQYROYHG�ZRUG�FKDQJHV�ZKLFK�VHHPHG�PLQRU��
EXW�ZHUH�VHPDQWLFDOO\�VLJQLILFDQW�WR�$&0(��)RU�
H[DPSOH�� DQ� DVVRFLDWLRQ�ZDV� GUDZQ�EHWZHHQ�
RQH�V\VWHP�LQ�VFRSH�WR�DQRWKHU�ER[�QDPHG�DIWHU�
WKH�SK\VLFDO�ORFDWLRQ�RI�$&0(¶V�KHDG�RIILFH��
$&0(¶V�WHOHPHWU\�JURXS�DQG�WKHLU�VHUYHUV�ZHUH�
ORFDWHG�DW� WKLV� VLWH��$OWKRXJK� WKH� DVVRFLDWLRQ�
ZDV�YDOLG��WKH�ER[�ZDV�UHQDPHG�WR�%XQNHU�WR�
HPSKDVLVH�WKH�GDWD�IORZ�WR�WKH�WHOHPHWU\�JURXS�
UDWKHU�WKDQ�RWKHU�JURXSV�ORFDWHG�DW�WKH�SK\VL�
FDO�ORFDWLRQ��WKH�QDPH�ZDV�FRPPRQO\�XVHG�WR�
UHIHU�WR�WKH�JURXS�EHFDXVH�WKH\�ZHUH�ORFDWHG�LQ�
D�ERPESURRI�EXLOGLQJ�

�����)LHOGZRUN

7KH�REMHFWLYH�RI� WKH�)LHOGZRUN�VWDJH�ZDV� WR�
GHYHORS�D�TXDOLWDWLYH�PRGHO�RI�SODQW�RSHUDWLRQV�
VHFXULW\��WKLV�ZRXOG�EH�XVHG�WR�GHULYH�RQH�RU�
PRUH� SHUVRQDV� UHSUHVHQWLQJ� SODQW� RSHUDWRUV�
IRU� ODWHU� GHVLJQ� DFWLYLWLHV��:H� YLVLWHG� �� GLI�
IHUHQW� ZDWHU�WUHDWPHQW� ZRUNV� ��� FOHDQ�ZDWHU�
DQG���ZDVWH�ZDWHU��WR�KROG�LQ�VLWX�TXDOLWDWLYH�
LQWHUYLHZV� ZLWK� SODQW� RSHUDWRUV� DQG� UHODWHG�
VWDNHKROGHUV��$OWKRXJK�WKHVH�LQWHUYLHZV�ZHUH�
ODUJHO\�RSHQ�HQGHG��KLJK�OHYHO�TXHVWLRQV�GHDOW�
ZLWK�WKH�QDWXUH�RI�ZRUN�XQGHUWDNHQ��LQFOXGLQJ�
ZKDW�SODQW�RSHUDWRUV�ZHUH�UHVSRQVLEOH�IRU��ZKRP�
WKH\�ZRUNHG�ZLWK��DQG�KRZ�WKH\�REWDLQHG�KHOS�
LI�QHFHVVDU\��3ODQW�RSHUDWRUV�ZHUH�DOVR�DVNHG�
DERXW�LPSRUWDQW�ZRUN�LWHPV�DQG�DFWLYLWLHV��DQG�
WKH�SUREOHPV�WKH\�RIWHQ�IDFHG��)ROORZLQJ�WKH�
LQWHUYLHZV��TXDOLWDWLYH�GDWD�DQDO\VLV�ZDV�FDUULHG�
RXW�RQ�WKH�LQWHUYLHZ�WUDQVFULSWV�DQG��IURP�WKLV��
D�TXDOLWDWLYH�PRGHO�RI�SODQW�RSHUDWRU�VHFXULW\�
SHUFHSWLRQV�ZDV�GHULYHG�

,Q�DGGLWLRQ� WR� WKHVH� ILHOGZRUN�DFWLYLWLHV��
JRDO�PRGHOOLQJ�DOVR�FRPPHQFHG�DW�WKLV�VWDJH��
7KH� GRFXPHQWV� XVHG� WR� GULYH� WKLV� DFWLYLW\�
LQFOXGHG� D� GUDIW� VHFXULW\� SROLF\� WKDW�$&0(�
KDG�SUHSDUHG��DQ�$&0(�LQIRUPDWLRQ�KDQGOLQJ�
JXLGHOLQHV�GRFXPHQW��DQG�$&0(¶V�RUJDQLVD�
WLRQDO�VHFXULW\�SROLF\��$V�WKH�DLP�RI�WKH�LQWHUYHQ�
WLRQ�ZDV�WR�HOLFLW�PLVVLQJ�UHTXLUHPHQWV�IURP�WKH�

ILUVW�RI�WKHVH�GRFXPHQWV��WKLV�ZDV�WKH�SULPDU\�
GRFXPHQW�XVHG�WR�HOLFLW�JRDOV��)RU�HDFK�SROLF\�
UHFRPPHQGDWLRQ�LQ�WKLV�GRFXPHQW��D�JRDO�ZDV�
GHILQHG��$V�WKH\�ZHUH�HOLFLWHG��D�JRDO�WUHH�ZDV�
LQGXFHG�EDVHG�RQ�VWDWHPHQWV��ZKLFK�UHOLHG�RQ�WKH�
VDWLVIDFWLRQ�RI�RWKHU�JRDOV��:KHUH�VXSSOHPHQWDO�
GRFXPHQWV� ZHUH� UHIHUHQFHG�� WKH� UHIHUHQFHG�
VWDWHPHQWV�DOVR�IRUPHG�WKH�EDVLV�RI�JRDOV�

,Q�SDUDOOHO�ZLWK�RWKHU�DFWLYLWLHV��DQ�DVVHW�
PRGHO�ZDV�SURJUHVVLYHO\�GHYHORSHG�DQG��E\�
WKH�HQG�RI�WKLV�VWDJH��ZDV�PDWXUH�HQRXJK�WR�
IRUP�WKH�EDVLV�RI�DQDO\VLQJ�SRVVLEOH�VHFXULW\�
LVVXHV�� 7KLV� DVVHW� PRGHO� ZDV� EDVHG� RQ� WKH�
$(*,6�$VVHW�0RGHO�QRWDWLRQ��)OpFKDLV�HW�DO���
�������7KH� TXDOLWDWLYH� GDWD� DQDO\VLV� FDUULHG�
RXW�LQGLFDWHG�WKDW�WKH�WZR�SUHYDOHQW�FRQWH[WV�
RI�LQWHUHVW�WR�SODQW�RSHUDWLRQV�VWDII�ZRXOG�EH�
DFWLYLWLHV�WDNLQJ�SODFH�GXULQJ�GD\OLJKW�KRXUV�
�'D\��DQG�WKH�KRXUV�RI�GDUNQHVV��1LJKW���:LWK�
WKLV� LQ�PLQG��DVVHWV�DQG�VHFXULW\�YDOXHV� WKDW�
VWDNHKROGHUV�DSSHDUHG�WR�KROG�DERXW�WKHP�ZHUH�
PRGHOOHG�IRU�HDFK�RI�WKHVH�WZR�FRQWH[WV��'DWD�
DERXW�ZKDW�FRQVWLWXWHG�/RZ��0HGLXP��DQG�+LJK�
YDOXH�DVVHWV�ZHUH�EDVHG�RQ�$&0(¶V�RZQ�ULVN�
PDQDJHPHQW�GRFXPHQWDWLRQ�

�����8VDELOLW\�DQG�
6HFXULW\�$QDO\VLV

�������6HFXULW\�$QDO\VLV

$W�WKLV�VWDJH��WKH�JRDO�WUHH�ZDV�DQDO\VHG�WR�ILQG�
REYLRXV�YXOQHUDELOLWLHV�UHTXLULQJ�IXUWKHU�DQDO\�
VLV��$OWKRXJK�QR�REVWDFOHV�ZHUH�IRUWKFRPLQJ��D�
QXPEHU�RI�JRDOV�VXJJHVWHG�SROLF\�UHTXLUHPHQWV�
QHHGLQJ�WR�EH�SUHVHQW�LQ�RUGHU�IRU�WKHP�WR�EH�
VDWLVILHG��2QH�VXFK�UHTXLUHPHQW�ZDV�$XWKRULVHG�
67&6�QHWZRUN�SRLQW�GDWD�VKDOO�EH�DYDLODEOH�WR�
DXWKRULVHG�SODQW�RSHUDWRUV�RQ�WKH�$&0(�SRUWDO��
7KLV�UHTXLUHPHQW�DURVH�IURP�D�JRDO�VWDWLQJ�WKDW�
LQIRUPDWLRQ�DERXW� DXWKRULVHG�QHWZRUN�SRLQWV�
VKRXOG�EH�DYDLODEOH�WR�DXWKRULVHG�SODQW�VWDII��WKLV�
ZDV�QHFHVVDU\�WR�DOORZ�SODQW�VWDII�WR�LGHQWLI\�
QHWZRUN�SRLQWV��ZKLFK�PLJKW�EH�XQDXWKRULVHG�

$OWKRXJK�QR�REVWDFOHV�ZHUH�REYLRXV�IURP�
WKH� JRDO� WUHH�� H[DPLQLQJ� WKH� HPSLULFDO� GDWD�
FROOHFWHG� GXULQJ� WKH� )LHOGZRUN� VWDJH� LGHQWL�
ILHG�VHYHUDO�YXOQHUDELOLWLHV��)LJXUH���SURYLGHV�
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DQ�H[DPSOH�RI�KRZ�WKHVH�ZHUH�LQWHJUDWHG�LQWR�
WKH�JRDO� WUHH��'XULQJ� WKH� VLWH�YLVLWV�� FDELQHWV�
FRQWDLQLQJ�QHWZRUN�LQIUDVWUXFWXUH�ZHUH�IRXQG�LQ�
SXEOLFO\�DFFHVVLEOH�DUHDV�RI�FHUWDLQ�SODQWV��%DVHG�
RQ� WKLV�� WKH� ([SRVHG� ,&7� &DELQHWV� REVWDFOH�
ZDV� LQWURGXFHG�� WKLV� REVWUXFWHG� SUH�H[LVWLQJ�
JRDOV�IRU�VHFXULQJ�WKH�SK\VLFDO�LQIUDVWUXFWXUH��
7KLV� SDUWLFXODU� REVWDFOH� ZDV� PLWLJDWHG� ZLWK�
WKH�UHTXLUHPHQW�.H\�,&7�HTXLSPHQW�VKDOO�EH�
VWRUHG�LQ�D�UHVWULFWHG�DFFHVV�FRPSXWHU�URRP��
,Q�WKH�ILJXUH��WKLV�UHTXLUHPHQW�LV�DEEUHYLDWHG�
ZLWK� WKH� ODEHO� ,&$%��� EHFDXVH� LW� UHIHUHQFHV�
WKH�,&7�&DELQHWV�DVVHW��DEEUHYLDWHG�DV�,&$%��

:KHQ� DOO� SRVVLEOH� YXOQHUDELOLWLHV� ZHUH�
PLWLJDWHG��D�WKUHDW�DQDO\VLV�VWHS�ZDV�FDUULHG�RXW�
WR� LGHQWLI\�SRVVLEOH� DWWDFNHUV� DQG� WKH� WKUHDWV�
WKH\�PLJKW�FDUU\�RXW��)URP�WKH�HPSLULFDO�GDWD��
WZR�FODVVHV�RI�DWWDFNHU�ZHUH�LGHQWLILHG��7KH�ILUVW�
UHODWHG�WR�WKLHYHV�DWWHPSWLQJ�WR�EUHDN�LQWR�SODQWV�
WR�VWHDO�VFUDS�PHWDO�RU�RWKHU�HTXLSPHQW��6HY�

HUDO�SODQW�RSHUDWRUV�H[SUHVVHG�FRQFHUQ�DERXW�
WKHVH�DWWDFNHUV�EHFDXVH�WKH�GDPDJH�WR�PRQLWRU�
LQJ�HTXLSPHQW�WKH\�FDXVH�LV�LQHYLWDEO\�JUHDWHU�
WKDQ�WKH�YDOXH�RI�WKH�LWHPV�VWROHQ��3ODQW�RSHUD�
WRUV�ZHUH� DOVR�ZRUULHG� DERXW� WKHLU� RZQ� SHU�
VRQDO�VDIHW\�VKRXOG�WKH\�EH�UHTXLUHG�WR�FRQIURQW�
WKHP�RXW�RI�KRXUV��$�.LW�7KHIW�WKUHDW�ZDV�GHILQHG�
WR�PRGHO�WKH�LPSDFW�RI�WKLV�DWWDFN�

7KH�VHFRQG�FODVV�RI�DWWDFNHU�DURVH�IURP�D�
JHQHUDO� LQGLIIHUHQFH� WKDW� SODQW� RSHUDWRUV� DQG�
HQJLQHHUV� KHOG� DERXW� LQIRUPDWLRQ� VHFXULW\�
WKUHDWV��(YHQ�DIWHU�GHVFULELQJ�WKH�UHFHQW�UHSRUWV�
RI�6WX[QHW��SDUWLFLSDQWV�LQWHUYLHZHG�ZHUH�VWLOO�
XQFRQYLQFHG�WKDW�³KDFNHUV´�ZHUH�DV�FRQYLQFLQJ�
D�WKUHDW�DV�WKH�SUHVV�DQG�LQIRUPDWLRQ�VHFXULW\�
FRPPXQLTXHV�ZRXOG�KDYH�WKHP�EHOLHYH��&RQ�
VHTXHQWO\�� WR� SRUWUD\� DQ� DWWDFNHU� WKDW� ZRXOG�
EH�EHOLHYDEOH��D�SURILOH�ZDV�GHYHORSHG�EDVHG�
RQ�D�SHQHWUDWLRQ�WHVWHU�WKDW�FRXOG��SRWHQWLDOO\��
EH� FRPPLVVLRQHG� E\� $&0(�� WKLV� DWWDFNHU�

)LJXUH����3ROLF\�UHTXLUHPHQWV�HOLFLWDWLRQ�SURFHVV
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ZDV� JURXQGHG� LQ� D� QXPEHU� RI� RSHQ�VRXUFH�
LQWHOOLJHQFH�UHVRXUFHV�DQG�WH[WV�RQ�SHQHWUDWLRQ�
WHVWLQJ��%DVHG�RQ�WKLV�DWWDFNHU��VHYHUDO�WKUHDWV�
ZHUH�LGHQWLILHG��VXFK�DV�ZDU�GLDOOLQJ�PRGHPV��
IRRW�SULQWLQJ� WR�GHWHUPLQH� LQIRUPDWLRQ�DERXW�
SRVVLEOH�$&0(�QHWZRUN�VHUYLFHV��DQG�HQXPHUD�
WLRQ�RI�SRVVLEOH�SDVVZRUGV�XVLQJ�NQRZQ�GHIDXOWV�
IRU� VRIWZDUH� DSSOLFDWLRQV�� $OWKRXJK� VHYHUDO�
REVWDFOHV�ZHUH�HOLFLWHG�EDVHG�RQ�WKHVH�WKUHDWV��
QR�PLWLJDWLQJ�UHTXLUHPHQWV�FRXOG�EH�LGHQWLILHG�
ZLWKRXW�IXUWKHU�GLVFXVVLQJ�WKH�WKUHDWV�DQG�WKHLU�
FRQVHTXHQFHV�ZLWK�$&0(�VWDNHKROGHUV�

�������8VDELOLW\�$QDO\VLV

$�SODQW�RSHUDWRU�SHUVRQD��5LFN��ZDV�GHULYHG�
IURP�WKH�TXDOLWDWLYH�PRGHO�GHYHORSHG�LQ�VHFWLRQ�
)LHOGZRUN�XVLQJ� WKH�3HUVRQD�&DVH� WHFKQLTXH�
LQWURGXFHG�LQ�6HFWLRQ�����

2QFH�WKH�SHUVRQDV�ZHUH�UHDG\����VFHQDULRV�
ZHUH�GHYHORSHG�WR�GHVFULEH�KRZ�5LFN�ZRXOG�
FDUU\�RXW�KLV�DFWLYLWLHV�GXULQJ�WKH�'D\�DQG�1LJKW�
FRQWH[WV��WKHVH�VFHQDULRV�ZHUH�PRGHOOHG�DV�WDVNV�
LQ� &$,5,6�� DQG� WH[WXDO� QDUUDWLYHV� GHVFULEHG�
KRZ�WKH�WDVN�ZDV�FDUULHG�RXW�LQ�HDFK�FRQWH[W��
)RU�H[DPSOH��WKH�QDUUDWLYH�DVVRFLDWHG�ZLWK�WKH�
5HVROYH�UHVHUYRLU�DODUP� WDVN�GXULQJ�WKH�'D\�
FRQWH[W�ZDV�DV�IROORZV�

5LFN� ORRNV�DW� WKH�6&$'$�PRQLWRU�QHDUHVW� WR�
KLP�DQG�QRWLFHV�WKDW�WKH�OHYHOV�RI�WKH�UHVHUYRLU�
QHDUE\�DUH�XQXVXDOO\�KLJK��:KHQ�WKH�OHYHO�JHWV�
WRR�KLJK��WKH�HQWLUH�ZRUNV�QHHG�WR�EH�VKXWGRZQ��
,Q�WKLV�VLWXDWLRQ��5LFN�NQRZV�H[DFWO\�ZKDW�WR�GR��
$IWHU�VWRSSLQJ�WKH�DODUP��5LFN�ORJV�LQWR�WKH�,&7�
3&�QH[W�WR�WKH�6&$'$�ZRUNVWDWLRQ��DQG�FOLFNV�RQ�
WKH�;WUDYLHZ�LFRQ��$IWHU�ORJJLQJ�LQWR�;WUDYLHZ��
KH�ILQGV�WKH�ORFDWLRQ�RI�D�SXPSLQJ�VWDWLRQ����
PLOHV�XSVWUHDP�RQ�WKH�PDS�DQG�FRQQHFWV�WR�LW��
$IWHU�D�IHZ�PRPHQWV��KH�PDVWHUV�WKH�PDLQ�SXPS�
EHIRUH�VZLWFKLQJ� LW�RII��5LFN� WKHQ�UHWXUQV� WKH�
SXPS�WR�LWV�QRUPDO�VODYH�VHWWLQJ�EHIRUH�VKXWWLQJ�
GRZQ�;WUDYLHZ��7KH�DODUP�SHULRGLFDOO\�VWDUWV�
DQG�VWRSV�DJDLQ�EXW��DIWHU�DERXW�DQ�KRXU��WKH�
UHVHUYRLU�OHYHO�QRUPDOLVHV�DJDLQ�

$OWKRXJK� WKH� DERYH� WDVN� ZDV� LGHQWLFDO�
IRU�ERWK�'D\�DQG�1LJKW�FRQWH[WV��WKHUH�ZHUH�D�
QXPEHU�RI�YDULDWLRQV�LQ�RWKHU�WDVNV��7KLV�ZDV�
GXH�WR�WKH�QHFHVVLW\�IRU�RQ�FDOO�WHFKQLFLDQV�WR�
UHVROYH�SUREOHP�WKDW�RQ�VLWH�VWDII�FRXOG�KDYH�
IL[HG�GXULQJ�ZRUNLQJ�KRXUV�

�����5HTXLUHPHQWV�DQG�
5LVN�$QDO\VLV

7KH�ILQDO�VWDJH�LQYROYHG�UXQQLQJ�D�IRFXV�JURXS�
ZLWK�$&0(�VWDNHKROGHUV� DQG�SUHVHQWLQJ� WKH�
PLVXVH� FDVHV� HQFDSVXODWLQJ� WKH� XQPLWLJDWHG�
ULVNV�� 7KHVH� VWDNHKROGHUV� ZHUH� RSHUDWLRQDO�
PDQDJHUV� UHVSRQVLEOH� IRU� SODQW� VHFXULW\� DQG�
D� UHSUHVHQWDWLYH� ,&7�PDQDJHU��%HFDXVH� RQO\�
D� OLPLWHG� DPRXQW� RI� WLPH�ZDV� DYDLODEOH�� WKH�
SUHVHQWDWLRQ�RI�WKH�DQDO\VLV�ZDV�FHQWUHG�DURXQG�
D�GLVFXVVLRQ�RI�ULVNV�RI�PRVW�LQWHUHVW�WR�$&0(��
D� YLUXV�LQIHFWHG� 6&$'$�ZRUNVWDWLRQ�� DQG� D�
VLWH�EUHDN�LQ��7KH�PLVXVH�FDVH�DVVRFLDWHG�ZLWK�
HDFK�ULVN�ZDV�SUHVHQWHG��GLVFXVVHG�DQG��EDVHG�
RQ� WKH� RXWFRPH�� PLWLJDWLQJ� VWUDWHJLHV� ZHUH�
SURSRVHG��)RU�HDFK�GLVFXVVHG�PLVXVH�FDVH��D�
PLVXVH�FDVH�PRGHO�ZDV�GHYHORSHG��DV�LQGLFDWHG�
DW�WKH�EHJLQQLQJ�RI�WKH�VHFWLRQ��HDFK�PRGHO�ZDV�
JHQHUDWHG�DXWRPDWLFDOO\�E\�&$,5,6�

)RU� WKH� ILUVW� ULVN�� D� SROLF\� UHTXLUHPHQW�
ZDV�DGGHG�WR�UHPRYH�86%�DFFHVV�WR�6&$'$�
ZRUNVWDWLRQV��5HVSRQVLELOLW\�IRU�WKH�VHFRQG�ULVN�
ZDV�SURYLVLRQDOO\�SDVVHG�WR�$&0(¶V�IDFLOLWLHV�
PDQDJHPHQW�GHSDUWPHQW�

$IWHU�XSGDWLQJ�WKH�&$,5,6�PRGHO�EDVHG�
RQ� WKHVH� GLVFXVVLRQV�� D� UHYLVHG� VSHFLILFDWLRQ�
GRFXPHQW�ZDV� UH�LVVXHG� WR�$&0(��%HFDXVH�
RI�WKH�OLPLWHG�WLPH�DYDLODEOH�GXULQJ�WKH�IRFXV�
JURXS��D�PRUH�GHWDLOHG�UHYLHZ�RI�WKH�DQDO\VLV�
WRRN�SODFH�DW�$&0(¶V�KHDG�RIILFH�VHYHUDO�ZHHNV�
ODWHU��,Q�WKLV�RQH�WR�RQH�VHVVLRQ�ZLWK�$&0(¶V�
,QIRUPDWLRQ�6HFXULW\�0DQDJHU��WKH�JRDO�PRGHO�
DQG�HOLFLWHG�SROLF\�UHTXLUHPHQWV�ZHUH�YDOLGDWHG��
DQG� WKH� ULVN� DQDO\VLV� UHVXOWV� ZHUH� UHYLHZHG��
7KH�SXUSRVH�RI�WKLV�VHVVLRQ�ZDV�WR�HQVXUH�WKDW�
DOO� JRDOV� DQG� UHTXLUHPHQWV� ZHUH� DVVLJQHG� D�
UHVSRQVLEOH� UROH� DQG� UHVSRQVHV�ZHUH� HOLFLWHG�
IRU�HDFK�ULVN�
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2Q�FRPSOHWLRQ�RI�WKH�VWXG\������VHSDUDWH�
SROLF\�JRDO�VWDWHPHQWV�KDG�EHHQ�HOLFLWHG��7KH�
YDVW�PDMRULW\�RI�WKHVH�ZHUH�DVVRFLDWHG�ZLWK�WKH�
'D\�FRQWH[W��WKLV�UHIOHFWV�WKH�PDQ\�GD\�WR�GD\�
FRQFHUQV�WKDW�SDUWLFLSDQWV�KDG�ZLWK�UHJDUGV�WR�
VHFXULW\�SROLF\�FRYHUDJH��6LPLODUO\��WKH�WKUHDWV�
PRVW� HYLGHQW� IURP� WKH� HPSLULFDO� GDWD� ZHUH�
EDVHG�RQ�DWWDFNV�H[SHFWHG�WR�WDNH�SODFH�GXULQJ�
GD\OLJKW�KRXUV�

���',6&866,21

:H� EHOLHYH� WKH� RXWFRPH� RI� WKH� LQWHUYHQWLRQ�
ZDV�D�VXFFHVV� IRU� WZR�UHDVRQV��)LUVW��GHVSLWH�
WKH� FKDOOHQJLQJ� WLPH� FRQVWUDLQWV�� WKH� VWXG\�
ZDV� FRPSOHWHG� FRPSDUDWLYHO\� TXLFNO\� ZLWK�
RXW�FRPSURPLVLQJ�WKH�TXDOLW\�RI�WKH�DUWLIDFWV�
FUHDWHG��$V�6HFWLRQ���UHSRUWHG��WKH�VWXG\�ZDV�
ODUJHO\�FRPSOHWHG�LQ�MXVW�RYHU�RQH�PRQWK�ZLWK�
$&0(�LQYROYHPHQW�OLPLWHG�WR�RFFDVLRQDO�HPDLO�
GLVFXVVLRQV��LQ�VLWX�LQWHUYLHZ�SDUWLFLSDWLRQ�DQG�D�
VLQJOH�IRFXV�JURXS�VHVVLRQ�WR�GLVFXVV�NH\�PLVXVH�
FDVHV��6HFRQG��DOO�HOLFLWHG�SROLF\�UHTXLUHPHQWV�
ZHUH�DFFHSWHG�E\�$&0(��0RUHRYHU��WKH�GHVLJQ�
PRGHOV�FUHDWHG�GXULQJ�WKH�VWXG\�ZHUH�XVHG�WR�
KHOS�ZLWK�RWKHU�VHFXULW\�LVVXHV�LQ�$&0(��)RU�
H[DPSOH��WKH�5LFN�SHUVRQD�ZDV�VXEVHTXHQWO\�
XVHG� WR� LQIRUP� GHVLJQ� GHFLVLRQV� DERXW� XVHU�

DFFRXQW�SURILOHV��,Q�WKH�IROORZLQJ�VHFWLRQV��ZH�
GHVFULEH�WKUHH�ILQGLQJV�IURP�WKLV�FDVH�VWXG\�WKDW��
ZH�EHOLHYH��LQIRUP�IXWXUH�HIIRUWV�WR�KDUPRQLVH�
6HFXULW\��8VDELOLW\��DQG�5HTXLUHPHQWV�(QJLQHHU�
LQJ�WHFKQLTXHV�DV�SDUW�RI�VHFXUH�V\VWHP�GHVLJQ�

�����)LHOGZRUN�LV�6HFXULW\�
6HQVH�0DNLQJ

)RFXVLQJ� RQ� VHFXULW\� GHVLJQ� DFWLYLWLHV� DW� WKH�
VDPH�WLPH�DV�)LHOGZRUN�DFWLYLWLHV�KHLJKWHQHG�
DZDUHQHVV�RI�SRVVLEOH�WKUHDWV�DQG�YXOQHUDELOLWLHV�
DW�DQ�HDUO\�VWDJH��)RU�H[DPSOH��RQ�RQH�VLWH�YLVLW��
TXHVWLRQLQJ�WKH�SXUSRVH�RI�RQH�SDUWLFXODU�3&�OHG�
WR�WKH�GLVFRYHU\�WKDW�QRW�RQO\�ZDV�LW�VXSHUIOXRXV�
WR�SODQW�RSHUDWLRQV��EXW�WKH�PRGHP�DWWDFKHG�WR�
LW�ZDV�YXOQHUDEOH� WR�ZDU�GLDOOLQJ�DWWDFNV��2Q�
DQRWKHU�YLVLW��D�FKDQFH�FRQYHUVDWLRQ�DERXW�D�FDU�
GULYLQJ�XS�WR�WKH�SODQW¶V�PDLQ�JDWH�RQ�D�&&79�
VFUHHQ�OHG�WR�WKH�GLVFRYHU\�WKDW�WKH�SODQW�KDG�
D�VHFRQG�JDWH��DQG�WKH�DFFHVV�FRQWURO�V\VWHP�
IRU�WKLV�SODQW�HQWUDQFH�ZDV�SDUWLFXODUO\�ZHDN��
%DVHG�RQ�WKHVH�REVHUYDWLRQV��ZH�EHOLHYH�WKDW�
ILHOGZRUN�PDNHV�WZR�LPSRUWDQW�FRQWULEXWLRQV�WR�
VHFXULW\�GHVLJQ��)LUVW��GH�IDPLOLDULVDWLRQ�DFWLYL�
WLHV�DVVRFLDWHG�ZLWK�LQ�VLWX�LQWHUYLHZV�OHDGV�WR�
LGHQWLILFDWLRQ�RI�KLWKHUWR�XQVHHQ�DIIRUGDQFHV��
WKHVH�DIIRUGDQFHV�DUH�SRWHQWLDOO\�H[SORLWDEOH�E\�
DWWDFNHUV��6HFRQG��RSSRUWXQLWLHV�IRU�LGHQWLI\LQJ�

)LJXUH����*RDO�WUHH�IUDJPHQW�DVVRFLDWHG�ZLWK�H[SRVHG�,&7�&DELQHWV�YXOQHUDELOLW\
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DQG� DQDO\VLQJ� YXOQHUDELOLWLHV� KDSSHQ� DW� DQ\�
WLPH�DQG��TXLWH�RIWHQ��VXFK�LQVLJKWV�PLJKW�KDYH�
RWKHUZLVH�UHPDLQHG�KLGGHQ�

�����7KUHDWV�:LWKRXW�8S�
)URQW�7KUHDW�$QDO\VLV

8VHIXO�LQIRUPDWLRQ�DERXW�DWWDFNHUV�DQG�WKUHDWV�
ZDV�FROOHFWHG�ZLWKRXW�DQ�XSIURQW�WKUHDW�HOLFLWD�
WLRQ�H[HUFLVH��7KLV� LV�EHFDXVH� WKUHDW�DQDO\VLV�
FRXOG� EH� LQIRUPHG� E\� WKH� VHQVH�PDNLQJ� DF�
WLYLWLHV� DVVRFLDWHG�ZLWK�RWKHU� DQDO\VLV��7KHUH�
DUH� WZR�UHDVRQV�ZK\� WKLV� LV�DQ� LPSURYHPHQW�
RYHU� VHFXULW\� GHVLJQ� PHWKRGV� UHO\LQJ� VROHO\�
RQ�DQHFGRWDO�LQIRUPDWLRQ�IURP�VWDNHKROGHUV�RU�
VHFXULW\�H[SHUWV�WR�GHULYH�WKUHDWV��H�J���%UDEHU�
HW�DO���������)OpFKDLV�HW�DO����������)LUVW��WKUHDW�
HOLFLWDWLRQ� LV� QRW� H[FOXVLYHO\� FRQWLQJHQW� RQ�
SDUWLFLSDWRU\� DSSURDFKHV��ZKLFK� UHO\� RQ�JHW�
WLQJ�VWDNHKROGHUV�WRJHWKHU�LQ�D�VLQJOH�ORFDWLRQ��
6HFRQG��WKH�WDVN�RI�HOLFLWLQJ�DWWDFNHUV�IROORZHG�
E\�WKUHDWV�LV�HDVLHU�WKDQ�WU\LQJ�WR�HOLFLW�DWWDFNV�
LQ�WKHLU�RZQ�ULJKW��:KLOH�WKH�HPSLULFDO�GDWD�FDQ�
SRLQW�WR�SRVVLEOH�DWWDFNHUV��IXUWKHU�UHVHDUFK�LV�
RIWHQ�QHFHVVDU\�WR�GHWHUPLQH�ZKDW�WKUHDWV�WKHVH�
DWWDFNHUV�FDQ�JLYH�ULVH�WR�DQG��DV�D�UHVXOW��ZKLFK�
DVVHWV�PLJKW�EH�WKUHDWHQHG�

�����0LVXVH�&DVHV�DV�&DVHV

0LVXVH� FDVHV� ZHUH� XVHIXO� IRU� VSRWWLQJ�PRUH�
JHQHUDO� IDOODFLHV�PDGH�ZKHQ�DUJXLQJ�DJDLQVW�
WKH� IHDVLELOLW\� RI� D� ULVN�� ,Q� SDUWLFXODU�� ZH�
QRWLFHG�D�WHQGHQF\�E\�VWDNHKROGHUV�WR�XQGHU�
PLQH� WKH� LPSDFW�RI� WKH� WKUHDW�RU� WKH�VHYHULW\�
RI�WKH�YXOQHUDELOLW\�E\�IRFXVLQJ�VROHO\�RQ�WKH�
WKUHDW¶V�OLNHOLKRRG�DQG�WKH�DVVHW�GLUHFWO\�XQGHU�
WKUHDW��'XULQJ�GLVFXVVLRQ�RI�WKH�6LWH�EUHDN�LQ�
PLVXVH� FDVH�� VRPH� SDUWLFLSDQWV� KLJKOLJKWHG�
WKH� OLPLWHG� QXPEHU� RI� VWDIIHG� VLWHV�� FRXSOHG�
ZLWK�WKH�UHODWLYHO\�KLJK�IUHTXHQF\�RI�3&�WKHIW��
DV�D�UHDVRQ�ZK\�LQFRUSRUDWLQJ�SROLF\�UHTXLUH�
PHQWV�WR�PLWLJDWH�WKLV�ULVN�PLJKW�EH�LQIHDVLEOH��
+RZHYHU��ZKHQ�LW�ZDV�KLJKOLJKWHG�WKDW�WKH�3&V�
WKHPVHOYHV�ZHUH�OHVV�LPSRUWDQW�WKDQ�WKH�PRQL�
WRULQJ�WKH\�IDFLOLWDWHG��DQG�WKDW�WKH�TXDQWLW\�RI�
VWDIIHG�DQG�XQVWDIIHG�VLWHV�KDG�OLWWOH�EHDULQJ�RQ�
WKH�LPSDFW�RI�WKH�ULVN��LW�ZDV�DJUHHG�WR�WUDQVIHU�

UHVSRQVLELOLW\�RI�WKH�ULVN�UDWKHU�WKDQ�LJQRUH�LW��
:KHQ�GLVFXVVLQJ�WKH�ULVN�GXULQJ�WKH�IROORZ�XS�
PHHWLQJ� ZLWK�$&0(¶V� ,QIRUPDWLRQ� 6HFXULW\�
0DQDJHU�� LW�ZDV�KLJKOLJKWHG�WKDW� WUDQVIHUULQJ�
WKH�ULVN�LQ�LWV�HQWLUHW\�ZDV�LQDSSURSULDWH��&RQ�
VHTXHQWO\��WKH�SROLF\�JRDOV�UHODWHG�WR�VHFXULQJ�
SK\VLFDO�VLWHV�ZHUH�UHYLHZHG�WR�GHWHUPLQH�ZKLFK�
ZHUH�WKH�UHVSRQVLELOLWLHV�RI�$&0(¶V�IDFLOLWLHV�
PDQDJHPHQW� GHSDUWPHQW�� DQG� ZKLFK� QHHGHG�
WR�EH�SUR�DFWLYHO\�PDQDJHG�E\�$&0(¶V�RZQ�
VHFXULW\�WHDP�

���&21&/86,21

,Q� WKLV� SDSHU�� ZH� KDYH� SUHVHQWHG� WKH� ,5,6�
SURFHVV�IUDPHZRUN��WKLV�EXLOGV�XSRQ�WKH�,5,6�
PHWD�PRGHO�E\�JURXSLQJ�FRQFHSWV�E\�8VDELOLW\��
6HFXULW\��DQG�5HTXLUHPHQWV�SHUVSHFWLYHV��%DVHG�
RQ� WKHVH�SHUVSHFWLYHV�� WKH� IUDPHZRUN�JXLGHV�
WKH�FRQVWUXFWLRQ�RI�LQGLYLGXDO�,5,6�SURFHVVHV�
IRU�HOLFLWLQJ�VHFXUH�V\VWHP�UHTXLUHPHQWV�XVLQJ�
D�QXPEHU�RI�H[HPSODU�WHFKQLTXHV��7R�LOOXVWUDWH�
WKH�IUDPHZRUN��ZH�KDYH�GHVFULEHG�D�FDVH�VWXG\�
ZKHUH� WKH� IUDPHZRUN� ZDV� XVHG� WR� GHYLVH� D�
SURFHVV�IRU�HOLFLWLQJ�UHTXLUHPHQWV�IRU�DQ�LQIRU�
PDWLRQ�VHFXULW\�SROLF\�IRU�D�&1,�RUJDQLVDWLRQ��
7KLV�SDSHU�KDV�PDGH�WKUHH�SDUWLFXODU�FRQWULEX�
WLRQV�WRZDUGV�LPSURYHG�KDUPRQLVDWLRQ�EHWZHHQ�
XVDELOLW\��VHFXULW\��DQG�VRIWZDUH�HQJLQHHULQJ�

)LUVW��ZH�KDYH�VXFFHVVIXOO\�HYDOXDWHG�WKH�
HIILFDF\�RI�LQWHJUDWLQJ�VHOHFWHG�XVDELOLW\��VHFX�
ULW\��DQG�5HTXLUHPHQWV�(QJLQHHULQJ�WHFKQLTXHV��
6SHFLILFDOO\��ZH�KDYH�GHPRQVWUDWHG�WKDW�UDWKHU�
WKDQ�DGRSWLQJ�D�VLQJOH�SURFHVV�PRGHO��MXGLFLRXV�
O\� VHOHFWLQJ� DQG� DSSO\LQJ� DSSURSULDWH�GHVLJQ�
WHFKQLTXHV�IRU�WKH�RUJDQLVDWLRQDO�FRQWH[W�FDQ�
EH�HFRQRPLFDO�LQ�WHUPV�RI�PDQSRZHU�DQG�WLPH�

6HFRQG��ZH�KDYH�PRWLYDWHG�DQG�SUHVHQWHG�
WKH�UHVXOWV�RI�DQ�$FWLRQ�5HVHDUFK�LQWHUYHQWLRQ�
LQ�D�UHDO�OLIH�FRQWH[W�RI�FRQWHPSRUDU\�LQWHUHVW��
VSHFLILFDOO\��&1,�IROORZLQJ�WKH�LQLWLDO�RXWEUHDN�
RI�WKH�6WX[QHW�ZRUP�

)LQDOO\��ZH�KDYH�LOOXVWUDWHG�KRZ��E\�IRFXV�
LQJ�RQ�WKH�XS�IURQW�GHYHORSPHQW�RI�8VDELOLW\��
UDWKHU� WKDQ� 6HFXULW\�� (QJLQHHULQJ� DUWLIDFWV��
ZH�FDQ�UH�XVH�WKH�VHQVH�PDNLQJ�DFWLYLWLHV�DQG�
HPSLULFDO�GDWD�WR�HOLFLW�KLWKHUWR�XQVHHQ�YXOQHU�



,QWHUQDWLRQDO�-RXUQDO�RI�6HFXUH�6RIWZDUH�(QJLQHHULQJ��������������2FWREHU�'HFHPEHU����������

&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

DELOLWLHV��)URP�WKLV��ZH�FDQ�DOVR�JOHDQ�LQVLJKWV�
DERXW�SRVVLEOH�V\VWHP�DWWDFNHUV�DQG�WKUHDWV�

$&.12:/('*0(17

7KH�UHVHDUFK�GHVFULEHG�LQ�WKLV�SDSHU�ZDV�IXQGHG�
E\�(365&�&$6(�6WXGHQWVKLS�5������&1�����
:H�DUH�YHU\�JUDWHIXO� WR�4LQHWLT�/WG�IRU� WKHLU�
VSRQVRUVKLS�RI�WKLV�ZRUN�

5()(5(1&(6

%DVNHUYLOOH��5��/����������,QYHVWLJDWLQJ�LQIRUPDWLRQ�
V\VWHPV�ZLWK�DFWLRQ�UHVHDUFK��&RPPXQLFDWLRQV�RI�WKH�
$VVRFLDWLRQ�IRU�,QIRUPDWLRQ�6\VWHPV����������±���

&KHFNODQG��3���	�6FKROHV�� -�� ��������6RIW� V\VWHPV�
PHWKRGRORJ\�LQ�DFWLRQ��1HZ�<RUN��1<��-RKQ�:LOH\�
	�6RQV�

&KXQJ��/���1L[RQ��%��$���<X��(���	�0\ORSRXORV��-��
�������� 1RQ�IXQFWLRQDO� UHTXLUHPHQWV� LQ� VRIWZDUH�
HQJLQHHULQJ��%RVWRQ��0$��.OXZHU�$FDGHPLF�

&RFNEXUQ��$�� ��������:ULWLQJ� HIIHFWLYH�XVH� FDVHV��
5HDGLQJ��0$��$GGLVRQ�:HVOH\�

&RQWURO� (QJLQHHULQJ�� 8�� .�� ������� ��� -XO\���
µ6WX[QHW¶� 7URMDQ� 7DUJHWV� 6LHPHQV� :LQ&&�� 5H�
WULHYHG�IURP�KWWS���ZZZ�FRQWUROHQJXN�FRP�DUWLFOH�
DVS["$UWLFOH,' �����

&RRSHU��$�� �������� 7KH� LQPDWHV� DUH� UXQQLQJ� WKH�
DV\OXP��:K\�KLJK�WHFK�SURGXFWV�GULYH�XV�FUD]\�DQG�
KRZ�WR�UHVWRUH�WKH�VDQLW\���QG�HG����8SSHU�6DGGOH�
5LYHU��1-��3HDUVRQ�+LJKHU�(GXFDWLRQ�

&RUELQ�� -��0���	�6WUDXVV��$��/�� ��������%DVLFV�RI�
TXDOLWDWLYH� UHVHDUFK�� WHFKQLTXHV� DQG� SURFHGXUHV�
IRU� GHYHORSLQJ� JURXQGHG� WKHRU\��7KRXVDQG�2DNV��
&$��6DJH�

'DUGHQQH��$��� YDQ�/DPVZHHUGH��$���	�)LFNDV��6��
�������� *RDO�GLUHFWHG� UHTXLUHPHQWV� DFTXLVLWLRQ��
6FLHQFH�RI�&RPSXWHU�3URJUDPPLQJ������������±����
GRL����������������������������*

GHQ�%UDEHU��)���+RJJDQYLN��,���/XQG��0��6���6W¡OHQ��
.��� 	�9UDDOVHQ�� )�� �������� 0RGHO�EDVHG� VHFXULW\�
DQDO\VLV�LQ�VHYHQ�VWHSV���$�JXLGHG�WRXU�WR�WKH�&25$6�
PHWKRG��%7�7HFKQRORJ\� -RXUQDO��������� ���±�����
GRL���������V����������������

)DLO\��6���	�)OpFKDLV�� ,�� ��������&RQWH[W�VHQVLWLYH�
UHTXLUHPHQWV� DQG� ULVN�PDQDJHPHQW�ZLWK� ,5,6�� ,Q�
3URFHHGLQJV�RI�WKH���WK�,(((�,QWHUQDWLRQDO�5HTXLUH�
PHQWV�(QJLQHHULQJ�&RQIHUHQFH��SS�����������

)DLO\��6���	�)OpFKDLV��,����������$�PHWD�PRGHO�IRU�
XVDEOH�VHFXUH�UHTXLUHPHQWV�HQJLQHHULQJ��,Q�3URFHHG�
LQJV�RI�WKH��WK�,QWHUQDWLRQDO�:RUNVKRS�RQ�6RIWZDUH�
(QJLQHHULQJ�IRU�6HFXUH�6\VWHPV��SS�����������

)DLO\�� 6��� 	� )OpFKDLV�� ,�� �������� %DUU\� LV� QRW� WKH�
ZHDNHVW�OLQN��(OLFLWLQJ�VHFXUH�V\VWHP�UHTXLUHPHQWV�
ZLWK�SHUVRQDV��,Q�3URFHHGLQJV�RI�WKH���WK�%ULWLVK�+&,�
*URXS�$QQXDO�&RQIHUHQFH�RQ�3HRSOH�DQG�&RPSXWHUV��
3OD\�LV�D�6HULRXV�%XVLQHVV��SS�����������

)DLO\��6���	�)OpFKDLV��,����������7KH�VHFUHW�OLYHV�RI�
DVVXPSWLRQV��'HYHORSLQJ�DQG�UHILQLQJ�DVVXPSWLRQ�
SHUVRQDV�IRU�VHFXUH�V\VWHP�GHVLJQ��,Q�5��%HUQKDXSW��
3��)RUEULJ��-��*XOOLNVHQ��	�0��/iUXVGyWWLU��(GV����3UR�
FHHGLQJV�RI�WKH��UG�&RQIHUHQFH�RQ�+XPDQ�&HQWHUHG�
6RIWZDUH�(QJLQHHULQJ��/1&6�������SS�����������

)DLO\�� 6��� 	� )OpFKDLV�� ,�� �������� 7RZDUGV� WRRO�
VXSSRUW� IRU� XVDEOH� VHFXUH� UHTXLUHPHQWV� HQJLQHHU�
LQJ�ZLWK�&$,5,6��,QWHUQDWLRQDO�-RXUQDO�RI�6HFXUH�
6RIWZDUH� (QJLQHHULQJ�� ������ ��±���� GRL���������
MVVH�����������

)OpFKDLV��,����������'HVLJQLQJ�VHFXUH�DQG�XVDEOH�V\V�
WHPV��8QSXEOLVKHG�GRFWRUDO�GLVVHUWDWLRQ��8QLYHUVLW\�
&ROOHJH�/RQGRQ��/RQGRQ��8.�

)OpFKDLV�� ,���0DVFROR��&���	�6DVVH��0��$�� ��������
,QWHJUDWLQJ�VHFXULW\�DQG�XVDELOLW\�LQWR�WKH�UHTXLUH�
PHQWV� DQG� GHVLJQ� SURFHVV�� ,QWHUQDWLRQDO� -RXUQDO�
RI�(OHFWURQLF�6HFXULW\�DQG�'LJLWDO�)RUHQVLFV��������
��±����GRL���������,-(6')������������

*KH]]L��&���-D]D\HUL��0���	�0DQGULROL��'����������
)XQGDPHQWDOV�RI�VRIWZDUH�HQJLQHHULQJ��8SSHU�6DGGOH�
5LYHU��1-��3UHQWLFH�+DOO�

+DOH\��&��%����������$UJXLQJ�VHFXULW\��$�IUDPHZRUN�
IRU�DQDO\]LQJ�VHFXULW\�UHTXLUHPHQWV��6DDUEU�FNHQ��
*HUPDQ\��9'0�9HUODJ�'U�0�OOHU�

+RSH�� 3��� 0F*UDZ�� *��� 	� $QWRQ�� $�� ,�� ��������
0LVXVH�DQG�DEXVH�FDVHV��JHWWLQJ�SDVW�WKH�SRVLWLYH��
,(((�6HFXULW\�	�3ULYDF\����������±����GRL���������
063��������

,LYDUL�� -���+LUVFKKHLP��5���	�.OHLQ��+��.�� ��������
$� SDUDGLJPDWLF� DQDO\VLV� FRQWUDVWLQJ� LQIRUPDWLRQ�
V\VWHPV�GHYHORSPHQW�DSSURDFKHV�DQG�PHWKRGROR�
JLHV��,QIRUPDWLRQ�6\VWHPV�5HVHDUFK�����������±�����
GRL���������LVUH��������
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&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

,QWHUQDWLRQDO� 2UJDQL]DWLRQ� IRU� 6WDQGDUGL]DWLRQ�
�,62��� �������� ,62�,(&� ������� +XPDQ�FHQWHUHG�
GHVLJQ�SURFHVVHV� IRU� LQWHUDFWLYH� V\VWHPV��*HQHYD��
6ZLW]HUODQG��,62�

/HZLQ�� .�� �������� $FWLRQ� UHVHDUFK� DQG� PLQRULW\�
SUREOHPV��7KH�-RXUQDO�RI�6RFLDO�,VVXHV����������±����
GRL���������M����������������WE������[

0DLGHQ�� 1��� 	� -RQHV�� 6�� �������� 7KH� 5(6&8(�
UHTXLUHPHQWV� HQJLQHHULQJ� SURFHVV�� $Q� LQWHJUDWHG�
XVHU�FHQWHUHG� UHTXLUHPHQWV� HQJLQHHULQJ� SURFHVV�
�9HUVLRQ�������/RQGRQ��8.��&LW\�8QLYHUVLW\�

0HDG�� 1�� 5��� +RXJK�� (�� '��� 	� 6WHKHQ\�� 7��� ,,��
��������6HFXULW\�TXDOLW\�UHTXLUHPHQWV�HQJLQHHULQJ�
�648$5(�� PHWKRGRORJ\� �7HFK�� 5HS�� 1R�� &08�
6(,������75�������3LWWVEXUJK��3$��&DUQHJLH�0HOORQ�
6RIWZDUH�(QJLQHHULQJ�,QVWLWXWH�

1XVHLEHK�� %�� �������� :HDYLQJ� WRJHWKHU� UHTXLUH�
PHQWV�DQG�DUFKLWHFWXUHV��&RPSXWHU������������±�����
GRL�����������������

5REHUWVRQ��-���	�5REHUWVRQ��6���������-DQXDU\������
9ROHUH�UHTXLUHPHQWV�VSHFLILFDWLRQ�WHPSODWH��5HWULHYHG�
IURP�KWWS���ZZZ�YROHUH�FR�XN�WHPSODWH�KWP

5REHUWVRQ��6���	�5REHUWVRQ��-�� ��������0DVWHULQJ�
WKH�UHTXLUHPHQWV�SURFHVV��5HDGLQJ��0$��$GGLVRQ�
:HVOH\�

5RVVRQ��0��%���	�&DUUROO��-��0����������8VDELOLW\�
HQJLQHHULQJ��VFHQDULR�EDVHG�GHYHORSPHQW�RI�KXPDQ�
FRPSXWHU� LQWHUDFWLRQ�� 1HZ�<RUN�� 1<��$FDGHPLF�
3UHVV�

5RVVRQ��0��%���	�&DUUROO��-��0����������6FHQDULR�
EDVHG�GHVLJQ���,Q�7KH�KXPDQ�FRPSXWHU�LQWHUDFWLRQ�
KDQGERRN��SS������±�������0DKZDK��1-��/DZUHQFH�
(UOEDXP�

6FKQHLHU��%����������6HFUHWV�	�OLHV��'LJLWDO�VHFXULW\�
LQ�D�QHWZRUNHG�ZRUOG��1HZ�<RUN��1<��-RKQ�:LOH\�
	�6RQV�

6LQGUH��*���	�2SGDKO��$��/����������(OLFLWLQJ�VHFX�
ULW\�UHTXLUHPHQWV�ZLWK�PLVXVH�FDVHV��5HTXLUHPHQWV�
(QJLQHHULQJ�� ������� ��±���� GRL���������V������
����������

6ZLGHUVNL��)���	�6Q\GHU��:����������7KUHDW�PRGHOLQJ��
6HEDVWRSRO��&$��0LFURVRIW�3UHVV�

YDQ�/DPVZHHUGH��$����������5HTXLUHPHQWV�HQJLQHHU�
LQJ��IURP�V\VWHP�JRDOV�WR�80/�PRGHOV�WR�VRIWZDUH�
VSHFLILFDWLRQV��1HZ�<RUN��1<��-RKQ�:LOH\�	�6RQV�

YDQ�/DPVZHHUGH��$���	�/HWLHU��(����������+DQGOLQJ�
REVWDFOHV�LQ�JRDO�RULHQWHG�UHTXLUHPHQWV�HQJLQHHULQJ��
,(((�7UDQVDFWLRQV�RQ�6RIWZDUH�(QJLQHHULQJ����������
���±������GRL������������������

<X��(����������0RGHOLQJ�VWUDWHJLF�UHODWLRQVKLSV�IRU�
SURFHVV�UHHQJLQHHULQJ��8QSXEOLVKHG�GRFWRUDO�GLVVHU�
WDWLRQ��8QLYHUVLW\�RI�7RURQWR��7RURQWR��21��&DQDGD�

6KDPDO�)DLO\�LV�D�SRVW�GRFWRUDO�UHVHDUFKHU�DW�WKH�8QLYHUVLW\�RI�2[IRUG�KDYLQJ�UHFHQWO\�FRPSOHWHG�
KLV�'3KLO�DW�WKH�VDPH�XQLYHUVLW\��+LV�PDLQ�UHVHDUFK�LQWHUHVWV�LQYROYH�H[DPLQLQJ�KRZ�WKH�GHVLJQ�
RI�VHFXUH�V\VWHPV�FDQ�EH�EHWWHU�VXSSRUWHG�ZLWK�GHVLJQ�WHFKQLTXHV�DQG�WRROV�IURP�+&,�DQG�6HFXUH�
6RIWZDUH�(QJLQHHULQJ��6KDPDO�LV�DOVR�LQWHUHVWHG�LQ�XQGHUVWDQGLQJ�KRZ�HQWUHSUHQHXUVKLS�DQG�
LQQRYDWLRQ�WKHRULHV�FDQ�EH�XVHG�WR�LQIRUP�WKH�GHVLJQ�RI�VHFXULW\��6KDPDO�LV�FXUUHQWO\�ZRUNLQJ�RQ�
WKH�(8�(3��ZHELQRV�SURMHFW�ZKHUH�KH�LV�H[SORULQJ�KRZ�WKH�VHFXULW\�DQG�SULYDF\�H[SHFWDWLRQV�RI�
DUFKHW\SLFDO�XVHUV�FDQ�EH�EXLOW�LQWR�WKH�GHVLJQ�RI�WKH�ZHELQRV�SODWIRUP�

,YDQ�)OpFKDLV� LV�D�GHSDUWPHQWDO� OHFWXUHU� LQ� WKH�6RIWZDUH�(QJLQHHULQJ�3URJUDPPH�DW�2[IRUG�
8QLYHUVLW\�DQG�KLV�PDLQ�OHFWXULQJ�DQG�UHVHDUFK�LQWHUHVWV�DUH�LQ�WKH�DUHD�RI�FRPSXWHU�VHFXULW\��LQ�
SDUWLFXODU��JLYHQ�WKH�LPSRUWDQW�UROH�WKDW�SHRSOH�SOD\�LQ�VHFXUH�V\VWHPV��WKLV�LQYROYHV�UHVHDUFK�
LQJ�KRZ�VHFXUH�V\VWHPV�FDQ�EH�GHVLJQHG��LPSOHPHQWHG��DQG�WHVWHG�WR�WDNH�KXPDQ�IDFWRUV�LQWR�
DFFRXQW��3ULRU� WR� WKLV�� KH�JUDGXDWHG�ZLWK�%6F� LQ� FRPSXWHU� VFLHQFH� IURP�8QLYHUVLW\�&ROOHJH�
/RQGRQ��8&/��DQG�WKHQ�VWD\HG�RQ�DW�8&/�WR�DFKLHYH�D�3K'�UHVHDUFKLQJ�KRZ�WR�GHVLJQ�VHFXUH�
DQG�XVDEOH�V\VWHPV��ZKLFK�UHVXOWHG�LQ�WKH�FUHDWLRQ�RI�WKH�$SSURSULDWH�DQG�(IIHFWLYH�*XLGDQFH�WR�
,QIRUPDWLRQ�6HFXULW\�VHFXUH�V\VWHP�GHVLJQ�PHWKRG�
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