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Abstract. Requirements elicitation, analysis, and, above all, early detection of
conflicts and resolution, are among the most important, strategic, complex and
crucial activities for preventing software system failures, and reducing costs re-
lated to reengineering/fixing actions. This is especially important when critical
Requirements Classes are involved, such as Privacy and Security Requirements.
Recently, organisations have been heavily fined for lack of compliance with data
protection regulations, such as the EU General Data Protection Regulation
(GDPR). GDPR requires organisations to enforce privacy-by-design activities
from the early stages and for the entire software engineering cycle. Accordingly,
requirements engineers need methods and tools for systematically identifying
privacy and security requirements, detecting and solving related conflicts. Exist-
ing techniques support requirements identification without detecting or miti-
gating conflicts. The framework and tool we propose in this paper, called Confls,
fills this gap by supporting engineers and organisations in these complex activi-
ties, with its systematic and interactive process. We applied Confls to a realistic
GDPR example from the DEFeND EU Project, and evaluated its supportiveness,
with positive results, by involving privacy and security requirements experts?.

1 This research is an extension of the study conducted by Alkubaisy et al. [1] — which itself is a continuation
of earlier studies [2,3] and aims to aid the reader in comprehensively grasping the concepts laid out.
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1. Introduction

Today’s software systems are seen to be susceptible to attack and perfor-
mance issues due to matters regarding their inherent dependability [4], mean-
ing their availability and reliability can come across as questionable. Especially
considering the large amounts of sensitive and personal information kept on
the servers of information systems, the security of such systems becomes
even more important. The requirement engineering process of Software Engi-
neering (SE) includes a variety of activities, from client contact through defini-
tion of requirements for the design. Since software is vulnerable to various
threats, security, privacy, and trustworthiness have become important consid-
eration in recent years [5]. Many contemporary SE paradigms are concerned
with requirements; however, security, privacy, and trust implementations
have received less attention. In practice, much emphasis is placed on incorpo-
rating security considerations throughout the coding and testing stages. Some
paradigms handle these problems, but they only examine one of the three re-
guirements: security, privacy, or trust, not all three at the same time. Hence,
we think that security, privacy, and trust needs should be thoroughly col-
lected, evaluated, and defined at different phases of the RE process.

Though, as important as system security is, privacy of the users must also al-
ways remain intact. This differentiation of security and privacy — and their re-
spective requirements — should thus be given focused attention, both at the
levels of understanding and at various stages of system development [6,7].

Every software system is characterized by its own security and privacy require-
ments, with the latter having become a bone of contention between many
software developments companies, and their customers. Presumed misuse of
personal data has garnered attention and action in the form of legislative con-
trols to ‘guarantee’ privacy, especially as proposed by the EU’s General Data
Protection Regulation (GDPR) [8]. A common problem in the engineering pro-
cess of software systems are conflicts arising between clashing requirements,
such as privacy and security [9]. The nature of the software development pro-
cess for realistic systems deems such conflicts inevitable and results in major
inconsistencies [10]. Each requirement-based conflict is characterized by its
own complex issues, understanding which is crucial to reaching their resolu-
tion [11]. Even in the presence of effective controls, such conflict may very
well arise and adversely affect information systems [9,10,11,12]. Therefore, as



mentioned above, conflict identification earlier in the development lifecycle
becomes even more crucial. This becomes more important for highly data-
sensitive businesses such as banks and governmental departments which
make up for almost 80% of all data breach incidents recorded [13].

GDPR has regulations in place to both educate citizens on how they can con-
trol where their data is used and to force organizations to have robust data
usage and protection mechanisms in place. An example of the former is user
consent while that of the latter is keeping track of the user data involved. The
regulations enforced by GDPR can be difficult to put into actions, however.
Once again, the inherent complexities in such measures resurface and add to
the conflicts needed to be addressed. The approaches devised by literature in
this area [14,15] seem to lack in-depth and applicable measures to identify
and resolve the privacy-security conflicts, even though this identification and
resolution, are crucial to minimize threats to the information system.
Considering this, the research questions (RQs) this paper will explore in the
following sections are laid out as follows.

RQ1: How to design a framework supporting the analyst to identify and re-
solve conflicts between privacy and security requirements?

RQ2: How to support the analyst in the identification and resolution of con-
flicts between requirements in a systematic and tool-supported way in real
cases?

Here, the requirement modelling tool SecTro [16,17] is extended to address
RQ1. The resultant framework then offers an avenue of conflict identification
and resolution for the analyst and is validated using the relevant portions of
the DEFeND project [18] to ensure compliance with GDPR. For addressing
RQ2, however, contemporary methods for conflict identification and resolu-
tion are reviewed and the novel ConflS framework is introduced phase by
phase to aid the analysts in the conflict location process.

The following sections will discuss the basis of the research conducted high-
lighting privacy and security requirements, and conflicting requirement likely
to arise. Next a conflict resolution framework is proposed and DEFeND is used
to answer RQ1. Afterwards, we address RQ2 by the extension of DEFeND to
identify, resolve, and apply conflicts via the Tool Supported Conflict Resolution
approach, followed by a case study and the assessing proposed ConflS frame-
work via expert group. Finally, we discuss the related work and concluding re-
marks.



2. Privacy and Security Requirements: Analysis and Conflict
Resolution (State of the Art)

A system’s capabilities at maintaining security and privacy can be gauged by
the robustness of its respective requirements [19]. The successful satisfaction
of these requirements then results in the minimization of conflicts and adher-
ence to regulatory controls . This satisfaction becomes the ever-important fac-
tor while adopting a new system. At this point, analysts are supported in iden-
tifying security-privacy requirement conflicts and in subsequently resolving
them. The proposed framework is a CASE Tool for Modelling Security in Re-
quirements Engineering. The software Secure Tropos (SecTro) is used as it ca-
ters both to the needs of the users and the security requirements of the or-
ganization [20] while also ensuring that the resultant system is effectively de-
fensive against cyber-attacks.

The benefits of this framework will allow the analyst to define and segregate
privacy and security requirements. This enables the analyst to dive into the
required level of detail in both these avenues and to make and understand
their relationship with each other. Additionally, the framework enhances the
understanding of software engineers regarding both security and privacy re-
quirements and how they can harmonically coexist in a fully functional system.
While the former caters to the organization’s security policy, the latter are
necessary to comply with data privacy laws and the issues that arise in balanc-
ing out them both must be identified and addressed as early in the develop-
ment process as possible.

2.1 Conflicting Requirements

Conflicts are a part of almost every software system environment. These are
inevitable and to have a smooth environment, they need to be terminated.
The entire process of software development faces many inconsistencies and
irregularities and one of the prime reasons for these instabilities is conflicting
requirements. This problem occurs when a requirement is inconsistent with
any another requirement. In this case, security and privacy requirements are
mandatory but they have resulted in conflicting requirements. This is because
multiple goals can have conflicting elements [21]. This conflict needs to be re-
solved, the entire process is dependent upon this resolution and this needs to
be implemented on a business level to fulfill all the business needs.



While both privacy and security requirements hold their own significance,
their coexistence can inevitably lead to conflicts. For example, the security re-
quirement of authentication warrant’s identity disclosure while the privacy re-
quirement of anonymity opposes it. Another example can be taken from the
case of data integrity versus unobservability, where the former necessitates
tracking user activity across networks while the latter strongly resists it.

The security and privacy requirements come head-to-head once again in the
battle of authentication. While data security entails the user to reveal as much
information about their identity as possible to ascertain authenticity, the user
privacy requirements of anonymity and pseudonymity require that the per-
sonally identifiable information of a user be as unavailable and protected as
possible to reduce exposure. This conflict seems to take inspiration from real
life and is faced in many a scenario. For instance, governments may be keen
on collecting as much information about their citizens as possible in the inter-
est of national security. Contrarily, citizens may have to live with concerns of
privacy encroachment and may thus resist such observatory policies.

Additionally, privacy requirements bring with them concerns related to unob-
servability and Unlinkability. These two concerns act to severely impact the
security requirements converse to them, but if the security requirements are
given precedence, the privacy requirements would undeniably suffer. Such
concerns help us envisage the sources of conflict in the security-privacy do-
main that need pertinent attention to be resolved appropriately. If not given
due importance, such conflicts can prove to be detrimental to system stability.
And while the nature of the conflicts remains similar, the idiosyncrasies of spe-
cific situations demand situation-specific attention.

The security requirement of authorization is another issue for potential con-
flict, as it is directly in contradiction to the privacy requirement of unobserva-
bility. In this, authorization demands the user to reveal themselves to the ad-
equate degree while the preservation of privacy of the user requires conceal-
ment. This negotiation complicates the authentication cover of approval while
also putting the user's identity in threat.

Consequently, a lot of aspects of privacy and security requirements seem to
conflict with each other. The long list of an organization’s security require-
ments including authenticity, accountability, non-repudiation, and auditability
for record-keeping purposes, activity logs are required. In direct contrast,
however, the concurrent privacy requirements like unobservability and ano-
nymity be visible. Moreover, the actions of separation of duties (SoD) and
binding of duties (BoD) act to further these conflicts as they lie in contradiction



to the privacy requirements of anonymity and Unlinkability as these compar-
ative exercises demand the verification of identity of the involved parties.

Moreover, to identifying these conflicts at the requirements stage, there may
be some aspects that become apparent at later stages in the (SDLC) Software
Development Life Cycle. For instance, the intrinsic characteristics of the secu-
rity requirements of integrity, confidentiality, and availability are dependent
upon the act of authorisation itself, necessitating granting access or modifying
resources. And while user identification is not necessary for these require-
ments, it may be the approach some developers employ. Consequently, this
can lead to later-stage security-privacy requirement conflicts, especially when
more concrete requirements must be considered. For instance, instead of re-
quiring the user to access a service using their own identity, they can be given
the leeway to sign in using an alias. However, since the alias is still a unique
identity able to be attributed to the user, it again comes in conflict with the
concept of anonymity. Nonetheless, if some aspects of privacy or security re-
guirements supplement or overlap with aspects of the other, their conflicting
characteristics may be able to be overlooked. For example, the requirements
of integrity, anonymity, and confidentiality all aim towards the singular pur-
pose of minimising data breaches, thereby acting in unison.

This section illustrates via visual maps, the most frequently conflicting require-
ments. Extending from literature, the five security requirements likely to con-
flict with multiple privacy requirements are depicted in Figure 1. The most
conflicting security require-

ment is seen to be availability

as it directly conflicts with four

privacy requirements, namely
Unlinkability anonymity, unde-

tectability, and unobservabil-

ity. The next most conflicting Mebestveality
security requirements are ac-
countability, confidentiality,

and auditability, each conflict-

ing with three privacy require-

ments. These are followed by ey Anonymity
authentication which conflicts
with two privacy require-
ments.

Unlinkability

Undetectability

Fig. 1. Detecting conflicts between Security and Pri-
vacy Requirements (Venn diagram) (Alkubaisy et al.,
2019)



It must be kept in mind that this list of security requirements is not exhaustive,
but rather addresses the most common or frequently occurring and conflicting
ones. Some security requirements are also not mentioned here since they do
not seem to conflict with any privacy requirement.

2.2 Conflict Resolution - Framework and Process

The resolution process can give a clearer direction regarding other elements
that were not previously discussed. This shows how prioritizing requirements
is integral and which goal or element can be abandoned. This further highlight
other important goals that can be achieved through this process. The overall
change in business goals can alter the requirements, so the goals need to be
achievable because if they are not achievable and realistic then the entire pro-
ject can collapse.

The proposed framework has a sequence of phases to achieve conflict detec-
tion and resolution, presented in Figure 2:

A Phase 2: Phase 3:
E’o Identify Conflicts ¥ Ny  Develop Conflict
N

between Requirements -.\nn._a/ Resolution Pattern
and Conflict Decisions

Fig. 2. The phases of the proposed theoretical framework- ConflS Framework (Alkubaisy et al., 2021)

The framework process has a combination of manual and semi-automated
steps. These are majorly based on the perspective of the analyst who formed
the theoretical framework. A common perspective among all these. The first
and foremost step is to identify and analyze the conflicts between the require-
ments. This is established upon the matrix of existing studies which helps in
identifying the requirements that can be conflict. Moreover, the analyst con-
siders impacts of the conflict on the system. The software requirement analyst
performs this phase, which is the first phase manually.

Phase 1: Mapping Security and Privacy Requirements

The first step of detecting conflicts is to review the literature to determine
more about conflicting issues. This provides some examples to detect how
conflict affects a system. In the first phase, the existing literature is reviewed



to have a better understanding of the conflicts between requirements (Table
1). This can give some idea to the analyst regarding the impact of conflicts on
specific systems. The matrix used in the identification helps map security re-
quirements and privacy requirements. It is determined which conflicts exist
between the two aspects.

Table 1. Most Frequent Security and Privacy Requirements being in Conflict

Security Requirements Availability, Non-Repudiation, Confidentiality, Integrity,
Authentication, AuthoriSation, Separation of duties (SoD),
Binding of duties (BoD), Accountability, Auditability

Privacy Requirements Anonymity, Unlinkability, Pseudonymity, Unobservabil-
ity, Undetectability

Mapping Between Security and Privacy Requirements

The matrix maps conflicts between security requirements and privacy require-
ments. While there may indeed be conflicts among security requirements
themselves, the matrix will focus on conflicts that cross the two aspects. The
matrix helps us to visualize the requirements with the most conflicts, which
aids in identifying which deserve focus. From this matrix, anonymity and un-
observability conflict the most with other security requirements (Table 2).

Table 2. Mapping conflicts between Security and Privacy Requirements
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Phase 2: Identify Conflicts between Requirements and Conflict Decisions

When we maintain security or privacy requirements, several challenges arise,
according to an analyst’s perspective. As discussed earlier, conflicts and prob-
lems are inevitable. Developers find it necessary to manage the conflicts that
arise in this process and be compliant with GDPR. Identification of conflicts is
essential and to do that, we analyze different scenario tasks to address con-
flicts. An example is used to explain this phase. We have to identify conflict in
a situation where older people need to be taken care of by obtaining their
personal information. This comes with security risks. Integrity and anonymity
are the two requirements being conflict. Anonymity is a privacy requirement,
and integrity is a security requirement.

Therefore, a conflict can arise if both the requirements have to be satisfied. It

is vital to maintain the anonymity of the patient information according to pri-
vacy-by Design principles. Moreover, integrity is also important because sen-
sitive information is being shared. Now, the requirements are mapped, and
conflict is identified which is between integrity and anonymity. The analyst
needs to evaluate all the scenarios related to this issue and evaluate them in-
dividually. The security and privacy requirements will be evaluated separately,
and conflicts will be analyzed. This will assist the analyst in progressing to the
resolution phase with all of the required information.

Phase 3: Tool Supported Conflict Resolution Patterns
Eventually, different solutions are proposed to deal with the conflict require-

ments. Thus, each type of conflict is set aside, and a model of patterns is found
to connect the conflicting requirements with a supporting tool (Figure 3). We
need to find a tool that can satisfy both requirements without any sort of con-
flict. A relevant tool that can satisfy security and privacy requirements and re-
solve the conflict. The tool needs to be added to the Privacy Pattern Library
for proper processing. The supporting tool needs to be added into the frame-
work so that it is complete, and a conflict can be easily tackled through this
tool.

Integrity CPS Anonymity Legend

CRP

Security Privacy

Requirements i
Conflict Resolution EOCENS
Pattern
-—
. —t
Supporting Tool
Cryptographic
i 1t Jues to Operationalizati
Relation support conflicts Relation

Fig. 3. Conflict Resolution Pattern (Alkubaisy et al., 2021)
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3. DEFeND Project

Given the sensitivity of data and personal information organizations store of
clients and customers, they are expected to comply with the European Union’s
General Data Protection Regulation (GDPR). DEFeND provides a platform to
accredit organizations in different regions. This platform aims to have a plan
to achieve GDPR compliance and raise awareness regarding its diverse fea-
tures [22,23]. All the scenarios are taken into consideration by the ConflS
framework which was not resolved by DEFeND project previously. By applying
this framework, many conflicts are resolved now. The focus was on Data Scope
Management (DSM), Data Protection Impact Assessment (DPIA), Privacy by
Design and Security, and Privacy Threats. This research uses healthcare sce-
narios (mentioned in Section 5) of DEFeND project because it was more rele-
vant, and it focused on sensitive user information and the personal data of the
patient. There was also the potential to map requirements and identify con-
flicts related to this. Furthermore, the platform and the framework majorly
support in discovering security and privacy requirements, identifying conflicts,
and proposing legitimate solutions.

4. ConflS Integration and SecTro

The SecTro tool has been used to aid in the modelling of conflicts resolution
[1]. It implements the Secure Tropos Methodology which consists of an engi-
neering approach for security and privacy requirements, starting from early-
stage requirements of the (IS) Information System development process. Se-
cure Tropos must be specified in the early phases of an IS development, as it
is an organized approach for goal-oriented security and privacy requirement
modelling. The Secure Tropos methodology supports a modelling language,
security aware processes and automated processes. In fact, Secure Tropos
methodology enhances our framework by translating conflicts between re-
quirements in a goal model. SecTro presents models that contain security and
privacy requirements [22]. It involves modelling views which are used to facil-
itate system design and elicitation of security and privacy requirements.
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5. Motivation Scenario

There are a variety of scenarios where the conflicts arisen between security
and privacy requirements can be seen to be exemplified. Neither one’s respec-
tive significance can be ignored; however, each scenario accordingly demands
individual attention. In our case study- Doctor and Patient, we have used the
ConflS framework on the DEFeND platform that aims to achieve conflict reso-
lutions [23]. For maintaining confidentiality of Patient’s record to avoid data
breaches, a monitoring system must be installed in the hospitals. Another rea-
son for installing a monitoring system is to remain in compliance with GDPR’s
regulations particularly when Third Parties are involved, for example external
laboratories. For securing patient’s data: The DEFeND platform introduces risk
assessment, and Data Protection Impact Assessments (DPIA) along with vali-
dation process and proposed GDPR plan. A graphical representation of the
model is achieved by the Hospital Analyst supporting doctors being able to
change medical records by adding results from external parties (laboratories)
and achieving approval from supervisors [24]. Furthermore, the DEFeND plat-
form works with the organizational structure of the hospital, keeping hierar-
chy, and their interactions in check. The system comes with a configuration
model for monitoring threats identified after Data Protection Impact Assess-
ment (DPIA), Self-assessment, and related models for identifying potential
threats.

The theoretical framework is built on the SecTro tool. Our case study in Phase
1 is supported by diagrams, and Privacy by Design tool to resolve conflicts.
Phase 2 will identify security and privacy conflicts between these parties. The
hospital analyst is supposed to make a sound decision based on the content
of the identified conflict. In Phase 3, all concepts are added together, and so-
lutions are presented to mitigate the identified conflict. After all of this, a case
study is presented which implements all these three phases for an in-depth
study. In Phase 1 to 3, ConflS framework is introduced.

Based on the motivation example, we will illustrate the security and privacy
requirements, following the phases of the ConflS framework to resolve con-
flicts, using the extended supported tool. The first phase aims to map the se-
curity and privacy requirements [2]. This assumes the existence of a matrix to
find out the potential conflicts between security and privacy requirements,
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based on our recent study [18]. The next sections show the application of our
proposed framework phases in identifying and resolving conflicts, discusses
the application of the motivation example in SecTro, and presents the theo-
retical framework to identify and resolve conflicts

Phase 1: Mapping Security and Privacy Requirements
The privacy and security conditions are implicated in the determination of con-

flicts using a Mapping Matrix. To find out the reason for conflicting require-
ments, we have formed an outline by using Figure 4 where the organization
view of SecTro is exhibited. In the given flowchart each bubble depicts an actor
which in our examples are doctor, supervisor, and an employee. To identify
conflicts we have split the scenario to specify certain tasks to actors (doctor,
employee, and supervisor). The tasks specified to them have distinct and pre-
cise requirements. The doctor requires medical history, data, and results from
an Employee the main concern here is the privacy and integrity to send such
confidential data, so the patient's privacy is not breached at any cost. Addi-
tionally, the data that is recorded after the doctor's careful examination or the
update of a patient's medical record in the system should always be confiden-
tial. At the same time, the data recorded by the doctor needs to be authenti-
cated by the supervisor. The long chain of action demands responsibility.

“Supervisory Division I

»Maternity Ward ‘

Supervise Patient A0 Manage Patient » External Medical Laboratory
Medical Rocord \Doctor) Medical Record |\
Management &S
B ND
Send
Obtain Medical Medical Record
Result
requires

L&ij eml—

uires

equires Creates
Medical Result

Medical Result |

Fig 4: Organization View of Managing Patient Records (Alkubaisy et al., 2021)
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the patient's record conflicts with the accountability principles as the account-
ability requires validation of the data. Considering the following scenario: Pa-
tient’s medical record is met with a conflict for anonymity. Validation of Med-
ical examination is met with the conflict for accountability. Sending Medical
results is met with the conflict for confidentiality and integrity.

Phase 2: Identify Conflicts between Requirements and Conflict Decisions

We have divided a few key terms to help you figure out which ones are in
conflict between security and privacy as presented in Table 2. For instance,
Authentication and Undetectability are in conflict. Another example is of a
conflict between Anonymity and Availability. According to the motivation sce-
nario in terms of security and privacy requirements, assume a patient's doctor
has ordered some medical test. A lab test was required for the patient. As a
result, the lab will send the doctor's report with the patient's results; by main-
taining the report’s integrity and confidentiality. Next, the doctor will update
patient’s record according to GDPR’s accountability principles. Privacy by de-
sign principles recommend anonymity to be top priority for updating a pa-
tient's medical record while results should be approved by a senior supervisor,
and therefore accountability is a must in this case. Therefore, there is conflicts
between accountability as security requirement and anonymity as privacy re-
quirement. While the patient's record must be updated anonymously but
there should also be an accountability record to cross-check drug recommen-
dation when an audit is conducted or there is a need for an investigation for
Doctor’s misconduct. Many cases, like the one involving the doctor, patient,
and lab examiner, have more than one requirement. Thus, it must follow both
security and privacy principles, which is a difficult decision, and thus a major
conflict arises. The case of anonymity and accountability is significant because
the former allows users to use resources or make decisions without revealing
their identity while the latter contradicts and relates each action to a partici-
pant. To conclude, Phase 2 discussed identification of the conflict between a
Doctor and his Supervisor in terms of accountability and anonymity.
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Phase 3: Conflict Resolution Patterns

In Phase 3 we discuss Conflict Mitigation by addressing the requirements to
be followed, and then presenting possible solutions for mitigating the conflict.
In order to mitigate the conflict with the help of a supporting tool, each con-
flict case must first define the problem and identify the restrictions that must
be followed. This supporting tool will be added to a Privacy Pattern Library and
will be applied in a scenario in SecTro. It will provide to requirements of both
sides and will relate to each individual conflict to produce feasible solutions as
depicted in Figure 5. First, requirements analyst must identify measures re-
lated to security and privacy concerns to support and improve constraints.
Then, related to support and execution of the established route of plan by fol-
lowing mechanisms identified in security and privacy domains. According to
[7] alongside identifying measures with the help of experts, a security and pri-
vacy catalogue is recommended to be used if need arises in such complex sit-
uations. A Design Pattern Library (DPL) is formulated and added in SecTro2.
Various experts develop models according to the identified conflict and can
save it for later use. These models as available on DPL are then accessed by
the Developer to resolve security and privacy conflicts.

In this case we were able to identify two supporting tools, titled: IDEMIX and
Cryptography Supporting Tool. Cryptography couldn’t address the anonymity
concern even though it was suitable for maintaining confidentiality and integ-
rity. IDEMIX was established as the more suitable one because it adheres to
GDPR’s Data minimization principle by making the medium of file sharing
anonymous [27] between users and service provider, this resolving the conflict
between the Doctor and his supervisor while also maintaining the accounta-
bility perspective. In addition, we added supporting tools in Privacy by Design
View in figure 5 in which we can add new concepts/ tools to import a suitable
mechanism according to the conflict identified. Additionally, DBL also sup-
ports Data Record Action along with IDEMIX were identified as supporting
tools in DBL.
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Discussion

For the entire process of updating the Patient Medical Record, there is a strong
need to deal with the anonymity concern. The anonymity of the doctor is im-
portant so that no one knows who made the change on the records. This con-
cern is fulfilled through a mechanism. IDEMIX is there to cater to this concern.
For the accountability requirement, the supervisor needs to authorize the
change. This is where the conflict lies because anonymity is compromised in
this case. There is a conflict between anonymity and accountability. This prob-
lem can be resolved by the IDEMIX mechanism [24]. This will ensure minimized
release of personal information hence keeping the anonymity intact. IDEMIX
is an optimizing cryptographic compiler that provides a great level of assur-
ance. This keeps the transport medium between the users and service provid-
ers anonymous. This technique ensures anonymity, authenticity, and account-
ability of transactions between the users and service providers. Furthermore,
the requirements of integrity and anonymity are also fulfilled by cryptographic
mechanisms while sending medical records. Lastly, the concern of accounta-
bility is catered through the Record Data Action mechanism. Using these com-
binations of mechanisms and techniques we can meet all the requirements
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and resolve all the conflicts that may arise in this process. These mechanisms
help us achieve anonymity, integrity, and accountability in the whole process.

6. Evaluation

6.1 Evaluation Strategy

We employ qualitative and quantitative analyses to achieve a comprehensive
evaluation. For the qualitative aspect, we designed a focus group session, with
participants who are experts in software engineering and researchers. Before
we undertook the evaluation, we constructed a pilot focus group evaluation
with three participant groups — PhD student, PhD doctor and Research Fellow.
This revealed to us the possibilities of improving the focus group evaluation
according to the participants’ feedback. Moving forward, we could perform
the full-scale focus group evaluation of fifteen participants. The fifteen partic-
ipants were active researchers in the fields of software engineering and were
practicing at different universities across various countries to add multi-di-
mensional and multi-perspective value to our heterogeneous approach.
Qualitative and quantitative analysis are critical parts of the evaluation strat-
egy. Based on qualitative and quantitative analysis, each complete evaluation
is scaled. Both aspects are approached in different methods by the research-
ers. The objective is to establish a critique of the frameworks and highlight the
flaws which can be fixed for improvements. A pilot focus group has to be cre-
ated before the evaluation begins.

According to the policy for ethical research in the United Kingdom, parts of the
research methods and data of a research study are subject to ethical review
because of the involvement of human participants. Ethical review self-assess-
ment forms and a data management plan were submitted to the Ethics and
Integrity Officer of the University. The ethical review forms included details of
the project and self-assessment questions.

6.2 Full Evaluation

To design the evaluation of the framework, we have mentioned that some of
the steps of ConflS framework are semi-automated, while others are manual
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steps, based on the analyst’s point of view. First, the conflicts between re-
quirements are identified, based on a matrix presented by a previous study [3]
Hence, we sort the requirements that could lead to a potential conflict. After
identifying the requirements which are in conflict, the analyst must decide
whether this kind of conflict would affect the system, based on the presented
scenarios. Therefore, the first phase of the framework is performed manually
by the software requirements analyst. Phase 2 identifies the potential conflicts
between requirements that were detected in the previous phase. The final
phase proposes conflict resolution patterns by matching the problem to a res-
olution pattern for each conflict that the analyst might face. These patterns
act as a reference for the analyst to resolve conflicts between requirements.
The final phase of our framework is automated by using SecTro tool (by im-
porting a privacy pattern library)

6.3 Results

A summary analysis of the evaluation survey reveals that the majority of re-
spondents were research fellows (47%), followed by PhD students (33%) and
doctor (20%). All participants found the research design questions were ap-
propriate, useful, well presented (87%) and the research field quite interesting
(93%) in gaining their feedback. On the other hand, just 54% agreed that the
results were clearly presented; this leaves room for improvement (Figure 5).

Method appropriate for answering research m
question
Questions were appropriate
Useful Handout
Results are clearly presented m
Methods are clearly presented
Background is clearly presented
Research field is interesting m

0 10 20 30 40 50 60 70 80 90 100

PERCENTAGES- STRONGLY AGREE/AGREE

Fig 5. Research Design
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More than 80% of the research fellows who participated highly agreed with
the research design saying that the research field is interesting, background
and methods are clearly presented and appropriate for answering the re-
search questions, the handout is useful, and questions are appropriate. Fur-
thermore, 100% of the PhD doctors who participated highly agreed that the
research field is interesting, and that the background is clearly presented.
Moreover, over 60% (the majority) did agree to the method being clearly pre-
sented and appropriate for answering the research questions. A neutral re-
sponse was provided, however, to whether the results were clearly presented,
the usefulness of the handout and appropriateness of questions. Additionally,
most PhD students, over 60%, agreed with the research design, Figure above.
In instances of participants disagreeing with it to some degree. Additionally,
the general framework was well received by the majority, proving to be se-
quentially in order (87%), clear and well defined (80%), easy to analyze (80%)
and for making feasible decisions such as reducing cost, conflict, and faster
development processing (73%) (Figure 6).

If the analyst used the framework phases, we could E
maintain the value of each requirement
Following framework phases can reduce the cost of
dealing with conflict at late stage requirements level or...
Following framework phases can be easier for the analysis
to decide a suitable tool to reduce conflict
Following framework phases can be easier for the analysis m
to detect and identify conflict
Following framework phases can have a fast development
process
Phases are sequentially in order
Phases are clear and well defined m

0 10 20 30 40 50 60 70 80
PERCENTAGES- STRONGLY AGREE/AGREE

Fig 6. General Framework (Alkubaisy et al., 2021)

The majority share, well over 70% of research fellows, agreed with the general
framework. They approve of the statements that the relevant phases are clear,
well defined, sequentially in order, can have a fast development process, are
easy for identifying conflict, reducing it and its relevant costs, and maintaining

90

100
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the value of each requirement. Additionally, more than 80% of PhD students
agreed with the design of the general framework and its phases. Phase 1, map-
ping security and privacy requirements, showed 70-87% of participants agree-
ing to the presentation of Phase 1 while Phase 2 was well received with the
majority (80-86%) agreeing that the researcher adequately addressed con-
flicts between requirements and decisions. Additionally, feedback on Phase 3
showed varying responses (67-87%), yet the participants still agreed that there
was an ease to understanding conflict resolutions patterns and its supporting
tools (Table 3).

Table 3. ConflS Framework Phases and Survey Responses

Phase 1: Mapping Security and Privacy Requirements 70-87% (strongly/agree)
Phase 2: Identify Conflicts between Requirements and Conflict Decisions 80-86% (strongly/agree)
Phase 3: Conflict Resolution Patterns 67-87% (strongly/agree)

Analysis of ConflS Framework Phases’ Focus Group Results and Survey Responses

Ven & Delbecq [25] found that a two-stage combination of focus group and
the nominal group technique (NGT), coined as ‘nominal focus group’, was par-
ticularly effective as an evaluation method. The nominal group process is a
structured meeting which seeks to provide an orderly procedure for obtaining
qualitative information from target groups who are most closely associated
with a particular issue. It allows the meetings’ participants to determine which
issues require further, more in-depth inquiry and to draw attention to issues
that may have been previously unidentified. This evaluation method is used in
this research to rank in order of importance the participants’ responses to
Phases 1 and 2. In order of importance for Phase 1, the top three security re-
quirements are seen to be integrity, confidentiality, and accountability, while
anonymity, unobservability and pseudonymity are ranked top highest in pri-
vacy requirements. Participants’ responses to identifying possible conflicts be-
tween requirements as depicted in Phase 2, show accountability and anonym-
ity mostly chosen, followed by auditability and anonymity and accountability
and undetectability. Anonymity accounts for a large percentage of Phase 2
(Figure 7).



20

Participants identify the relevant security and privacy
requirements:

Security: Integrity, Confidentiality, Accountability, Availability,
Authentication, Authorisation, Non-repudiation

Privacy: Anonymity, Unobservability, Pseudonymity, Unlinkability

N
Participant Responses about conflects:
Phase 2: * Accountability and Anonymity
Identify Conflicts » Auditability and Anonymity
between = Accountability and Undetectability
; = Anonymity and Confidentiality
Requirements and » Anonymity and Integrity

Conflict Decisions

Participant Recommendations on applying Proposed
Framework SecTro (supporting tools):

Framework supports in easily identifying conflicts among
requirements
* Larger models: difficult to be used to find conflicts. Having it
automated would be easier to resolve conflict
Phase 3: * Well done, work is very important, really impressed of progress.
Develop Conflict Has a lot of contribution to academic community
* Issue could be resolving these conflicts - could be a lot of work
* What the results could show with the tools to use - interesting
work
* Start with the requirements we currently have, and maybe add
more later on - future research work - post doc stage
* Comparison between tools can be done later on. To determine

¥ , ¢ the best tool.

Resolution Pattern

Fig 7. ConflS Framework and Focus Group Response using Nominal Ranking Evaluation Method

7. Application to ConflS Framework

In pursuit of answering RQ1: How to design a framework supporting the ana-
lyst to identify and resolve conflicts between privacy and security require-
ments? A list of Security and Privacy Requirements, supported by the litera-
ture review we conducted, has been developed as a part of Phase 1: Mapping
Security and Privacy Requirements. This list is presented in Table 1. Addition-
ally, RQ1 is also supported by the mapping matrix we stipulated in Phase 1:
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Mapping Conflicts between security and privacy requirements. RQ1 ad-
dressed by employing SecTro as mentioned earlier. SecTro creates models of
the requirements for information systems [17]. By extending SecTro to our
proposes framework, we offer the analyst a way forward to identify and re-
solve conflicts using a mapping matrix presented in Table 2. The framework is
then validated according to the DEFeND project’s stipulations [18], ensuring
compliance with GDPR in the process. Moreover, we aim to answer RQ2: How
to support the analyst in the identification and resolution of conflicts between
requirements in a systematic and tool-supported way in real cases? In Phase
2: Identify Conflicts between Requirements and Conflict Decisions, we pro-
vide the analyst with the necessary and pertinent tools. It is seen that our pro-
posed framework also seeks to mitigate conflicts, under the condition that
both the Phases 1 and 2 are adequately fulfilled. Lastly, with Phase 3: Conflict
Resolution Patterns, including its table and design view, we provide an ap-
proach to mitigating conflicts.

8. Related Work

Many types of research have been conducted in this field of study. Many re-
searchers have come up with their theories and worked hard on constructing
mechanisms to deal with conflicts and find their solutions. Professionals with
knowledge in requirements elicitation methodologies, based on systematic
procedures and methods, are required, according to a recent study [26], to
enhance software requirements with crucial security and privacy aspects.
Ramadan et al. conducted several studies in this field of study [27, 28]. Their
data showed how conflicts can be detected between data-minimization and
security requirements. This was investigated in business process models and
conflicts between security and privacy requirements in a system were exam-
ined. Salnitri and fellow researchers had conducted a study related to this
same subject in 2020 [29]. They had come up with an innovative method
which was called SePTA (Security, Privacy and Trust Approach). As the name
suggests, this procedure supported all three aspects which are security, pri-
vacy, and trust. These requirements were supported under only one frame-
work. This framework was majorly designed for sociotechnical systems be-
cause this helped software designers and security experts to satisfy these re-
quirements. In terms of dealing with such conflicts involving goals and/or re-
qguirements, we introduced risk based on the user concern, trustworthiness
goals, and requirements as determinants to TrustSoFt in our previous work.
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In the work of Horkoff, 246 top-cited papers were examined in the span of
20 years [30]. They have focused their study on the Goal-oriented require-
ments engineering (GORE) area. In this field, goals are used as the main sub-
ject. Goals are utilized and used as a baseline to elicit, model, and analyze re-
quirements. A survey paper compared recent studies in this field [31]. This
talked about the conflict between requirements in the early stage of develop-
ment. The survey consisted of various case studies regarding software engi-
neering under the requirement gathering techniques. It further talked about
how conflicts could be resolved at the early phase. Regarding resolving the
conflicts, usage of the agile software development method was also elabo-
rated. Maxwell et al. also includes the identification of conflicting software re-
quirements [32]. They highlighted the rules and laws which made them easier
to handle. They further mentioned that the reputation of a company highly
depends on the rules and ethics that they follow, which increases the im-
portance of these rules. We can't ignore the extra costs that these laws and
regulations might bring. According to their perspective of Schon et al. [33],
agile software development made the changing of requirements easy and fast
which further made it simple to handle. But with the rapidness it provided,
more complexities were also created because a hybrid development model
was used in this.

It is important to mention that privacy became an important aspect at this
time, as we mentioned in introduction section. As we find out that there are
more that regulation and laws concern privacy disclosure. For instance, Brazil-
ian citizens' complaints regarding data privacy are rising by the day, particu-
larly with the access into force of the General Data Protection Law (LGPD) [34].
The purpose of the Act is to regulate the handling of personal data. If personal
data processing is not done in compliance with this regulation, it might have a
lot of consequences in technical fields. LGPD is a piece of legislation that gives
Brazilian citizens privacy, allowing them to identify and amend data processing
at any anytime. Organizations that apply the LGPD will demonstrate their in-
tegrity and dedication to their users. Therefore, LGPD provides numerous prin-
ciples that will help both citizens and organizations, in addition to showing
how risk management has improved and organizational techniques have im-
proved. Some aspects may have affected organizations’” LGPD requirement
specification in the Brazilian environment. Moreover, The California Consumer
Privacy Act (CCPA) [35], a digital privacy regulation that offers consumers
more control over their online personal information, was approved by Califor-
nia lawmakers in 2018. In the United States, the CCPA is a major rule that reg-
ulates how technology firms acquire and use data. (CCPA) recognizes various
categories of personal information. The CCPA, on either hand, exempts public
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access information, which is described as "information lawfully made available
from federal, state, or provincial government records, but not if the aim of
data processing is incompatible with its declared purpose." Regulations may
be required for such organisations to comply. Additionally, it is in companies’
best interests to establish compliance strategies beforehand and rather than
be caught unawares by last-minute implementation or significant complaints.

9. Conclusion

The nature of software development for realistic systems presents a complex
phenomenon of conflict resolution. Usually in engineering software systems,
the conflict arises between security and privacy. This article presented a three
-phases framework, called ConflS, to identify conflicts between security and
privacy requirements and to find solutions that could mitigate these conflicts.
This framework allows the analyst to look at the potential conflicts beforehand
that may arise in the future. ConfIS has been applied to a case study from the
DEFeND project. A step-by-step demonstration of the phases of ConflS has
been presented. We plan to add CCPA and LGPD support to the ConflS frame-
work in the future. Using different case studies that are in accordance with the
regulations.
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