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Social Media:
A Protagonist for Terrorism
Yinka  Olomojobi, Babcock University, Nigeria

Odusanya Temitope Omotola, Babcock University, Nigeria

ABSTRACT

Terrorismisubiquitous.Moststatesaroundtheworldhaveexperiencedsomeformofterrorism.
TerrorismhasunderminedtheprofileofNigeriaandhasgeneratedatenseandfragilepoliticalsystem.
Thispaperunderscores that theprevalenceofgrievanceand the lackofan innovativeeconomic
baseinNigeriaareamongstthekeyfactorsthatstimulateterrorisminthestate.InNigeria,terrorist
activitieshavebecomeendemic.Acursorylookontheseactivitieshasproventhatsocialmediahas
becomeasourceforpropagatingterrorism.Thishasgeneratedmultifarioussecuritychallengesas
well.Thispaperisaimedatanalyzingterrorismandsocialmedia.Itfurtherproceedstoexamine
themainthrustofthepapersubmittingthatsocialmediaisaviabletoolforterrorists.Fromthis
standpoint,thepaperexploresacasestudyanalysistofurtherexplainandevaluatethesymbiotic
relationshipbetweensocialmediaandterrorisminNigeria.

KeyWoRdS
E-Terrorism, Globalization, Internet and Nigeria, Social Media, Terrorism

INTRodUCTIoN

Terroristfromallovertheworld,inprivacyhavetheopportunitytodisseminateterroristideologies
andpropagandathroughtheInternet.Thispublicityistransmittedthroughtheuseofagizmoon
socialmediaplatforms,essentiallygiventhefactthatitcanbetransmittedtoawidepoolofaudience
(Odunsi,2017,p.3).AccordingtoAnna(2013,p.1),terrorismisamediaphenomenonthatenables
terrorists tocreateawareness, instigate fear, interruptdaily living,andgenerallygarnerattention
(Altheide,2013).

With theusheringofglobalization,an individual through theuseofgadgetscanusedigital
interfacesuchassocialmediatoconnectwithavastmajorityoftheworld’spopulation.Theworld
indeed,hasturnedintoaglobalvillage.Terroristactivitiesliveandbreatheonthewaveofsocial
mediaplatformswithwhichitthrives(Opejobi,2017,p.1).Studieshavefoundthat“nearly90%
oftheorganizedterrorismtakesplaceonlinethroughthemodeofsocialmedia”(Weimann,2012).
Terrorismhasincreasinglybecomeasophisticatedanddangerousthreattoworldorderwiththeaid
ofadvancedinformationtechnologywiththephenomenalgrowthinsocialmedia(Majekodunmi,
2015,p.128).

THeoReTICAL dISCUSSIoN 

Thispaperhingesontwosignificantdiscussionsbasedondependencymodelandthegrievancemodel.
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First, thediscourseofdependencywhich is interconnectedwithglobalization isessential in
exploringsocialmediaasatoolforterroristactivitiesinNigeria,giventhatitisasub-conceptof
thepoliticaleconomytheoryorthetheoryofeconomicimperialismwhicharesacrosanctissuesthat
aidsandaffectsterrorisminNigeria.

Thedependency theoryconnects toneo-Marxist theory as an economic radical theory.The
crucialprogenitorsofthetheoryare:SamirAmin(1973),AndreGunderFrank(1969),DanielA.
Offiong (1980), RaulPrebisch (1950), PaulBaran (1967), DosSantos (1970), and Scott Arighi
(1992).AccordingtoFukuyama,(1992,p.100):“Thistheoryhasbeenthemostrecentattempttokeep
Marxismaliveintheunderdevelopedworld.”Thistheorydepictsthattheworldisalienatedamongst
thewealthyandthepoorcountriesandoperatinginsuchawaythattheless-developedcountries
arefinanciallyandadministrativelydependentoneconomicallydevelopedcountries(Olaniyi,2001,
p.16).Themanipulationof lessdevelopedcountriesarepropagatedbycolonialismandbytheir
disadvantagedpositionintheworldeconomy,whichsituatesthemasbeingconnectedtodiscounted
principalmerchandisessuchasagronomicproducesandrawsupplies(Odozibodo,2014,p.18).

Conversely,technologicallyadvancedcountriesproducesextortionateandhighly-inflatedimports
fortradetothelessindustrializedcountriessuchasNigeria.Thisdevelopmentfurtherenrichesthe
statesthatareatthetopoftheworld’sfinancialtable,whilsttheyexploitthelessadvancedcountries
onthemarginalsideoftheworld-system(Olney,2001,p.10).Implementingtheproceduresand
practicesof international financialandeconomicmatters tobestsuit theeconomicallyadvanced
nation-states,therebyretainingthedependencypatternoftheless-developedcountries(Nwachukwu,
etal,2015,p.276).

OkerekeandEkpe(2002)eulogizedthedependencytheoryandagreedthatthetheorymarks
avociferousexitfromtheotherexistingtheoriesofcolonialism,therebygivinganacumenonhow
tountanglevariouscorollariesbywhichstatesintheperipherylevelaresubjugatedbythoseatthe
centerlevelthroughdependency.Generally,theapplicationofthistheoryliesinthestrengthofits
practicality.Forexample,thistheorydelineatestheconnexionbetweenthecenterandtheperiphery
levelsoftheworldsystemandhasthepropensityforhypothesistestingandpragmaticgeneralizations
(Odozibodo,2014,p.19).ItthereforesufficestoassertthatNigeriaisadisadvantagedcountryunder
theinfluenceofglobalisation.Nigeriaisthesixthlargestoilexporterwithadailyyieldofabouttwo
millionbarrels,perforeignexchange.Nigeriaisvastlyreliantonthetradeofcrudeoiltothemeasure
ofoverninetypercent(90%)ofournationwiderevenue(MajekodunmiandAdejumon,2012,p.201).
Consequently,itgoeswithoutsayingthatglobalizationhasgeneratedthedependencyoftheNigerian
economy,sinceitsbasicexportisconvolutedlyintertwinedaroundrawmaterials(Majekodunmiand
Adejumon,2012,p.201).

AccordingtoUdoette(2004,p.34),globalisationisnothingbutanenormousagendaofglobal
politics,whichisanimposingsystemofneo-colonialism.BokoHaram’srejectionofwesternization
andideologies,therefusaltobedependentontheglobalization,albeitwesternizationinfluenceand
penetrationisastrongmotivationandcorrelationforsocialmediaterrorism.

ThisdiscourseisappositeinthispaperasNigeriaisamulti-ethniccountryrichanduniquewith
itsdiversecultures,religions,values,andnorms.Everyindividualbelongstoaparticularcultureand
wayoflifethatisofutmostvalue,uniquenessandbenefittosuchindividual.However,globalization
underminesculture,culturalnormsandvaluesimmensely.Assuch,anindividualwillnotwanthis
orherculturetobesubsumedunderanotherculture.Thus,culturecanbeidentifiedas“socialglue
thatunitesindividualsunderanumbrella”(Olomojobi,2015,p.25).

Itisconceivablethatwiththeculturalpenetrationofglobalization,theadventofadefiniteset
ofstandardsandprinciplesthatremainsprincipalandbeingdisseminatedfromplacetoplaceacross
theglobe,thereareboundtobeconflict,whichcouldfurtherdegenerateintoviolenceandterrorism
(Douglas,1992).

ItiscrucialtonotethatNigeriaisamulti-culturalstate,withculturalboundaries.Itiscommunal,
orientedasopposedtoatotalfusionofallculturesforallcitizens.However,thetheoryofdependency



International Journal of Cyber Warfare and Terrorism
Volume 11 • Issue 1 • January-March 2021

33

isstillsignificantandfixedduetotheculturaldynamisminNigeria.Although,itmaynotbeable
toworkincountrieslikethewesternworldwheretherehasbeenaprocessofde-culturalisation.

Secondly,thegrievancemodelwaspropoundedbyTedRobertGurrinhiscelebratedworkof
‘WhyMenRebel’1970.Grievancecanbeconsideredasamodelappositetothispaperduetothe
factthatterrorismmaybeacausaleffectofacollectivegrievanceofagroup.Agroupofpeoplemay
bedriventowardterrorismiftheirbasicneedsarenotadequatelymet(Howard,2010).

Thistheoryisalsonotwithoutflaws,ithasbeencriticizedthatnotallgrievancesleadtoviolence
andmoreoftenthannot,althoughitnotusuallyaccepted,thecentralcauseofsuchconflicthassome
economic,financialorgreedfactorattachedtoit(CollierandHoeffler,2002).

Forinstance,theNigerDeltaperceivedagitationsoftheirelect’sgreed,ledtotheirgrievances.
Whenthewealthofthestateisnotdistributedinpro rataequalproportion,thereisboundtobean
economicandpoliticalviolence.ThenexusbetweentheterroristgroupsthatwehaveinNigeriasuch
asBokoHaram,FulaniHerdsmenisforthereasonthatoftheiracuitiesondeficienciesintermsof
socio-economic,psychologicalneeds,socialinjusticeandinequalities,politicalandresourcecontrol
(Olomojobi,2015,p.167).

Thegrievancetheoryinrelationtothefocusofthispaper,socialmediaasatoolforterrorist
activitiesinNigeriainformsusthatthesocialmediaisexcitingandcouldpossiblybeaddictive,it
helpstheterroristnotonlytopubliclyshowcasetheirgrievancesthroughsocialmediaplatforms,it
furtherenablesthemtojustifytheiractivitiesofgrievances(Livingston,2019).

SoCIAL MedIA ANd TeRRoRISM

Thereisnosingleuniversalandgenerallyacceptabledefinitionofterrorismastherearemélangesof
definitiondependingonone’sperspective.Nonetheless,inexaminingthisphenomenon,itcannotbe
overemphasizedthattheterm‘terrorism’resonatesandreverberatesterrorglobally.Terrorismentails
butnotlimitedtothreats,beitexecutedornot,particularly,thepsychologicalandemotionaltrauma
thatterrorismleavesitsvictimswithisquiteappalling.Essentially,whatacountrybrandsasterrorist
activities,mayappeartoanotherasafreedomfighter’sactivity(Majekodunmi,2015).Terrorismis
atermthatdepictstheuseofviolence,threat,tointimidationorexertfear.Terrorismisintertwined
withviolenceandconfrontationagainstastouteropponent(Stepanova,2008).Furthermore,terrorism
couldberelated tomethodicalobliterationofapeoplebe itwhollyorpartly inconnectionwith
ethnicity,radicalism,religiousorientation,ofagroupofpeople(Attoh,2012).

Terrorismisacontentiousterm.Therationaleforthecontentioninthedefinitionofterrorismis
notfarfetched.Onehastoknowthebasisforwhichviolenceisusedatatimeandforwhatpurpose
eitherby individuals,groupsorstates.EndersandSandler (2011,p.3)defined terrorismas“the
premeditated use or threat to use violence by individuals or protestant groups against unarmed
peopleinordertoobtainapoliticalorsocialobjectivebyintimidatingalargeaudiencebeyondthat
oftheimmediatevictim”.AccordingtoAbolurin,(2011,p.15):“Terrorismisascourgethattakes
innocentlives,threatensvaluesofhumanity,humanrightsandfreedoms,andimpedesdevelopment
andworldprogress”.Thisdefinitionbordersonthesocialfactor.Inconcurrence,Mike,(2016)views
terrorismasamodifiedformofrevoltandinsurrectioninattempttoterrifyacitizenorsocietyto
gainpsychologicaladvantageforthepursuitofspecificgoals.Thiscanbeexplainedtomeanan
oppressionbythestoutoverthefeeble.ChiktaraandGirdhari(2002,p.10),assertthat“terrorismis
atermusedtodescribethemethodorthetheorywherebyanorganizedgroupintendstoactualizeits
vowedgoalsviathesystematicuseofviolenceemployingdeliberatemurder,maimingandmenacing
oftheinnocenttoinspirefearforpoliticalends.”Wardlaw,(1982)opinedthat‘terrorismrefersto
theuseofforcebyanindividualoragroup,eitheragitatingfororinoppositiontoanestablished
authoritywith the intention tocreateextremeanxietyor fear includingeffectsona targetgroup
largerthanimmediatevictimswiththepurposeofcoercingthatgroupintoaccedingtothepolitical
demandsoftheperpetrators.’
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Arguinginthisdirection,Bocksette,(2008),‘terrorismisdescribedaspoliticalviolenceina
harshconflictcarriedouttoinduceterrorandfearthroughviolentvictimizationanddestructionof
noncombatanttargetswiththeintentiontosendamessagefromasecret,organizedandagitating
grouptothegovernmentandgeneralpublicinordertoreachpoliticalgoals,eithershortterm,midterm
orlongterm’,(citedinAbolurin,2011p.374).Bellany,(2007,p.116)inhisdefinitionbroughtout
thefactorofpoliticsandreligionintoplay,asthesefactorsserveasideologiesforwhichterrorism
isresortedto.Hedefinesterrorismasastrategyusedbyorganizedarmedforceswithoutregardto
‘humanitarianconsiderationstoachievepoliticaltogetherwithreligioustogetherwithwarlikeends,
withtheintentionofcreatingapressingfearfulnessinthemindsoftargetpersons(usuallydirected
atcivilians)orthelivesofthoseclosetothem,ortheirproperty’.

Withslightdifferencetotheforegoingdefinitions,Neumann,(2009,p.105)arguedthatterrorism
isasocialphenomenonwhichinvolves“thedeliberatecreationoffear,usuallythroughtheuse(or
threattouse)ofsymbolicactsofviolence,toinfluencethepoliticalbehaviorofatargetgroup.”Of
thesedefinitions,certainelementsaretobetakencognizanceof.Theyare;politicalideology,religious
ideology,indirectconfrontation,expressionofdispleasureonsocietalorgovernmentpolicies,theuse
ofviolence(i.e.organizedandpremeditateduseofforce)andthecreationofsocietalfear.However,
theactofterrorismisusuallydoneindirectly,usuallynotwithhead-onconfrontationwiththemain
target.ForChiktaraandGirdhari,(2002,p.78)“Terrorismisthecowards’weapon,asitinvolves
sneakinessandobviatesfacinganenemy.”Thisdefinitionisevidentintheactivitiesofterrorists
acrosstheworld.

Isumonahetal,(2013)unanimouslyexplaintheconceptofterrorismintheirdefinitionwiththe
inclusionoftheirperceivedfactors.Theydefineterrorismastheintentionalactinvolvingtheuseof
violentandcriminalactions(suchassuicidebombings,sabotage,abduction,killing,hijackingand
kidnapping)toinducefear(terror)andproduceotherpsychologicaleffectsbysecretandorganized
sectsinpursuitofpolitical,ideological,religiousandothersectariangoalsthatchallengeandseek
tochangethestatusquowithinandbeyondstateboundaries.Itbecomesinternationalwhenitgoes
beyond the confinesof a state.Hence, terrorismbecomes transnationalwhen the actionsof the
terroristsinanationaregearedtowardshittinganothernationforwhateverreasonsasconceivedby
thegrouporindividual(Obizulike-Osuofia,2013,p.33).

Blakeley(2012),succinctlyexplainedthatstateviolenceisameasureusedtocoerceagroupor
populationtoyieldtothedesiresofselectfew(elites)byemployingterroristactsinordertocreate
terrortocubpoliticalopposition.Similarly,Mitchel,(1986)purportsthatstateornon-stateoriented
terrorisminvolvesintentionalpressureandferocityfocusedonselectedtarget,withtheintenttoinduce
intenseanxietyinaparticularobjectbystanderswhoascertainwiththatpreyinsuchawaythatthey
distinguishthemselvesasprospectiveandimminentfatalities.Inthismanner,theyarecompelledto
changetheircomportmentinawaydesiredbytheactor.Averitableexampleforsuch,isthenotable
historicalaccountof“thetotalterroroftheFrenchstateduringtheimmediatepost-revolutionary
periodof1789”regardingitsactionsconductedwithinitsownborder(Omar,2008,p.98).Theerror
wastaggedas‘Regime De La Terreur’whichmeans‘TheReignofTerror’(Omar,2008).Thosewho
resistedtheadministrationwerearrested,imprisonedandputtodeathbyguillotinewithoutgiven
thebenefitsoftrialsorlegalprocedure,withvictimsamassingtoaboutthousands,(Simonsenand
Spindlove,2000).

Furthermore, state-sponsored terrorism is a form of truncated and forced engagement that
statescarryouttowardsitsengrossmentinawardevoidofbeingallegedorheldresponsibleforsuch
engagements.Inanequalvein,astatethatharborsterroristgroupsorshowcasesanegligentattitude
towardscurtailingtheactivitiesofterroristswithinitsterritoryisinvolvedinstateterrorism(either
activelyorpassively)(Shefata,2015).Altogether,thevictimsofterrorismcouldbethegovernments
thatarepartofterroristtargetactsaswellasofficialsorindividualswhoareslain,injured,kidnapped,
takenhostageorrobbedbyterrorists(Sobel,1978).
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OrganisationofAfricanUnionConventiononthePreventionandCombatingofTerrorism(the
AlgiersConvention)bythe35thOrdinarySessionofHeadsofStateandGovernmentheldinAlgiers,
Algeria,inJuly1999definedterrorismas:

any act which is a violation of the criminal laws of a State Party and which may endanger the life, 
physical integrity or freedom of, or cause serious injury or death to, any person, any number or 
group of persons or causes or may cause damage to public or private property, natural resources, 
environmental or cultural heritage.

Itseemsthatthisdefinitionwouldembraceregimeswhoarecommittinggrosshumanrights
abusetowardsitscitizens.

Fishman(2019,p.84)notestheimportanceofsocialmediatotheterrorist:

The reality is that terrorists use a wide range of different digital platforms for different purposes. 
Analysts know this, of course, and should lean into this granularity to drive a much more nuanced 
conversation about the threat posed by specific online behavior on particular platforms, and the 
techniques companies can employ to manage it.

Social media emanates with a constraint-free space, anonymity that prompts individuals to
communicate freely, interactwithout restrain (Koehler,2014).Essentially, socialmediaprovides
terroristswithabenigngalaxyoutsidecorporealattack,somewheresafeandanambiencewhereby
trainingmaterialcanattheworstcasescenariosimplydisappearorbedetached(Torok,2013).Stern
andBerger(2015,p.3)notesthat:

the birth of a media model that has been transformed, expanded, and refined to a science….ISIS has 
made its name on the marketing of savagery, evolving its message to sell a strange but potent new 
blend of utopianism and appalling carnage to a worldwide audience…. ISIS is using beheadings as a 
form of marketing, manipulation, and recruitment determined to bring the public display of savagery 
into our lives, trying to instill in us a state of terror.

Itisinstructivetonotethat,socialmediasustainsterroristorganizationalactivitiesforthespread
ofterroristideologies.Initssense,theyare“abletostorematerialsandexistinacyber-spacefrom
which they cannot be permanently deleted, terrorist organizations have also realized the benefit
ofbeingabletoremainoperationalinthecyber-environmentevenifthephysicalenvironmentis
threatened”(Bertram,2016,p.230).

Thefollowingkeysocialmediaplatforms,thougharebynomeansexhaustive,areexamined
below:

youTube and Terrorism
This isa socialmediaplatform that is impeccable forpostingvideosonlineespecially the ‘how
to…’videos.Itissoeasytowatchandlearnasmostofthesevideoshasastep-by-stepguideline
thatallowstheaudiencetotrainandpracticetheguidelines.Videossuchashowtomakebombs,
shoot,combinechemicalsandnumerousterroristactsarewellexplained.Furthermore,thesevideos
assiststheinquisitivemindscarryouttheon-lineinstruction.Ithasapproximated1.5billionactive
usersonamonthlybasis(Kallas,2018).YouTubeplatformistheworld’slargestvideosharingsocial
networkingprogramthatalsoencouragesindividual(s)orgroup’sprivateYouTubechannels(Jamie,
2017).Terroristuploadvideosontheregularandthesevideosdonotinciteviolencealbeitprima 
facie,thus,YouTubewillnotremovetheuploadedvideoswithoutmore.
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Terroristusesocialmediaastheirtooltosharestrategicandoperationalmessages(Glazzard,
2017).ThesemessagescouldbeintheformofhowtocleananAK47;‘Howtomakebombwith
recipesprescription’;‘Howtobecomeatacticalshooter’;and‘Howtouseandmaintainmilitary-
typeequipment.’(MohammedandYakubu,2017,p.35).YouTubeisapowerfulplatformfornot
justpostingorstoringvideosandfilmsthatcanbeviewedacrosstheglobe.Itisinfluentialbecause
ofthenetworkingcapacitythat itgenerates.TerroristcouldeasilymonitorYouTubeinformation
withoutbeingphysicallypresent.Theycanalsoobservetheviewsontheirpostsandthecomments
irrespectiveofwhethertheviewershavesubscribedornotirrespectiveofwheretheylive(Lee,2015,
p.1).Whatismoreimportant,isthatanyindividualcanopenanaccountwithanemailaddressand
begintopostpropagandaatnocost(Lee,2015).Forinstance,AbubakarShekau,BokoHaram’sgang
leader,alongwithhiscohortspostedavideoofChibok’sgirlskidnapinordertowincheappopularity,
gainunnecessaryyet,highlydesiredattentionandintheprocess,tosympathizers(YouTube:https://
www.youtube.com/watch?v=aRfrLXPi8N8).

Facebook and Terrorism
MarkZuckerbergcommencedthissocialmediaplatformatHarvardUniversity,forhisfellowstudents.
ThereisnorestrictionforjoiningtheFacebookcommunityorsigningupaFacebookaccount.Statistics
showsthatthiswasthefirstsocialnetworkingsitetosurpasstheonebillionusers.Thenumberofactive
userspermonthisapproximately2.01billionusers(Kallas,2018).Giventheglobalaudienceofthis
media,Facebookandterrorismarehighlyinterconnectedattheglobalsphere(Asongu,etal.2019).

Thissocialmediaapphelpfriendandfamiliestoconnect,businessestogrow,updatetheworld
onlocation,dailyactivitiesandbasicallyanindividualcouldpostwhateverheorshewishestoshare
whenever(notimerestriction)andwhereverintheworld.

Thissocialmediaplatformhasanequallypowerfulforcebeingthatitrampantlyaidsterrorist
activitieswiththeclickofakey,standardizedmessagescanbejointlyandseverallysenttofriends,
followers,stalkersandtheworldatlarge.Thisplatformarousesdiscussionandcommunicationsince
italmostalwaysaskitsusersquestionslike‘whatisonyourmind?’‘Whatwillyouliketoshare?’
‘Howareyoufeelingtoday?’

WhatsApp and Terrorism
Facebook purchased this networking site in 2014. This platform thrives autonomously and has
engagedavastnumberofindividualsallovertheworld.Onamonthlybasis,itrecordsaboutabillion
activeusers(Jamie,2017).WhatsAppenablesuserstosendmessagesandmakephonecallsoverthe
Internet.Thismedia,proffersauniquefeatureofaddressingandcommunicatingfeelingswiththe
useofemoticons.Mostnotably,itwasgatheredthatWhatsAppenablesterroriststocommunicate
inconfidence,sincethesecuritypersonnelcannotreadtheirencryptedmessages(Rayner,2017).
Thus,WhatsAppwouldbeausefultoolforterroristgroupssuchBokoHaramtocarryoutitsterrorist
activities.WhatsAppmaybeconceivedtobethemosteffectivetoolforterroristactivitiesgiventhe
factthatitcancommunicatejihadistpropagationandthatinformationcanbetransferredinsecrecy
information.

Twitter and Terrorism
Twitterrecordsanactiveuserfigureofalmost330milliononamonthlybasis(Kallas,2018).Twitter
isatranquilpaththatenablesitsuserstowriteandpostshortmessagestotheworldknownastweet
withalimitednumberofcharacters[140words](Jamie,2017).TheBokoHaramterroristgroupfor
instancestweetregularlyjustifyingtheiractions,reckoningittobeforthegoodofthepeople,stating
thattheyarefreedomfightersandareonlyhelpingfellowNigerians(ChiluwaandAdegoke,2013).
ItisimportanttonotethatavastmajorityofNigerianshavetakentotwittertocondemnthedreadful
actsofBokoHaram(ChiluwaandAdegoke).
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The benefits that social media provides particularly twitter, is not only extensive but also
undeniable.(Bertram,2016.Inadditiontoabove,BraddockandHorgan(2015),rightlyidentified
through the operational use of social media platforms, twitter to be precise, that Islamic states
influencesanextensivemultitudeoffans,impendingrecruits,combatantentitiesaswellasopposition
throughsocialmediainteractions.

Twitterisaninfluentialandaneasymethodforterroristtoconnectwiththeirsympathizers,either
throughdirectmessagespopularlyknownasDirectMessages(DMs)orbytweeting,hash-tagging
and further retweeting inorder for theirpublicities to trend.Thereare several terrorist accounts
andtweetsthatdetailsterroriststatisticsofkillingandgeographicallocationdetailinghavocand
generating feedbacks. @statedeptspox; @Max Abrahms. The twitter platform is rampantly used
forcommunicatingwithgovernmentanditsofficialslikeitscounterparts.Forexample,terrorists
sometimesnegotiateandmakedemandsthroughsocialmediaplatformsasconsiderationfortherelease
pricetags.Therehavealsobeenfurthermovementstodetersocialmediaterrorismonalmostall
socialmediaplatformsespeciallythetwitterplatformwhichalsorecordstrends.#BringBackOurGirls;
#OurMumuDonDoareexamplesofsocialmediatrendspredominantly,ontwittertrendswhichleads
orhasledinthepasttotop-tierinternationalrecognitionandsupport.Thisisatypicalexampleasit
evidencesthepowerofsocialmediaoutlets.

Furthermore,therehavebeentrendingtweetssuchasthatbyAbubakarShekauwhoacclaims
thattheBokoHaram’sterrorismismerelyatoolforpoliticalbusinesswhichhaspoliticalundertone
andalliances.

Skype and Terrorism 
Thisisanetworkingsitetypicallyknownorconveningmeetings,conferencecalls,socialorofficial
usage,itallowsaudioandvideo,(webcam)connectiontotheworld.Ithasabout300millionactive
userspermonth(Jamie,2017).

Thesesocialmediaplatformshavewaysofensuringthatrepulsivecontentscannotbeexhumed
andaccountssuspendedordeleteddependingonthenatureoftherepulsiveness.However,inmost
cases,terroristseemstohavedevisedacountermechanismbyhavingnumerousandactiveaccounts
thatcannotberelatedtotheonesexhumed.Hence,todeterterroristactivitiesfromsocialmedia
wouldrequireacontrivancethatcanguaranteetheeradicationofterrorism.Skypeterrorismismore
ontheinternalthantheexternallevelasitisnotaspopularandopenasitsothercounterpart’ssocial
mediaterrorism.Withthissocialmediaplatform,onlinemeetingscanbeeasilyconverged.

SoCIAL MedIA AS A TooL FoR TeRRoRIST ACTIVITIeS IN NIGeRIA

Socialmediahasproventobeavaluabletoolandastrategicassistanceforterrorismasactsofterrorism
nowtrendsonsocialmedia.Toagreatextent“socialmediaallowsgroupsinisolatedareastoreach
thehearts,mindsandwalletsofsupporters”(Nakhla,2016,p.2).

Social media benefits are enormous to terrorists ranging from independent location;
internationality;anonymityandcostbenefits.Theanonymityfactorofsocialmediaisrobustinthe
sense that technologically inclined terroristscanevenhide their InternetProtocol (IP)addresses
andeasilycovertheirtracks.Thus,itbecomesdifficult,ifnotimpossibletobehinderedorbrought
to justice. Social media’s engagement in terrorist activities has a wide outreach since it is cost
effective.Socialmediaterrorismcouldevenbetheuseofonlinewormsorvirusestotaketheplace
ofpropagations(Brunst,2010).

Terroristpoignantlymaneuverandexploitsocialmediaasanapparatusfortheiregotisticinterest
andsubjectivedesires.Terroristdisseminateinformationtotheirtargetedaudienceandcommunicate
withtheminanaccuratetime.(Khan,2013).

Conceivably,itwaswhentheNigerDeltapeoplesensedthattheirnaturalresourceswerenot
equitablydistributedinparri passufornaturaltheirresourcesthatNigerDeltaresolvedintoviolence
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(Aiyesimoju,2015).Factorssuchasinjustice,illiteracy,politicalgrievances,politicalandeconomic
marginalization and unemployment creates perceived grievances and stimulates terrorists into
consideringthatoppressionorintimidationareavenuesforderivingthefreedomandjusticethat
theyrightlydeserve(Torok,2020).

Broadlyspeakingonemightbeinclinedtoacceptthat“thereisawidespreadembittermentwith
theNigerianStatearisingfromitsfailuretomeetitsobligationstothepeopleandtheperceptionthat
Statepoliciesareimplementedtoadvanceprivateinterestsforpersonalaccumulation”(Aiyesimoju,
2015,p.20).

Legal Mechanisms: The Terrorism (Prevention) Act, 2011 [as Amended] 
Consciousoftheneedtostrengthenlegalmechanismtoprevent,deterandpunishactsofterrorism,
theNationalAssemblyoftheFederalRepublicofNigeria,enactedtheTerrorism[Prevention]Act,
2011.TheActwasamendedin2013throughtheTerrorism[Prevention][Amendment]Act,2013.The
TerrorismPreventionActof2011istheprincipalActwhiletheTerrorismPrevention(Amendment)
Act 2013 is the amendment to the principal Act. The Terrorism Prevention (Amendment) 2013
Actmakesprovisionsforextra-territorialapplicationoftheActandstrengthensterroristfinancing
offences.TheTerrorism(Prevention)Act,2011hasextremeandstringentmeasurewhichdepicts
theNigerian’sNationalAssembly’slegislativeactiontoconfrontingandcurbingterroristactivities
inNigeria.TheActdescribesterrorismas:

… the calculated and extreme utilization of violence or threatened violence, perpetuated by 
malignance, to cause solemn harm or violence against individuals, regimes and their assets with the 
intention to procure political, religious or ideological goals, through dismay or coercion or instilling 
fear on civilian population.

TheTerrorism(Prevention)Act,2011consistsofforty-onesections.Section1oftheActhas
theheading“ActsofTerrorismandRelatedOffences.”Section1(1)reads:

1. A person who knowingly
(a) Does, attempts or threatens to do an act preparatory to or in furtherance of an act of terrorism;
(b) Commits and do anything that is reasonably necessary to promote an act of terrorism;
(c) Assists or facilitates the activities of person engaged in an act of terrorism, commits an offence
under this Act.

Section1oftheTerrorismPrevention(Amendment)2013ActProvides:“Allactsofterrorism
andfinancingofterrorismareherebyprohibited.”Section1(2)provides:“Apersonorbodycooperate
who knowingly in or outside Nigeria directly willingly does, attempts, or threatens any acts of 
terrorism…”TheprovisionsofSection5(1)oftheTerrorism(Prevention)(Amendment)Act(2013)
prohibitssolicitinggivingsupporttoterrorists.ThePunishmentforgivingsupporttoaterroristis
imprisonmentforatermnotlessthantwentyyears.OneofthekeyachievementintheTerrorism
(Prevention)(Amendment)Act(2013),whichisomittedtheTerrorismPreventionAct(2011),is
theprovisionfore-terrorism.Itwillbedifficultforoffenderstoescapepunishmentbecauseofthe
encapsulatedword‘whatsoever’inthelegislation,widenstheTerroristAct.

Although,theActisacomprehensivestatute,itisnotperfect.ThereareprovisionsintheAct
subjecttoabuse.OneofthemislocatedinSection25(1)oftheAct.Thesectionprovidesthata
judgemayasbenecessaryissueawarrantto(a)enterandsearchanypremisesorplace;(b)search
anypersonand(c)stopboardandsearchanyconveyance.

Section25(1)oftheActisaviolationofSection37(1)ofthe1999ConstitutionoftheFederal
RepublicofNigeriawhichstates:“The privacy of citizens, their homes, correspondence, telephone 
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conversations and telegraphic communications is hereby guaranteed and protected.”Thisensures
thatprivacyofcommunication isguaranteed, andultimately, allow individuals to freelyexpress
themselves,bysharinginformation(Scaife,2015).Although,terrorisminitsvariousformscannot
beeradicated,itishopedthattheActwillcurborwillbeoneofthepragmaticapproachestowards
curtailingthemenace.

Legal Mechanisms: Nigerian Cybercrime (Prohibition and Prevention), Act 2015
Withtheexpansionoftheinternetandsocialmediaplatforms,therehasbeenanantecedentincrease
ininternetrelatedcrimesinNigeria.NigerianCybercrime(ProhibitionandPrevention)Act2015,
isaproactivelegislation,whichisapre-emptiveattemptbytheNigeriangovernmenttocurbcyber
relatedcrimes.Cyber-crimescouldbeausedbyterroriststodisruptpowersystems,destabilizegas
andoilproduction,andhackinonlinebankingsystem(Foltz,2004).Particularly,theActisconnected
withcriminalizingcyber-terroristattackbytheuseofcomputerrelatedtechnologysuchashijacking
systems,ordisruptingpowergrids.Somecybercrimesare interconnectedwith terrorism.Cyber-
crimesthatcauseddeathanddestructionwouldconstruedwithincyber-terrorism(Czerpak,2005).

It is important to note that cyber-terrorism is connected to intention to disrupt networks of
computersattachedtotheinternet,throughtheuseofharmfulviruses,whileterrorismasnotedabove
istheuseofunconventionalwarfareusedbyaweakeropponentagainstthestrongeropponent.It
couldalsobereferredto“theuseofcomputernetworktoolstoharmorshutdowncriticalnational
infrastructures(suchasenergy,transportation,governmentoperations)”(Weimann,2005:130).In
thisregard,cyber-terrorismisawarfareagainstcyberspace(ParksandDuggan(2011).

Section18oftheNigerianCybercrimeActhasmadeanexplicitprovisionforcyber-terrorism
anddefineditas:

(1) Any person that accesses or causes to be accessed any computer or computer system or network
for purposes of terrorism, commits an offence and is liable on conviction to life imprisonment.
(2) For the purpose of this section, “terrorism” shall have the same meaning under the Terrorism
(Prevention) Act, 2011, as amended

TheNigerianCybercrime(ProhibitionandPrevention)Act2015definedtheterm‘terrorism’
asdefinedundertheterrorism(Prevention)Act,2011(asamended)asseenabove.Socialmediahas
affordedterroristorganizationskeyequipment’sinthesensethatithasdetachedthedependence“on
thirdpartymediaandallowsorganizationstoself-propagatetheirownmaterial,andfurtherhavethe
materialre-disseminatedwidelyamongstsocialmedianetworks”(Bertram,2016,p.230).Nonetheless,
thevitalityoftenderinginformationviasocialmediaplatformsisnotmonopolizedandthesameis
accordedtoterroristinexecutingtheirterroristactivities(Bertram,2016).

At this point, it is pertinent to mention that social media platforms secures and ensures a
discretionaryamountofprivacyandconcealedcommunication,avoidingdetectionthrougheasily
delivered,yeteffectiveencryptionconventionsthatareconveyedbysocialmediaamenitiessuchas
Whatsapp(McMillan,2016).Thesocialmediaplatformfurnishesfundamentalevangelists,tacticians,
andfanaticsasanavenueaimedataccomplishingandmanipulating,provoking,persuading,and
encouraging“jihadistactivismatagloballevel”(Rudner,2016,p.8).

Case Study: Boko Haram
BokoHaramwasinitiallyfoundedintheUnitedStatestocounterWesternEducationandwasnot
declaredaterroristorganizationuntil2013(Chothia,2014).“ThecaseoftheterroristgroupJama’atul 
Ahlus Sunnah Lidda’awati wal Jihad,generallyreferredtoasBokoHaramwhichmeansWesternization
isasin,givinggreatpublicitytoterroristactionssuchaskillings,kidnapping,bombing,disruption
ofpublicpeaceandsoon”(Aiyesimoju,2015,p.18).
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Thisterroristgroupisnotoriousfor theirethno-religiousattacksofallsorts.It isbyfar, the
greatestthreatposedtoNigeria.BokoHaramisaterroristgroupbasedinBornostate;theirterrorist
activitieshaveproventoknownobounds.BokoHaramactivitiesareundoubtedlyextremeandsevere;
thisisamajorconcernforNigeriansandNigeriaasawhole.Forinstance,BokoHaram,terrorist
groupinNigeria,publishedavideostatementonYouTube,asocialmediaplatform,justifyingtheir
actions(BBC,2012).Thisterroristgroup,areextremistknownfordeath,destructionandkidnapping
ofschoolchildren(theDapchischoolgirls,theChibokgirlswithinternationalrepute).Essentially,
“theabductionofNigerianfederalgirl’ssecondaryschoolstudentsinBornuStatethatis,theChibok
amongstothers,andtheveryrecentDapchischoolgirls,hasgreatlyincreasedthepublicpressureon
governmentrepresentativestogiveintoterrorists’requests”(Aiyesimoju,2015,p.19).

TherehasbeennumerouskillingsoftheinnocentciviliansbyBokoHaram,rangingfromtargeted
killings,whichincludesbutnotlimitedtothepolice,non-Muslims,andthearmy(Majekodunmi,
2015).Itismoreworrisomethatthesocialmediahasbeenamajorsourceofplatformforengineering
andpromotingtheBokoHaramdishearteningactivitiesforthewholeworldtoview.Thisgoesa
longwayinunderminingforeigninvestmentandeconomicparticipationamongsttheinternational
community. Moreover, thevery fewwho invest are extremely cautious in theprocesses of such
transactions(AkpomeraandOmoyibo,2013).

InNigeria,theexpansionofterrorismconcoctedbyBokoHaramthreatensnationalsecurity,
underminespoliticalandeconomicdevelopment.BokoHaram’sArabic-languageTwitteraccount
waslaunchedasanofficialhandleforBokoHarammediagroupcalledAl-Urwahal-Wuthqaand
thiswasimmediatelypromotedbykeypro-ISmediaoperativesin2015andthegrouphavebeen
usingmanipulationskillstoinfluencepublicity.Al-Urwahal-Wuthqa,BokoHaram’sArabicTwitter
accounthasstreamedseveralvideosthatdepictitsvictoriousfeats(Mohammed&Yakubu2017).
Examplesareevidencedontwitterthroughrandomtweetsandhashtagssuchas@Urwatu_Wutqa,
@Alurwa_Alwuthqa,and#BokoHaram.Inadditiontothat,BokoHaramrecentlyuploadedsome
videos treating and promising to cause more havoc on Nigerians (https://www.youtube.com/
watch?v=FeSZ2iYlm6U).

Moreoftenthannot,thisgroupofterroristmanipulatesthegovernment’sinadequaciestobetter
theirownultimateendgoal.Theyusetheseinadequaciestowinfollowerswhowouldbewillingto
goextramilesandbombforinstance,churchbuilding,militarybarracksandotherimportantplaces
andorganizations.Thesefollowersaresometimesdeluded,astheybelievethatthehaveaveryspecial
rewardinheavenwhentheydieandtheybecometoowillingandeagertodieforaperceivedjustcourse.

CoNCLUSIoN

Theconceptofterrorismandthesocialmediaaretwoconceptsthatwemaynotseparatefromeach
otherbecausetheyareusuallyinterwovenwitheachother.Socialmediaistoaverylargeextent
perceivedtobethelinkbetweenpropagatingterror.Hence,itisgenerallyconceivedthatthesocial
media has great influence for the spread of terrorist ideologies. Various social media platforms
affecttheactivitiesofthestateanditspeopleinonewayortheother.SocialmediainNigeriahas
undoubtedlybeenhavingasimilarimpactonnationsintermsofpolitics,cultureandcommercial
lifewiththeconsequencesofinformationbeingmoreaccessiblethaneverbeforeinthecountry.

Socialmediahasrecordedanumberofsuccesses,eventhoughithasbeenanegativeforcesuchas
enhancingterrorism,identitytheftsandcyberbullyingamongstothers,thereforeitmustbecarefully
balancedagainstthemanybenefitsofsocialmedia.TheBokoHaraminsurgencyanditsusageof
socialmediaplatformshasbroughttotheforethenegativesidetoinformationmanagementonsocial
media.Nonetheless,socialmediahasbeenhelpfulforthedevelopmentofNigeria.

SocialmediaandterrorismisoneoftheprincipalpressuresthathasdazedtheNigerianstate
especiallyintheareasofnationalsecurity,political,harmonyandsocio-economicstability.Corruption
needstobeeradicated,ourpoliticalleadersneedtostartfunctioningasopposedtousingpolitical
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seatstocontinuouslyamasswealthfortheirpockets,ourgovernmentneedtoensurebasicsocial
amenities,politicalgoodsforensuringcitizens’sustenanceandcombattingterrorisminthelongrun.
Themassmedianeedstodeviseanimmediate,appropriate,andeffectivemeasurethatissoothing
andthatwillbesteradicatethisfundamentalissueofterroristutilizingsocialmediaasanutensilfor
terrorism.Themediashouldaidincombatingsocialmediaterroristasopposedtofuelingit,they
oughttodeterthosethatarelikelytobemotivated.Mediashouldbecurbingandnotaggravating
terroristactivitiesasathinfinelineoughttobedrawnandmustnotbeeasilycrossed.

Terrorismalbeit,socialmediaterrorismisaperilouscircumstancewhichshouldnotengulfa
state,foritmayconsumethereferentobject.TheBokoHaramsecthasinflictedgrossinsecurity
onNigeriaasawhole.Thisshouldnotbe.Forwhatisevilisevil,andwhatisacrimeisacrime.
Inhumanitymuststop.Thereshouldbemoreregulationsforsocialmediagiants.Theterroristsfor
theirpersonalandgreatergainhaveconstantlymanipulatedthelacunaintheregulatorymeasuresof
socialmediaplatforms.Itishightimeitstoppedbyintroducingstricterregulatorymeasures.

Furthermore,policymakersshouldbemeticulouslyguidedtoclaspandexploitalphanumeric
expertise as a machinery to execute ‘counter-radicalization’ and ‘counter-violent extremism
interventions’throughthesamesocialmediaordinallatentandobjectthesameonlookersasextremist
establishments.Itsimplygoeswithoutsayingthatasocialmediacanbeusedasadouble-edgedsword,
asatoolforprotection,thatisgovernment’scounter-terrorismandalsoasatoolforperpetrating
terroristactivitiesbyterrorists.

Usingtheproverbialadagethat‘diamondscutdiamonds’,itthenseemsclearthatsocialmedia
complexities needs a social media solution. The Nigerian government should thrive to serve its
citizenryeffectively,deliver sustainablepoliticalgoodsandcurbcitizens’continuousgrievances
whichusuallypropelsterrorism.Thereshouldbeajointeffortoraformofcollaborationbetween
governmentandcitizensinordertosuccessfullycombatsocialmediaterrorism.
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