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ABSTRACT KEYWORDS

This paper explores young people’s development of digital lit- Digital literacy; digital
eracy and resilience and discusses how teachers and librarians citizenship; schools;

can play an important role in supporting young people to  Cyberbullying; online
become digital citizens: informed, active, ethical, safe and resilience; misinformation;

information evaluation;

responsible members of the online society. The research i
cartoons; storytelling

involved the delivery and evaluation of an interactive educa-
tional workshops that included an online cartoon series, accom-
panied by openly available educational toolkits dealing with
topics of online resilience and safety in the online environment.
The research involved a total of 239 secondary school pupils,
across six schools and within a single local authority in Scotland.
Anonymous qualitative and quantitative data were collected
from the learning activities, which related to young people’s
experiences, coping strategies and emotions in the online envi-
ronment. The workshops empowered young people to open
dialogue about challenging situations they experience in their
everyday online connectivity and express their needs for fur-
ther training. This work presents an innovative constructivist
learning approach that can be replicated with young people to
explore multiple challenges and opportunities they may
encounter when navigating their online environment.

Introduction

The popularity of social media platforms, such as TikTok and Instagram
by an increasingly younger demographic (Ofcom, 2022a), indicates that
there is a growing need to place emphasis on equipping young people
earlier with skills that help them to address multiple challenges they may
encounter online, such as cyberbullying, misinformation and the misuse
of their personal data. The UK Government’s “Online Safety Bill” aims to
minimize the risk of online harm, where platforms accessed by children
have a duty to protect them from harmful material and activities that
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threaten their safety (UK. Department for Digital, Culture, Media & Sport,
2022). However, this is only one side of the coin. There is also a need to
empower young people with digital literacy skills to become active and
ethical producers and creators of online content, developing a critical
understanding of online malpractices versus ethical behaviors (The Scottish
Government, 2022; Carretero Gomez et al., 2017). These skills ensure that
people can become active participants “in social, cultural, economic, civic
and intellectual life now and in the future” (Future lab, 2010, p. 28), having
“the key skills necessary for using technology appropriately and responsibly
and for engaging in learning through managing information, communi-
cating and collaborating, problem-solving and being creative” (Education
Scotland, 2015, p. 58). This emphasis on skills for an active, confident,
and responsible online participation and engagement requires not only
technical and operational skills (e.g., information processing, evaluation,
content creation) but also cognitive, social and attitudinal skills develop-
ment (e.g., communication, problem solving, collaboration and life-long
learning) (American Library Association, 2011; European Commission, 2019).

A recent strategy, developed by the Scottish Government, highlights
“growing as an ethical digital nation and developing trust in the way we
use data and apply digital technology” as a “collective responsibility” (The
Scottish Government, 2021). The “Objects of Trust” framework acknowl-
edges the responsibility of institutions, including schools to ensure online
safety, highlighting the importance of becoming ethical digital citizens
(The Scottish Government, 2022). Education plays an important role in
young people growing up as responsible online citizens who respect the
online rights, the safety and the wellbeing of others (e.g., recognizing the
wrongs of online bullying behavior, respecting rights in the online envi-
ronment, handling online data with care).

The Scottish Government has set out its vision to “Ensure that digital
technology is a central consideration in all areas of curriculum and assess-
ment delivery” (The Scottish Government, 2016, p. 3). The development
of digital literacy in the “Curriculum or Excellence” is addressed in the
“Technologies” subject, where young people develop skills using different
digital products and services, learn to search, process and manage infor-
mation responsibly, and learn about cyber resilience and internet safety,
evaluating “the implications for individuals and societies of the ethical
issues arising from technological developments” (Education Scotland,
2016, p. 16).

The National Framework for Digital Literacies in Initial Teacher
Education in Scotland also addresses digital safety and resilience empha-
sizing the importance of “engaging with young people, parents and guard-
ians about how to promote positive online behaviour” (Scottish Council
of Deans of Education, 2020), recognizing that, although engaging online
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and utilizing digital tools help young people to develop digital skills,
networking and creativity, the digital world lacks “adult intervention” (p.
9), which further highlights the importance of developing strategies and
resources in education programmes (Scottish Council of Deans of Education,
2020, p. 11).

The above government initiatives, strategies and frameworks identify a
need to tackle the different facets and dimensions of digital literacy,
together with the challenges and opportunities they present, stressing the
need to develop “technical and operational”, “information navigation and
processing”, “communication and interaction” and “content creation and
production” skills (Helsper et al., 2020), together with a need to develop
them from an early age. Current definitions of digital literacy similarly
identify an array of multiple digital skills and competencies as well as
contesting definitions and research directions (Iloméki et al., 2011; Spante
et al., 2018; Tinmaz et al., 2022). However, there is still a fundamental
lack of empirical research focusing directly on younger learners’ perspec-
tives and experiences and particularly within the context of primary and
secondary education to explore both the challenges and the opportunities
they encounter within a fast-accelerating online environment (Godaert
et al., 2022).

Background and literature review

Existing research with children and young people highlights challenges
with information evaluation and the creation of digital content (Aesaert
& van Braak, 2018), as well as with online safety (Desimpelaere et al.,
2020; Shin & Kang, 2016), offering some preliminary evidence of the need
to explore gaps across the spectrum of digital skills development. In addi-
tion, given the complexity of digital literacy as an ‘umbrella term’ encom-
passing multiple directions and variables, previous research has identified
fewer opportunities for cross-comparison studies, with a growing need to
understand digital literacy more holistically and by means of repeated and
mixed methods studies, beyond small scale qualitative investigations that
are predominant in this area (Tinmaz et al., 2022). Furthermore, there is
need for more critical conversations around exploring the perspectives,
feelings, attitudes, and behavior of young people, opening creative dialogue
around issues of online connectivity and safety, through creative and
interactive educational activities that relate to their own everyday life
experiences (Martzoukou, 2022a).

Most research in this area is concerned with the dangers of online
connectivity rather with exploring young people’s existing experiences and
mindsets. Previous research, for example, has found that there are diverse
challenges created in the online everyday life context as children and
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young people are now using a wide range of social media enabled online
tools for messaging, video sharing and online gaming to connect with
others, learn and experiment. Despite age restrictions being placed upon
social media, they connect online increasingly at a younger age, with
recent research estimating that in the UK. half of ten-year-olds own a
smartphone and have their first social media at age 12 or under (Ofcom,
2019), while this demographic is now even younger, with children aged
as young as 8 having an online profile on at least one of the large online
social media platforms. Up to half of children 8-12 have set up their own
profile themselves without the help of their parents while a third of chil-
dren include an adult user age after signing up with a false date of birth
(Ofcom, 2022b). Research in Scotland concludes to similar results as “most
social media platforms tend to be composed of relatively young demo-
graphics”, for example on TikTok users can be as young as 9years old
(The Scottish Government, 2022, p. 12).

While young people use social media for positive activities, such as
communicating, learning, connecting and socializing with their peers, and
being creative, most research attention has been given to the diverse
challenges and multiple online harms that they encounter, such as
cyber-bullying, misinformation/disinformation and online identity and
privacy challenges that can have a negative effect to their health, safety
and well-being. Studies also report that young people need to be constantly
connected online and feel popular. Earlier research by Ofcom found that
45% of young people surveyed admitted checking their mobile at night,
while one in ten 12-15s had ‘gone live’ (Ofcom, 2017). The EU Kids
Online 2020 project, which surveyed 25,101 children aged 9-16 from 19
European countries, identified a significant increase in screen time children
spend online, which had almost doubled in some European countries
(Smahel et al., 2020). However, there was also a call for shifting the
research focus “to a more contextual assessment of the quality and nature
of children’s engagement with digital media” (Livingstone, 2020).

A more recent systematic review of evidence points to the complexity
of the multiple possible directions in digital literacy investigations, but
also turns to the positive outcomes of young people’s engagement with
the online environment, demonstrating a link to creating online opportu-
nities and information benefits, and inviting educators to offer a richer
approach to the teaching of digital literacy, focusing on critical or evalu-
ative aspects and beyond a single emphasis on technical skills, which
emerges as a problematic strategy (Livingstone et al., 2023). Further evi-
dence suggests that more research is required around exploring young
people’s digital skills development and coping behavior for the purposes
of designing curricula that can help empower young people to manage
online risks (Haddon et al., 2020, p. 104).
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Overall, current literature demonstrates that as digital literacy skills
demands are constantly changing, so does our need to evaluate teaching
methods (Talib, 2018) and to reflect on critical thinking and the multi-
disciplinary nature of media and technology literacy (O’Halloran et al,
2017), in a way that “goes beyond teaching online safety and seeks to
inform and engage pupils” and help them develop into “capable digital
citizens...active and informed in their citizenry online—more likely to
intervene positively in negative situations online, more likely to consume
online information critically...” (Reynolds & Scott, 2016, p. 19).

Current educational methods should aim to engage young people to
share their experiences and perspectives openly, using innovative and
interesting teaching approaches that allow critical thinking and problem
solving as part of the learning process. These, could take the form of
posing critical questions or addressing problems to be solved, simulating
real-life circumstances, and supporting a constructive learning process that
allows to explore ideas and open dialogue with the students (Gunstone, 1992).

Aims and objectives

This paper reports on the evaluation of an innovative educational cartoon
video project that was designed to support creatively young people’s digital
literacy and resilience skills development, as the online citizens of tomor-
row, prepared to deal with multiple challenges and opportunities navigating
their online environments. The objectives of the project were the following:

Objective 1. To explore young peoples feelings of online connectivity.

Objective 2. To deliver and evaluate an innovative interactive teaching approach,
utilizing cartoon animation video storytelling for the teaching of online resilience
and safety.

Objective 3. To critically explore different coping strategies of young people (both
passive and active) and examine their communicative approaches when dealing with
online challenges, as well as their needs for further training.

Research questions

1. What are the main positive (e.g., sociable, valued, creative) and neg-
ative (e.g., worried, unpopular, insecure) feelings that young people
report around their online connectivity experiences? Why, do they
feel in that way?

2. Do young people enjoy learning in an interactive way? Do they con-
nect to the experiences and feelings of the imaginary character of the
story?
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3. What coping and communicative strategies do young people consider
as most effective for dealing with online resilience issues in the
online environment? Do they favor active or passive strategies? Are
they open to speaking to others when experiencing problems? What
are their needs for training when it comes to online challenges (e.g.,
online bullying, privacy and security, online communication)?

Methods

This study was designed following the paradigm of a pragmatic philosophy,
which embraces a plurality and allows flexibility in the choice of method
and inquiry perspectives, positing that human thoughts are “intrinsically
linked to action”; therefore, understanding social phenomena takes place
via understanding both experiences and actions (Kaushik & Walsh, 2019,
p- 3). The research was conducted using an “experience-based, action-ori-
ented framework’, following a mixed method approach (Kaushik & Walsh,
2019, p. 9) which involved the collection of qualitative and quantitative
concurrent data to explore young people’s experiences of online connec-
tivity, and a practice-based evaluation of an innovative teaching interven-
tion that utilized cartoon video animation to directly engage learners with
real-world online challenges. By means of interactive workshops that
encouraged critical thinking and dialogue, the study explored preferred
online coping strategies of participants, following a constructivist and
dialogic approach to teaching and learning, inviting learners to build upon
their own preexisting knowledge and share individual experiences with
others. Quantitative data helped to answer ‘what’ questions (e.g., coping
strategies, demographic data), while qualitative questions addressed the
‘why’ and ‘how’ aspects of the research (e.g., exploring feelings and strat-
egies). This approach allowed both the depth and breadth of research,
leading to a more comprehensive understanding of situations, feelings and
perspectives (Saunders 2018), related to online connectivity.

Sampling

A total of two hundred and thirty-nine young people in S1 classes (the first
year of secondary school in Scotland) engaged directly with the project, which
was delivered to six out of seven schools within a single local Scottish author-
ity. The research took place between May and June 2021, following conve-
nience sampling, with the assistance of librarians and teachers at each school,
and was delivered as part of the curriculum (e.g., within scheduled classes,
such as English, ICT, Personal and Social Education and Drama) in workshops
that lasted approximately 45min each, covering a single school period.
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Due to anonymity and confidentiality, the study was limited on the
basis of estimating the response rate, as complete lists of school classes
with student numbers were not available to access.

Data collection

Data collection, as presented in Figure 1, was organized around interactive
workshops, which were delivered to students. The process involved an
initial qualitative exploration of feelings around online connectivity, inter-
active workshops using a series of animated cartoon stories (that addressed
the theme of online resilience) and a post workshop evaluation survey,
which collected demographic data, participants’ online connectivity data,
areas for additional training and workshop evaluation data.

Pre-workshop qualitative survey of feelings

The pre-workshop qualitative exploration of participants’ positive and
negative feelings of online connectivity was based on a single open-ended

Figure 1. Data collection process.
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question: “In the last month, how did ‘being online’ make you feel?”. That
question carried an added significance, as schools, at the time of the
project, were just coming out of a second period of lockdown, due to the
global pandemic restrictions; this meant that young people had spent a
significant amount of time on online schooling, as well as extended online
hours of entertainment/gaming and socializing online with their friends.

Interactive workshops

The pre-workshop survey was followed by interactive workshops that
employed in the classroom a series of cartoon animated stories, ‘Maddie
is Online; that is based on an ongoing innovative community-led project
(aimed at 9-13-year-old children) that uses creative storytelling to produce
learning and teaching material, focusing on the development of online
information, digital and media literacy skills. The work draws attention
to critical issues of online connectivity, in a way that is fun and engaging,
linking to children’s and young peoples’ own online experiences within
everyday life and the skills they require to navigate safely, effectively and
ethically the online environment.

‘Maddie is Online’ includes a total of four animated series (Series 1.
Online Resilience, Series 2. Misinformation, Series 3. Copyright, and Series
4. The Ethics of online safety and security). Figure 2 presents Series 1
which formed part of this study.

As part of the cartoon project, education resource toolkits were devel-
oped that contained useful resources and activities linked to the series
themes, extending the relevance and the reach of the cartoon audio-visual
material. The toolkits were designed using the online design and publishing
tool Canva which allows the creation of different visual design types.
Previous research has emphasized the positive impact of rich visual content
on improving cognition and retention (Bellato, 2013; D’Auriol, 2016;
Fontaine, 2015). A “Key to tags’, presented in Figure 3, included a number

Figure 2. Series 1. Online resilience/safety.
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Figure 3. Example toolkit pages.

Figure 4. Example cartoon videos.

of pictographs that were designed for the categorization of the external
material, addressing the intended age group and labeling the selected
resources according to material type.

The toolkits also incorporated information about the cartoon video
stories, as presented in Figure 4, and step-by-step structured digital lesson
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Figure 5. Example lesson plans.

plans with systematic guidance for running the series, the concepts explored
and the learning outcomes, as shown in Figure 5.

Workshop delivery

Series 1 Online Resilience and its toolkit formed the basis of the workshop
activity. The story focuses on online resilience and safety and consists of
eight short cartoon stories that narrate the experiences of Maddie, a pre-
teen social media active girl who enjoys lip-syncing to music and sharing
videos of herself but falls victim to online bullying. The workshop started
with an ‘ice-breaking’ introductory video from the series, “Reflections on
cyberbullying”, where Maddie discusses both the positive and the negative
aspects of being online as well as her own feelings and online experiences,
concluding with ideas of how parents can help. This encouraged partici-
pants to connect with the character and to relate to the story, reflecting
on their own earlier reported feelings of online connectivity.

Following that activity, young people formed teams of 4-5 members,
watching the first video and discussing in their team the best solution for
the problem of online bullying that the protagonist encounters in the story.
A total of six potential solutions/scenarios (Figure 2) were designed on
the basis of different coping strategies, discussed by D’Haenens et al.
(2013): “fatalistic/passive coping strategies” (such as taking no action,
ignoring the situation and expecting the problem to disappear on its own),
“communicative coping” (e.g., talking to/seeking advice from someone
else) and “proactive coping” (i.e., attempting to address the problem directly
by means of deleting a negative message or as in the case of the story
unfriending and blocking the bully) (p. 2). The solutions also aimed to
replicate strategies that some parents may follow in real life (e.g., taking
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a child’s phone away for some time). The purpose behind this activity
was to engage teams in dialogue and exchange of experiences around
dealing with difficult situations experienced online.

Post workshop evaluation

A written questionnaire survey was administered to participants to collect
age and gender demographic data together with additional questions that
explored young people’s connectivity experiences (e.g., smart mobile phone
ownership and preferences for apps and online games). Furthermore, the
questionnaire collected participant data on their impressions of the work-
shop, based on a five-point Likert scale (i.e., ranging from “I did not
enjoy it at all” to “I enjoyed it very much”). An additional open-ended
question captured the best and the worst aspects of the session. Further
data were collected on areas of online connectivity challenges participants
required additional knowledge on, which helped to explore follow up
training needs in a way that connected to the existing themes of the
cartoon animated series (e.g., online image and identity, how to create
good online communication and relations with others, online reputation,
online bullying, finding and choosing good quality online information,
protecting online content, privacy and security).

The workshop approach and its evaluation were previously successfully
tested in a pilot study with 30 pupils (Martzoukou, 2022a). Following data
analysis, the approach was subject to minor revisions which included
asking participants to choose a scenario related to the story on an indi-
vidual rather than team level and offering a written explanation of the
rationale for choosing it. This allowed for debate among the team members
and critical thinking that balanced the benefits and the limitations of the
approach selected.

Data analysis

Qualitative data in this project were analyzed using template analysis for
the questions on the feelings of online connectivity (as these involved a
priori themes developed with reference to the work by D’Haenens et al.
(2013) which became the basis of the coding template (King, 1998).
Explanations of the chosen scenario/solution were analyzed following sec-
ond level thematic analysis, using open coding that allowed to identify
emerging patterns (themes) within data (Braun & Clarke, 2006, p. 79).
For example, a proactive coping strategy was rendered as an “easy’, “rea-
sonable” and “safest” solution, while passive coping strategies were linked
to the subtheme of “attention avoidance”. Feelings of online connectivity
were initially analyzed according to positive and negative responses and,
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due to the many similarities in responding emotions, similar words were
grouped together giving attention to specific words that were particularly
recurrent (see for example the word “distracted”). Qualitative workshop
evaluation data from the post-workshop questionnaire were analyzed
according to positive and negative comments, while quantitative data were
analyzed using SPSS quantitative analysis software employing descriptive
statistics (e.g., demographics).

Ethical procedure

Written permission was obtained from each school to collect and publish
anonymously the data of this study. To ensure the privacy and anonymity
of the children who took part, no names or any other personal data were
recorded in the questionnaires beyond their gender, and age, as well as
some other broader information, such as whether they owned a mobile
phone and which online games and social media apps they used. An
“Ethics and Contributor Consent Form” was sent to the school explaining
the purpose of the research, the background and the value of the project,
what the activities would involve and how data would be collected and
published. The form also explained that the anonymity of the children
would be protected, and that any personal data would be removed. It
further addressed the low-level risks associated with participation in the
project, ensuring that the activities would not be connected to any forms
of assessment or influence the academic performance of the students and
that participants could withdraw from the study at any point if they
required to do so. The study subscribed to the ethical conduct of research
and to the protection, at all times, of the interest, comfort, and safety of
participants. All parents were asked to sign the form, via the school, and
indicate that they had read the project information and agreed for their
children to participate in the study, and for the anonymous publication
of any images, video, audio and/or written articles, to be captured and
used for research, publication, or for dissemination purposes.

Results
Demographics, mobile ownership and use of apps

Figure 6 presents the gender demographics of the study, which revealed
a balanced distribution of participants in the sample with approximately
45% of young people equally distributed in the female and male categories.

The majority of participants (65%), as shown on Figure 7, were 12years
old (n=144), while 33% (n=74) were 13years old and just only 1% (n=3)
were 11years old.
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Figure 6. Gender Demographics.

Figure 7. Age demographics.

To explore their connectivity experiences, participants were asked if
they own a mobile phone and to list their favorite apps and online games
(i.e., that they use regularly). The analysis of mobile ownership revealed
that only five children did not have their own mobile phone. These results
were not surprising as evidence suggests that, in the UK. 50% of ten-
year-olds already own a smart phone and that 49% of 8-11-year-olds use
a phone to go online (Ofcom, 2019).

The most popular tools young people used were Snapchat (n=117,
62%), followed by TikTok (n=113, 60%), YouTube (n=69, 36%), Instagram
(n=56, 30%) and WhatsApp (n=49, 26%). There were also a few mentions
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of Discord (n=15), Netflix (n=12), Twitch (n=7), Google apps (n=7),
Roblox (n=6), Minecraft (n=6), Spotity (n=6), Twitter (n=6), Facebook
(n=5) and Disney + (n=5) as well as a few mentions of messaging apps
(such as Messages, Messenger, Facetime) and games or games related apps
(e.g., Game, Clash of Clans, Clash Royale, Among Us, Call of Duty). The
popular use of social media apps, such as Snapchat and TikTok, despite
that the minimum age for using them is 13 years old, has also been ver-
ified by earlier research (Ofcom 2022b). Given that in our sample 65%
of participants were 12years old, the data offered a clear indication that
social media use started at an earlier age. Indicatively, 62% (n=74) of the
12-year-olds in our study used Snapchat and 59% (n=71) used TikTok.
Interestingly, the proportion of 13-year-olds who used these apps was very
similar with only 0.5% and 1% difference between the two groups.

Feelings of online connectivity

Young people’s verbalizations included different expressions of positive feel-
ings when connecting online. Most of the children expressed a feeling of
being sociable, described as an opportunity that extended connectivity with
existing friends as well as making new ones, “go to online classes and clubs’,
and be “connected with the world”, emphasizing the sociable character of
online interactions: “I can talk to my friends even when I can't meet up
with them due to Covid’, “I feel valued when talking to my amazing friends”.
Young people also referred to the multiple affordances of the online envi-
ronment for connectivity, via different apps (such as Messaging, WhatsApp
and Instagram, Snapchat and Facetime): “I made friends online on Snapchat
and now I have another couple of friends. I am no longer lonely!”.

In addition, several participants emphasized the value of playing online
games with friends and having fun via online social activities: “It's fun
because I can run away from real life”. Playing games even evoked a “cathar-
tic” feeling: “Games are a way for me to vent”. There were multiple positive
feelings emanating from activities emphasizing creativity: “If you are on
TikTok and you listen to sounds you can make up dances” and “I have an
app on my phone which is a drawing app and I like to draw on that’, “I
make edits of famous people!”, “...I made my own website”. Other positive
feelings included being “relaxed”, “involved’, “interactive”, “excited”, “enter-
tained”, “daring’, “valued”, “smart’, “innovative” and “knowledgeable’, e.g.,
watching YouTube videos and learning new things they liked online, “inspired
to do things’, finding “inspiring content for projects and ideas’, and sharing
new tips they learned online about their favorite hobbies. Online connectivity
was also described as a lifeline for some of the young people as it offered
ways to feel “included” and “connected” during the pandemic: “I could still
talk to my friends and play with them on video games at the time that we
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couldn’'t meet outside”, “I get to talk to online friends and school friends
as a way to stay in touch during lockdown”, and deal with the pressures of
the situation they were experiencing, making them feel “happy”, “keep con-
tact with others and not be so lonely” and allowing themselves to be “dis-
tracted from bad thoughts” As one of the participants characteristically put
it: “my phone is my comfort thing”, while another one mentioned: “Seeing
other people online feeling a bit stressed or worried made me feel better
because I know I'm not the only one feeling that way”.

For other children, online connectivity meant learning about the world
and growing up: “I felt like big girl”, “it teaches me about the world”, “I'm
able to experience and learn about things that happened more than a decade
ago”. Finally, several participants mentioned feeling “popular” because of
online posts they had made that were endorsed by many of their online
followers, making them feel “proud” of their achievements: “Because on

» <«

Instagram I posted a video that got 3000 views’, “Because I recently got
1000 followers on TikTok and I never thought that would happen’, “I have
posted on Tik Tok and got 1K views and people really like the football
content I post”, “On Insta...people tagged me and I'm on way to 2K fol-
lowers” A synopsis of key indicative positive quotes is given in Table 1.
However, several children also expressed negative feelings. These included
feelings of insecurity or feeling “left out”, “worried” and “unpopular” A
few young people also felt “uncomfortable” and “insecure” around their
social media presence: “A dude on Snapchat asked to see my face so I
sent him a picture and he replied with comments that I didn’t want to
be called. I have now blocked him so I hope I never talk to him again’,
“I can sometimes feel insecure about my social media presence”; while
others referred to the “dangers of being online”, demonstrating awareness
of the complexity of online presence and its connection to cyber-bullying,
when it came to “hurtful videos or comments” and “people being nasty
over text’, or even “worried because people that are older could maybe
cyberbullying and take it too far by finding my house” Others felt “sad”
and “insecure” by idealized body image depictions: “I saw really pretty
girls with perfect figures and it makes me want to look like that” and
“When I see other people do certain things or look a certain way it makes
me insecure because I would like that as well, to look like them”.
However, the most commonly encountered problem that young people
referred to was being “distracted” by constant notifications and “could not focus™

I spent too much time on my phone and I spent more time on my phone when I
should have been doing other stuff.

I am probably supposed to be doing my homework, cleaning my room, helping my
sister etc., and I go on my phone and go on tiktok just to watch “1” tik tok but I
end up watching like 50 tik toks.
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Table 1. Positive feelings of ‘being connected online’

Sociable/Involved/ Smart/Creative/ Appreciated/Popular/

Fun/ Playful/Happy Connected Inspired/Learning Included/Proud

It’s fun because | can run Socialise with pals. | feel Smart. Learnt a lot of Appreciated as | got new
away from real life. connected with the things online. followers and | am

| find social media really world. Smart because | have creative for each post.
fun, and a good way Sociable because | can been using apps | also felt included on
to pass time and chat connect with family and responsibly. Insta as people tagged
to friends. friends and go to online It teaches me about the me and I'm on way to

Playful - My brother classes and clubs. world. 2 K followers.
always sends me Sociable — because | could I'm able to experience Appreciated because | can
strange photos with talk to and play with and learn about talk to my friends and
no context and they friends when we things that happened tell them things about
always make me couldn’t see each other more than a decade school homework or
laugh in real life. ago. tests.

It made me feel happy  Sociable. | can talk to my Smart because | know Included because | can
because | get to play friends away from school. how to work a phone. talk to my friends and
with my friends and | felt sociable because | Creative because | have catch up with them.
have a good time. can talk to my friends. | an app on my phone Included because | can

| felt happy being online can talk to even during which is a drawing talk and play with my
whilst playing lock down as well. app and | like to draw friends online and
videogames with my  Sociable. | felt that | was on that. off-line.
friends and talking to socialising with Creative because if you It's a lot easier to talk to
them. everyone and | wasn't are on TikTok and you people and make

| feel happy being online feeling bored. listen to sounds you friends which can
because | get to talk  Sociable - Because | am can make up dances. make you feel more
to online friend and able to chat to good Creative. Learning new included.
school friends as a friends in and out of football skills and | have posted on tik tok
way to stay in touch school. sharing them online. ang got 1K views and
during lockdown. | made friends online on Creative because | made people really like the

| was happy being online Snapchat and now | have my own website. football content | post.
as there was so many another couple of friends. Creative when | made a  Popular because on
good things to do. | am no longer lonely! dance up. Instagram | posted a

Happy because | thought Sociable. | can chat to my You can get inspiration video that got 3000
doing my school work friends when | am not for things from others. views.
was easy and fun with them and facetime You can also get inspired Proud, because | recently
especially doing it then. to do things. got 1000 followers on
online. Involved because my Inspiring content for TikTok and | never

friends might add me projects and ideas. thought that would
to a group chat or ask happen

me something.

I was doing my work my phone was just sitting right in front of me and then my
phone vibrates because I get a notification. Then I'm sitting on my phone for an
hour, then I've missed my work deadline.

I can’t focus on my work because I spend too much time texting my friends.

The phone was often described as an “addictive” device that was difficult
to resist: “Sometimes it would be tough trying to get work done at home
with my phone being right beside me”, “It was addictive and because
notifications were on, I felt the urge or need to look at them” and
“Whenever I was doing work I would have the urge to have a break and
would end up going on my phone for about 2h”. A synopsis of key indic-
vative negative quotes is given in Table 2.

The key feelings that children expressed were subsequently converted
into infographics and shared via social media to disseminate the findings
externally, as presented in Figure 8.
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Figure 8. Feelings expressed shared as infographics.

Figure 9. Feelings in cartoon videos.

Children from the participant schools were also invited to verbalize
some of these feelings, adding voice-overs to the data. This resulted in
short cartoon videos, as presented in Figure 9, which gave voice and life
to the data.

Cartoon video activity

The cartoon video activity involved children in making choices after dis-
cussion, by means of collectively choosing a possible scenario/solution for
the incident of online bullying the protagonist of the story experienced.
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Figure 10. Scenario/solution choices.

Figure 10 demonstrates that the most popular scenario/solution was
Scenario 6 “Unfriend and block the child”, with 37% (n=89) of the par-
ticipants choosing it, followed by “Ignore the message”, and then “Confront
the child”, while 13% (n=32) of participants chose multiple solutions,
usually followed in a specific sequence with the most popular combination
being Scenario 6, followed by Scenario 1.

Children’s verbalisations revealed that Scenario 6 “Unfriend and block
the child”, a form of “proactive coping” (D’Haenens et al., 2013) was
preferable for various reasons, including ensuring early intervention so
that the incident does not become a recurrent situation, escalates or
involves other people. Indicatively, some of the explanations included:
“Because I think the other ones would escalate but after you blocked it
would be over”, “Stops the problem without getting anyone involved”,
“Because it keeps the situation from becoming bad”, “Because it does not
go any further”, “...they don't bother you again”

Several comments also emphasized the difference between receiving
negative comments online from a friend/person you know, as opposed
from someone who does not know you or is not your real friend: “Because
she has never met her and if she is saying things like this it is the best
thing to do”, “Maddie should not worry about the opinion of anyone
especially if she doesn’t know her personally”, “Because she doesn’t even
know the girl that well and it will stop arguments”

Other explanations demonstrated that intervention would be an “easy’,
“reasonable” and “safest” solution, especially as unfriending and blocking
the person who bullied would mean the end of the problem, something
that may not be possible if a friendship or connection with the bully

existed: “Because you would stop the hate and it’s easy and it stops
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unwanted drama’, “Because it’s easier and it means they won’t bother you
again’, “Because it’s easy and they will never text you again, “Then they
can't say anything mean to her again”. These replies showed understanding
of the potential complexity of an online bullying situation: the situation
may have been more difficult if it involved a person young people were
connected with as a friend.

Interestingly, some of the explanations were also guided by offering
emotional support directly to the story character: “It’s just a single person
just ignore it because you have lots more friends, one bad comment doesn’t
matter”, “Block them because you hardly know them and they can’t see
your posts” In other cases, participants offered advice on broader online
behavior strategies around what one should do to avoid finding themselves
in that difficult situation: “Don’t add strangers online it could be a bad
and they could send hateful stuff”, “Don’t add people you haven’t met’,
“...remove all the people from your followers who you don’t directly know”.
Other comments reflected on reasons that related to the participants’ own
self: “Because I can't be bothered arguing with someone I don't even
know”, “So that the person won't bother me again”, providing some evi-
dence of previous personal encounters with online bullying: “I always go
with scenario 6. Once you block them they are more or less gonna stop
trying”, “I chose scenario 1 because I don’t care what people call me
online”

The next most preferred option, Scenario 1 “Ignore the message”,
involved ignoring the situation and taking no action, linked to a passive
coping strategy (D’Haenens et al., 2013). However, participants’ explana-
tions demonstrated that this choice was a conscious decision that was not
connected with avoiding the problem; instead they pointed to tactics that
work with ignoring bullying behaviors specifically, ensuring that a reaction
which further encourages the bully to continue that behavior is not pres-
ent: “...A lot of people hate the silence treatment and it’s better just not
to care about it”, “Because it will make the child see like it did not affect
Maddie and will not be satisfied meaning she will get bored and stop’,
“Because if someone is being mean to you try to just ignore it and when
it doesn't bother you they will probably stop trying”, “If you confront it
then then the person who commented will keep doing it because you are
giving them a reaction so it is better to ignore it”, “Because if you give
the comment attention then they will want to do it again because you are
sad about it” It was important that the incident was not given value,
importance or more attention than what it deserved: “What’s the point in
worrying - Just forget about it”, “Because it doesn’t matter and you shouldn’t
give them the time of day”.

Similarly, to Scenario 6, the situation was deemed to be straightforward

as it did not involve a repetitive occurrence or a direct friend, with some
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direct references to personal experiences and ways of coping in similar
situations: “It’s 1 negative comment. You'll get loads of them online you
may as well ignore the comment and don’t escalate it any further. Just
don’t pay attention to that person’, “I would ignore them because it’s one
person you don’t know and if it keeps happening block them’, “Because
it's one comment it doesn’t matter, it happens to everyone”

Other explanations revealed broader behavioral approaches and the
importance of recognizing the level of significance of online risks and
developing online resilience: “Because you should not care about what
other people think, you should just be happy and keep on posting on a
private account’, “Because she shouldn’t listen to hateful comments and
she should only listen to the positive things”, “If she doesn’t spend time
tixating on it, it won't matter to her”, “Because you can’t let such a little
thing bother her she shouldn’t need other people’s validation. Just ignore
it”, “Why should you care...It may seem hurtful at first but you should
focus on the positivity not the negativity”

The next most popular strategy with dealing with the problem of online
bullying presented in the story involved Scenario 2 “Confront the child’,
a form of proactive coping, which was chosen as a way to ensure this
their behavior will not be repetitive, “Because if you do not confront the
child then they might do it again” and “to stop this rude and uncalled
for behaviour”, while others pointed to the need to teach them a lesson,
“make them feel bad” or “to make you feel better”, again pointing to
broader behavioral attributes such as “Because you have to learn to stand
up for yourself”, “You can’t let others destroy your happiness, it also grows
character & resilience. You have got to learn to stand up for yourself!”
and “I want to see her stand up for herself”

Interestingly, others suggested that this solution also had an element of
“communicative coping’, exploring the reasons behind the incident and
what motivated the bullying behavior: “To find out how the child is”,
“Confront the child and talk about why they said it. See what they would
say in real life”, “...you can find out why they are commenting that and
confront them and tell them to stop” However, in general a communicative
coping strategy (e.g., Scenario 3) was less popular, although the young
people who chose that option explained that the experience of an adult
would be helpful to dealing with the problem in a “smart” way, “better”
and “properly”, and it was important to confine to a person of trust, who
were “wiser than her and more experienced” and could “make her feel
better”. As they further explained “..the mother might have some expe-
rience with this type of stuff and might have a good idea on what to do’,
“She would have dealt with similar things before and she could give the
best advice”, and “So she can get help from an adult and to tell someone
and get it out of her system”
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Workshop evaluation

After the end of the workshop, the participants were asked to indicate
which part of the workshop they enjoyed most, based on a five-point
Likert scale (i.e., ranging from “I did not enjoy it at all” to “I enjoyed it
very much”). Figure 11 presents that most of the participants (80.5%)
“enjoyed” or “enjoyed very much” the sessions, as they engaged in different
scenarios and solutions to decide on the best outcome for Maddie.
Participants also indicated that their favorite part of the workshops were
the cartoon videos and choosing the best scenario for Maddie: “I liked
the videos and how the story played”, “I enjoyed the videos on what would
happen if she used the different scenarios”, “I most enjoyed getting to
choose the scenario as to how she dealt with the comment”, “Choosing
the scenarios and deciding for ourselves”, “...when we got to choose the
scenarios and write about them” Interestingly, several children also
expressed that their worst part of the session was “When Maddie was
cyberbullied”, “When she unblocked the bully”, when “We didn't see Maddie
stopping the mean bully”, “Watching the mum do nothing to help” and
“Jasmine calling Maddie’s videos bad” which demonstrates that young
people related to the animated characters and were also able to connect

on an emotional level with the moral and the lessons of the story.

Additional areas of interest

In addition to the evaluation of the workshop session, participants were
asked if they would like to have additional similar activities in the future
organized in their school and they were given a choice of topics they
would like to explore more. As shown in Figure 12, the participants
expressed interest for multiple themes with the most popular being online
bullying. On average each child selected more than two of the above listed

Figure 11. Evaluation of workshop data.
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Figure 12. Additional areas of interest.

Figure 13. Sharing online worries.

areas with a total of 511 instances. Only 15.9% (n=36) indicated that they
are not interested in any of these themes.

Sharing online worries

Finally, participants were asked to indicate the people they would normally
talk to if they had worries about the online environment. As shown in
Figure 13, most young people selected their parents, guardians and friends
as well as their siblings (64%) but teachers (16%) and librarians (6%) were
the lowest selected groups, calling in that way for a need to engage more
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with young people around these issues and protect their online safety and
resilience. Alarmingly, there was also a small proportion of children who
would not speak to anybody about these issues (14%).

Discussion and implications
Equipping young people with digital literacy

The Scottish Government (2021) has set out a vision for Scotland “as a
vibrant, inclusive, open and outward looking digital nation” (p. 18).
Emphasis is placed on recognizing not only the opportunities created with
the use of digital technologies and connectivity, but also the multiple
challenges young people encounter when navigating their online environ-
ments with the purpose of finding good quality information and dealing
with issues such as misinformation, fake news and the ethical sharing of
information. Schools have an important role to play in equipping young
people with information and digital literacy skills and are well placed to
put forward a new important agenda, which places equal emphasis on
digital literacy as that given to literacy and numeracy, with innovative
interventions which place these skills at the center of learning and
development.

This study tested an innovative constructivist approach to the teaching
of digital literacy to probe students’ ideas and engage them in a dialogic
learning process, where they shared their feelings around both the oppor-
tunities and the challenges of online connectivity and were able to connect
with the problem presented to them, and interpret it connecting back to
their own experiences, devising their preferred solutions and demonstrating
critical thinking and engagement with the issues. The study demonstrated
a complexity of affective situations which suggested that the online envi-
ronment created ample affordances for connectivity, socializing, creativity,
learning and growth for young people. However, it also presented several
challenges, where educational interventions may be particularly beneficial
or necessary. School education strategies should place emphasis on creating
advanced awareness and developing skills to address different online behav-
ioral challenges faced by young people. This research demonstrated that
the online environment can be a place that is distracting, uncomfortable,
addictive, lonely, insecure and competitive and also one, where different
behavioral and emotion-coping strategies may be necessary to be devel-
oped. For example, young peoples’ verbalisations revealed concerns related
to their self-image and popularity, handling their relationships with others
online and managing their online identity and connectivity. What was
mostly of interest was also the dichotomy of these experiences. Playing
games online with others could be experienced as both a fun and
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competitive experience, while connecting with others online could be both
a socializing and an isolating incident, leaving young people feeling left-
out and excluded. Learning online could be for some a positive, easy and
fun activity, while for others a difficult once to manage and focus. Sharing
content online could evoke feelings of being smart, creative and popular
or a fear of being bullied, making unsafe contacts and receiving inappro-
priate information from strangers.

As the online environment becomes even more complex there is a need
for education to keep abreast of new opportunities and challenges, offering
appropriate and timely educational interventions that allow young people
to share their experiences and emotions. It is important to further explore
the complex layers of the emotional dimensions of online connectivity
and what impact it can have on young people. Recent research, for exam-
ple, has found that children and young people can be more susceptible
to emotional exploitation online via content marketing advertisements
(specifically those relating to online gambling) which were found to be
almost 4 times more appealing to them when compared to adults, trig-
gering positive emotions (Rossi & Nairn, 2021). Other research has found
that more than half of 8-11-year-olds already own a mobile phone, while
two-thirds of 8-11-year-olds are playing games online and nearly half of
them are playing against multiple people or teams (Ofcom, 2023), which
coincides with the results of our study indicating rich and multiple con-
nectivity using different apps and games and with almost all the partici-
pants owing a personal smart phone.

Digital skills development therefore requires educators, and everyone
supporting young people, to have ongoing awareness of the developments
that take place within the continuum of young people’s online lives, with
a focus not only on accessibility and basic digital skills, but also on shaping
safe and resilient online behaviors and with an understanding of how
these behaviors evolve.

Communication about digital literacy challenges

In the present study, young people did not favor communicative coping
strategies and would not speak to their teachers although most available
advice around cyberbullying centers on encouraging conversation and
expressing concerns openly. At the same time, they suggested diverse and
complex strategies to address the problem of cyberbullying the imaginary
character of the story encountered, often with multiple steps and solutions.
Teachers and school librarians would, therefore, find added value in work-
ing together with young people with the aim to increase understanding
of their everyday life evolving digital experiences and help to open import-
ant and critical dialogue, encouraging the sharing of their experiences
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with each other in a way that would overall benefit their digital competence
skills development. Digital literacy lessons can be incorporated in various
subjects and the school library can provide access to readily available
interactive educational and supportive resources, by means of creating a
positive presence and a supportive culture between home and school.

School teachers and librarians should be trained and be given contin-
uous professional development opportunities on how to handle online
sensitive issues that pupils may encounter when they are sharing infor-
mation online, how to protect themselves and create opportunities for
positive and ethical online interactions, to play a pivotal role in developing
a positive online digital citizenship culture for children and young people.
This encompasses an understanding of the emotional dimensions of online
connectivity (e.g., digital likes, connections, challenges) and how they
influence mental wellbeing, of ways to safeguard young people’s digital
footprints (e.g., what they share, where they share and with whom) and
of ways to make them “smart” about the websites they visit, the emails
they open and the links they click on - providing a safe, trusted space
for children and young people. Pupils’ engagement with the online, inter-
connected landscape, could start with online positive and creative activities
inside and outside school time, where the library can be used as a “second
online home” and the school librarian as “somewhere between a parent
and a teacher” (The Scottish Government & COSLA, 2018, p. 26).

Conclusion and follow-up work

The development of digital literacy is not just as an issue of technical
competence, but of a deeper understanding of learning behaviors (Sefton-
Green et al., 2009), adopting a creative and critical digital pedagogy that
gives emphasis on the process over the end product (Mattock, 2022).
Polizzi and Harrison (2022) propose a model of cyber-wisdom which
contains four components: “cyber-wisdom literacy”, “cyber-wisdom reason-
ing”, “cyber-wisdom self-reflection’, and “cyber-wisdom motivation” arguing,
similarly to this study, that different perspectives and emotions need to
be acknowledged and understood in addition to existing knowledge and
practices students bring with them in the classroom (Nash et al., 2021).

As part of this project, ‘Maddie is Online’ was evaluated to be a suc-
cessful cartoon video educational resource for children 9-12years. The
young people who took part connected with Maddie’s everyday life expe-
riences and feelings of online connectivity and the workshops empowered
them to open dialogue about challenging situations they experience in
their everyday online connectivity and express their needs for further
training. The video cartoon series aimed to stimulate critical thinking and
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ignite meaningful dialogue learning activities in both the class and the
home, engaging young people directly. Lund (2022) has elaborated on the
value of storytelling and why it is important for creating a narrative around
data visualizations that compels readers and viewers to act upon findings.
In addition, the project created openly accessible educational material that
were shared in the community of schools, nationally, as well as interna-
tionally (BRIDGE Portal, 2023; Martzoukou, 2022b; 2022c).

This research project aligned closely with key strategic aims of the
Scottish Library and Information Council. Specifically, Strategic Aim 2.
Information, Digital Literacy & Digital Creativity and Strategic Aim 4.
Health and Wellbeing (School libraries in Scotland contribute to health
literacy, social and mental wellbeing, and provide a safe, trusted space for
children and young people to be nurtured) (Scottish Government &
COSLA, 2018). Follow up work could utilize these innovative resources
to replicate the present study or explore the additional interactive learning
activities offered in the series in empirical studies that aim to encourage
young people to open dialogue about their own experiences. Teaching and
learning strategies should support critical thinking skills in digital literacy
and particularly ethical online behavior and attitudes, as the pillars of
digital citizenship skills development.
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