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Abstract

The lack of data security and the hazardous nature of the Internet of Vehicles
(IoV), in the absence of networking settings, have prevented the openness and
self-organization of the vehicle networks of IoV cars. The lapses originating
in the areas of Confidentiality, Integrity, and Authenticity (CIA) have also
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increased the possibility of malicious attacks. To overcome these challenges,
this paper proposes an updated Games-based CIA security mechanism to se-
cure IoVs using Blockchain and Artificial Intelligence (AI) technology. The
proposed framework consists of a trustworthy authorization solution with
three layers, including the authentication of vehicles using Physical Unclon-
able Functions (PUFs), a flexible Proof-of-Work (dPOW) consensus frame-
work, and AI-enhanced duel gaming. The credibility of the framework is
validated by different security analyses, showcasing its superiority over exist-
ing systems in terms of security, functionality, computation, and transaction
overhead. Additionally, the proposed solution effectively handles challenges
like side channel and physical cloning attacks, which many existing frame-
works fail to address. The implementation of this mechanism involves the use
of a reduced encumbered blockchain, coupled with AI-based authentication
through duel gaming, showcasing its efficiency and physical-level support, a
feature not present in most existing blockchain-based IoV verification frame-
works.

Keywords: Blockchain, Security, Internet of Vehicles, CIA Security,
Confidentiality, AI-Game Theory, Authentication, Integrity, Physical
Unclonable Functions

1. Introduction

The Internet of Vehicles, commonly referred to as IoV, a branch of the
Internet of Things (IoT), is attracting a lot of attention in research and busi-
ness as the concept of smart cities grows [1]. The IoV has massive potential to
reduce energy consumption, the possibilities of traffic accidents, and increase5

transportation efficiency [2, 3]. In IoVs, the four classifications of Vehicle
to Everything (V2X) communication are used in collaboration with flexible
mobile networks for the creation of various connections across different net-
works [4]. Smart transportation systems have the potential to be developed
within the framework of V2X connectivity [5]. ’VANETs,’ as they are pop-10

ularly referred to, are evolving into and becoming of greater use to the IoV.
While VANETs consist simply of ad-hoc links between vehicles that share
data, IoV consists of a bigger network that is inclusive of objects, persons, as
well as other heterogeneous networks. Various mobile networks like the fifth
generation (5G) technology and long-term evolution are embedded into IoV15

to create a communication network more stable and extensive than VANETs
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currently provide. Transactions and communications between the backbone
network and IoV are carried out using ad-hoc networks. IoV makes it pos-
sible to collect and share data in the environment, such as the conditions of
the road and cars [6].20

Some challenges exist regarding the security measures in place in the IoV,
which could impact consumers’ activities. Security is jeopardized in the event
of an intrusion ambush. If attackers can access automobiles, it could lead
to traffic accidents. Past experiences have shown how fatal security risks
for smart connected vehicles can be when they occur. Fast transmission of25

information in IoV’s security services is common. A sender’s right to privacy
could be violated if their personal information is divulged from a transmit-
ted communication without protection or encryption. All IoV devices must
comply with the three core security standards stipulated below:

• Confidentiality: Maintaining the sender’s privacy is of utmost impor-30

tance. This means that any personal information that could identify
the sender must be excluded. The content must not contain any hints
about the sender’s identity; it must be protected by the IoV system.

• Integrity: The recipient must receive the data in the exact form in
which the sender sent it. To ensure that the data was not tampered with35

during transit, the system must be capable of detecting any attempts
to tamper with it.

• Authenticity: A communication could originate from an authorized
source or a malicious one. To strengthen the IoV system’s security, it
must first determine if the node is legitimate. The system must be able40

to distinguish between legitimate and malicious nodes and handle the
malicious nodes accordingly.

Furthermore, the IoV system must strike a balance between emphasizing
security and avoiding excessive overhead that might cause delays in broad-
casting. Monitoring the vehicles within a network requires them to interact45

with each other using their unique identifiers. In certain situations, these
inter-network communications may include sensitive information. Attackers
find it easier to interfere with or intercept network traffic when sensitive infor-
mation is publicly available. As a result, driver and passenger confidentiality
could be seriously compromised.50
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However, there is an alternative approach that depends on treating each
vehicle’s identification as a unique stamp to address this challenge. A private
key is generated for each vehicle using its unique ID through a private key
generator. This approach raises a significant trust challenge, especially in
scenarios involving a large number of vehicles. None of the existing options55

are viable within such constraints. The number of certificates issued and
revoked grows with the increasing number of cars on the road, making it vital
to detect and identify intruders who disrupt the pattern. This realization has
led scholars to recognize the need for more advanced privacy management
techniques that can simultaneously trace the identity of the attacker [7].60

In the IoV, the services of trusted authorities rely on the vehicle’s upload
of important data. Conversely, the choices made by the vehicle depend on the
services provided by these trusted authorities. This close interaction between
vehicles and Roadside Units (RSUs) over wireless channels significantly in-
creases the risk of modified or leaked information. For example, if trusted65

authorities use inaccurate information to deliver services to automobiles, it
could result in financial losses and jeopardize vehicle safety. Therefore, the
solution to these challenges involves creating a secure and dependable IoV
authentication mechanism [8].

The motivation behind this paper is centered on addressing the cross-70

trusted authority’s CIA (Confidentiality, Integrity, and Authenticity) issues
within the IoV using Blockchain technology. The goal is to ensure the safety
of information stored on the ledger, decentralize authentication, and use
redistributed computation to alleviate the bottlenecks in both trusted au-
thorities and vehicles. The contributions of this paper are listed below:75

• To enhance authentication, improve efficiency, and reduce communica-
tion time, we introduced Blockchain-enabled RSUs. This innovation
shifts a significant portion of the authentication burden to the RSUs.

• Our approach incorporates lightweight cryptographic techniques such
as XOR and hash operations, as well as pseudo-random numbers, to80

decrease the overall computation time of the authentication mechanism.

• The network model of the multi-trusted authorities in our mechanism
is more practical. With the use of Blockchain technology, all trusted
authorities can utilize a shared ledger for recording vehicle informa-
tion. This facilitates cross-trusted authentication among authorities85

and enhances overall effectiveness.
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• Our proposed mechanism suggests that vehicles in the first layer should
be equipped with Physical Unclonable Functions (PUFs) to provide
lower-level authentication using a challenge-response pair gaming method.
Additionally, it proposes authentication at the second and third layers90

using a dual-game technique, thereby ensuring end-to-end authentica-
tion [9].

The remainder of this paper is organized as follows: Section 2 provides
a background study of IoVs and VANETs, Section 3 proposes the structure
for IoV authentication, Section 4 investigates security with a brief formal95

analysis of potential attack scenarios, Section 5 defends the implementation
of our mechanism, offering a comparative analysis with existing studies, and,
finally, in Section 6, we conclude the study.

2. Literature Review

In reference to [10], the authors conducted a survey of the Intelligent100

Transportation System (ITS) and addressed privacy and security concerns
affecting VANETs and Vehicular Cloud Computing (VCC). They provided
an overview of these concepts and compared trust and cryptography models
in relation to different types of attacks. In [11], the authors tackled the is-
sue of users struggling with multiple IDs and passwords for various network105

services by proposing a flexible ID-based authentication mechanism within
a multi-server framework. Experimental results demonstrated its efficiency,
offering mutual anonymity and user authentication. Authors in [12] sug-
gested a decentralized, Blockchain-based remote data auditing framework
for network storage services. This framework utilized smart contracts to no-110

tarize the integrity of outsourced data and employed the Blockchain network
for self-recording in authentication transactions. To address the challenge
of information leakage, [13] introduced a Blockchain-enabled accountability
framework for content sharing in vertical industry services. This mechanism
ensures the secure generation and sharing of watermarked content between115

clients and service providers. In [14], the authors proposed a Blockchain-
based deduplicate data auditing architecture to reduce the workload on ser-
vice providers and users, alleviating issues related to high costs, repeated
data audits, and reliance on third parties. In response to the challenge of
malware using Domain Generation Algorithms (DGAs) to steal private in-120

formation, [15] presented a method for detecting malicious domain names
through the extraction and analysis of features using deep neural networks.
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In a series of studies, various authors proposed innovative solutions and
frameworks. In [16], an efficient attribute-based access control framework was
introduced to protect access subject privacy during decision-making using a125

state-of-the-art hash-based binary search tree. In [17], a secure dispatching
approach based on Blockchain technology was presented to enhance the sta-
bility of the high-energy power system’s distribution network. Additionally,
[18] delved into the study of a LEACH protocol combined with a Levenberg-
Marquadt Neural Network to assess network lifetime and intrusion detection130

systems in wireless sensor networks. In [19], a secure link was established in
a multi-antenna transmittance environment, even when the Channel State
Information (CSI) of an Eavesdropper attack remained anonymous to net-
work users. To ensure secure communication and proper authentication in an
IoV scenario, [20] proposed a lightweight mutual authentication mechanism135

through cryptographic operations, reducing associated costs [21]. A state-of-
the-art Road Side Unit (RSU)-based authentication framework for VANETs
was introduced in [22], providing a novel solution for securing vehicle-to-
vehicle communications.

In a diverse array of research endeavours, authors explored innovative ap-140

proaches and solutions. In [23], they delved into the development of a game
theory-based reputation system designed for scenarios where promises and
threats are typically untrustworthy. Meanwhile, in [24], the authors proposed
a Blockchain-based system, leveraging the Ethereum blockchain platform, to
verify individuals’ experience, criminal backgrounds, and educational records145

as part of the recruitment process. In [25], a comprehensive analysis was con-
ducted, examining the integration of IoT with wireless sensor networks and
global-scale internet connectivity, while also addressing challenges related to
efficiency, reliability, and sustainability in implementing these applications.
In [26], an optimization framework was presented, targeting the reduction of150

challenges associated with optimizing broadcast parameters and enhancing
the physical layer’s security in wireless multi-node communication networks.
In [27], the authors investigated IoT’s energy efficiency and D2D (Device-to-
Device) communications with the assistance of an underlying relay technique,
aimed at mitigating interference in cellular communications. In a different155

domain, [28] introduced a framework for intrusion detection within an energy-
efficient sensor network through the application of a neuro-fuzzy approach.
Privacy and security challenges were also addressed by many renowned au-
thors who proposed various identity-based privacy-preserving authentication
methods. In [29], an analysis was presented regarding privacy and security160
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concerns related to Unmanned Aerial Vehicles (UAVs), along with potential
measures to mitigate these concerns.

3. Proposed Work

The main objective of this study is to demonstrate the potential benefits
of implementing a Layered CIA (Confidentiality, Integrity, and Authentic-165

ity) and blockchain infrastructure in IoV networked devices. The proposed
multi-layer framework suggests categorizing the IoV network into three dis-
tinct layers. In Layer 1, centralized vehicle communication and RSUs serve
as the cluster head for regional clusters comprising vehicles in specific lo-
cations. Layer 2 includes RSUs and Controller nodes, which function as170

cluster heads and miner nodes for lower-layer nodes. Layer 3 encompasses
cloud storage and controller nodes. It’s essential to note that while RSUs
engage in centralized communication with vehicles, they also communicate
with other controller nodes and RSUs through local blockchains. Their roles
span both Layer 1 and Layer 2 nodes. Layer 2 nodes can securely transact175

within the blockchain through lightweight consensus mechanisms, executing
a locally enabled hyperledger fabric blockchain. Similarly, controller nodes
act as intermediaries, connecting cloud storage through the global blockchain
and Layer 2 nodes through the local blockchain, as shown in Figure 1. Figure
2 presents the data flow.180

In accordance with Algorithm 1, we conducted validation of a list of
neighbours, each contributing a node to the blockchain network. In this
context, each pair of nodes is tasked with computing the initial point of in-
teraction. Hence, these nodes serve in dual roles, operating as both Layer 2
and Layer 3 nodes. The implementation of stringent security regulations at185

the high-level layers and the integration of the global blockchain ensure the
highest level of anonymity and user security. It is assumed that all controller
nodes, vehicle nodes, and cluster heads have a reliable 5G cellular connec-
tion. To facilitate the decentralized blockchain techniques at Layers 2 and 3,
both controller nodes and RSUs possess sufficient processing capabilities with190

dedicated servers and CPUs, complementing the existing robust architecture
of the cloud storage resources.
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Figure 1: The Proposed Multi-layer Framework
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Figure 2: The Proposed Block Transaction

Algorithm 1 BC Network Neighbours Validated

function: safeNodeBC(i, N)
output: Validated Neighbours
procedure:

1: adj.n∗[i].node← create an empty sorted list of adjacency nodes
2: for each j in n∗ ∈ N , where ∗ = 1, . . . , n and j ̸= i do
3: tp1i,j ← Calculate the first point of time for communication

4: if tp1i,j == tpmax

i,j and T i
exi == T j

exj
then

5: PA
i,j(t) = 1

6: PC
σi(t, N) = PC

σi(t, N \ {j})
7: TA

(i,j) = TA
(i−1,j−1) {{i, j}};∀i ̸= j

8: else
9: PA

(i,j)(t) = 0

10: PC
σi(t, N) = PC

σi(t, N)
11: TA

(i,j) = TA
(i−1,j−1)

12: return adj.n∗

Figure 3 illustrates the network topology, depicting the relational struc-
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ture among the nodes, while Figure 4 showcases the proposed framework
with interconnected blockchains equipped with Physical Unclonable Func-195

tions (PUFs) [30]. These blockchains are connected over the Internet, with
an RSU serving as the cluster head within a regional cluster. To ensure the
security of every communication, a session key is employed. This session
key is a unique key with a specific ID and a defined validity period. Secure
communication entails the use of cryptographic keys for processes such as200

encryption, decryption, and message verification.
Authentication services within the Hyperledger network are provided by a

Membership Service Provider (MSP), which also handles duel game authenti-
cation services. The MSP takes responsibility for all cryptographic methods
and mechanisms employed in the issuance and authentication of users and205

certificates.

Figure 3: Relational Structure among Network Components with Authentication mecha-
nism

The MSP plays a crucial role in verifying the identification of nodes within
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the Hyperledger network. The Hyperledger protocol is efficiently governed by
organizations, which oversee network members through MSP. Dedicated or
private channels are employed to establish connections between various seg-210

ments of the network, facilitating interactions. Committers are responsible
for confirming and updating the shared ledger. Transactions, utilized for data
gathering and transfer, form the foundation of the Hyperledger Blockchain.
Smart contracts are used to define transaction terms. In some peer-to-peer
communications, the ordering cluster manages queue orders and interactions.215

The ordering service is responsible for creating transactions and broadcasting
them alongside messages. Several factors, such as network topology, influ-
ence the assignment of vehicles within the blockchain network as committers
or endorsers.

In Layer 3, the controller nodes take on the role of administrators for220

specific RSUs, akin to how a cloud server operates. These controller nodes
oversee devices, respond to queries, and generate data. While the credi-
ble nodes in this layer possess significant computing capabilities, they have
limitations in processing power. To address this, the global blockchain is
employed to introduce more secure asymmetric cryptography algorithms in225

this layer. Data integrity is guaranteed through a blockchain-based system
that prioritizes security and privacy [31].

In the upper layers, there is no central node, and devices maintain data
independence. Transactions between nodes at this level are recorded in the
blockchain network. Blockchain-based communications with certificates fa-230

cilitate interactions between computational edge nodes and controller nodes.
Smart contracts manage certification distribution within the blockchain, es-
tablishing a secure connection among the layer’s nodes. It’s essential for
controller nodes to sign the certificates. Through a blockchain-based ap-
proach, both controller nodes and connected cloud storage can collaborate235

to instil greater confidence in the entities involved. When controller nodes
interact with other nodes within independent clusters, trust levels increase.

During the updating of the global and local blockchains, special consid-
eration is given to potential anomalies that could arise due to a swift com-
putational attacker leveraging the duel game framework. To address this, all240

global and local nodes contributing to the blockchain networks must authen-
ticate their neighbours using Algorithm 2, which maintains a list of these
neighbours.

11



Figure 4: Authentication With Physical Unclonable Functions

4. Experimental Results

4.1. Simulation Scenario245

Algorithm 2 illustrates the simulation of the proposed model, which in-
volves a set of RSU nodes denoted as R and a set of vehicles represented
as v. At the initialization stage, each vehicle node possesses its individ-
ual blockchain account and utilizes contracts for communication with other
nodes. Importantly, all RSU nodes maintain a synchronized blockchain snap-250

shot with their peers.
Throughout the lifecycle of the process, as interactions are transmitted,

the algorithm demonstrates the information flow pattern that vehicles employ
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to interact with the contract. This contract, in turn, connects with the
blockchain through RSUs.255

Algorithm 2 Framework Simulated

1: while simulation do
2: for i ∈ r∗, r∗ ∈ R for all ∗ = 1, 2, 3, ..., n do
3: Call Algorithm 1
4: for j in i do
5: xi ∗ [j].node← compile contract
6: xi ∗ [j].node← deploy
7: for i in v∗, v∗ ∈ V for all ∗ = 1, 2, 3, ..., n do
8: Call Equation1

9: Update Network
10: for i in x∗, x∗ ∈ (v∗, r∗) do
11: for j in adj.m∗,m∗ ∈ N for all ∗ = 1, 2, 3, ..., n do
12: if Algorithm1(newv) then
13: Call Equation1
14: contract← sendMessage() ← v∗[i].node
15: r ∗ [j].node← contract← v∗[i].node
16: while msgrequest(v∗[i].node) == 1 do
17: for k in v∗, v∗ ∈ V for all ∗ = 1, 2, 3, ..., n do
18: if v∗[k].cert == true then
19: v ∗ [k].cert← Permission
20: Generate v ∗ [k].ID
21: for m in k do
22: vi ∗ [m].node← compile contract
23: vi ∗ [m].node← deploy
24: vi ∗ [m].predecessor = null
25: vi∗[m].node.successor = reg veh.find suc(v)
26: sp = {vk ∗ [m].predecessor, vk ∗ [m].node.successor}
27: if sp ∈ (v, vk ∗ [m].node.successor) then
28: sp = vk ∗ [m].node.successor

min rµ =
∑
r∈R

rιrt

[
1 +

(
rι
rc

)rq]/
TxN (1)

The detailed information on the parameters utilised in the simulation is
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shown in Table 1.

Table 1: Parameters Considered for Simulation
Parameter Year
Speed of the Vehicle 10 – 80 km/hr
Number of Vehicles 1100
Communication Range of the Vehicles 400 m
Communication Range of the RSUs 1100 m
Routing Protocol used AODV
The Simulation Time 1100 seconds
Wireless Protocol used 802.11a
Area covered 12 km2

4.2. Performance Analysis

a. Initial Setup

To demonstrate the practicality of the proposed blockchain framework,260

we conducted simulation experiments in three different contexts asso-
ciated with each layer in the network. In Layer 1, the implementation
comprises two parts. The first part involves the authorization and
registration of new vehicles using the Physical Unclonable Function
(PUF) paradigm. The second part involves connecting to a blockchain265

network structured through Chord. In Layer 2, RSUs, APIs, and con-
troller nodes are executed. In Layer 3, the deployment simulator for the
global blockchain compares Hyperledger Fabric and Ethereum metrics.

The registration of the cluster head begins with the first stage, imple-
mented in Java, followed by the execution of the PUF framework in270

Matlab. This framework allows clients to become authorized through
the cluster head. Node.js is then used to operate the client and server
entities, while Python is employed for the peer and client components.
Privileged vehicles within the Chord ring can communicate with each
other using the peer network. In the Chord framework, each node is275

aware of its successors and predecessors. A Vehicle ID (VID) is gen-
erated for every vehicle upon joining the Chord network. For new
nodes to enter the ring, they must initially communicate with active
nodes and select their successors. To avoid linear search, each node
must maintain a name table with ’i’ entries, where ’i’ represents the280
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bit length of the hash keys. The nth node in the network identifies a
descendant for the entry of node ’x’ as ((x + 2n − 1)modc), where ’c’
represents the Chord ring size and ensures nodes efficiently find their
successors or predecessors based on network location. Nodes that have
recently joined the network and nodes that fail or leave are managed285

by the Chord protocol. Node descendant pointers are monitored using
a basic stabilization process to ensure the accuracy of query execution
during lookups. The entries in the name table are swiftly and accu-
rately verified and updated through the pointers to the descendants.
If nodes are removed from the Chord ring due to failures, a lookup290

initiated before the stabilization is completed can exhibit one of three
behaviours. In the first scenario, which is the most accurate, lookups
take O(log n) steps to identify the true successor within all name table
entries. In the second scenario, there are valid descendant pointers but
incorrect names, resulting in accurate lookups that take slightly more295

time. In the third scenario, regional nodes may have incorrect keys or
successor pointers that have not yet transitioned to the newly joined
nodes, leading to a failed lookup.

It is important to note that vehicles are assumed to have PUFs linked
to CRPs in Layer 1 of the network. Solidity, a language for smart300

contracts, was used to create the enforcer contract. Python v.3.7.3 was
employed to develop the dPoW (delegated Proof of Work) consensus
framework and establish the network structure of the IoV-blockchain.
The integrated programming environment Remix, designed for Solidity,
was used in writing and constructing the smart contract. Additionally,305

a small amount of web3.js was used for the vehicle nodes and RSUs.
Web3.js provides a set of libraries for interacting with an Ethereum
node via HTTP, WebSocket, or IPC protocols.

b. Framework Evaluation

Omnet++ simulations were employed to evaluate the time overhead310

and energy usage of controller nodes and RSUs. In the branched
blockchain, RSUs were identified as the most resource-intensive com-
ponents, while in the local blockchain, controller nodes exhibited the
highest energy consumption due to their role in processing interac-
tions, executing numerous asymmetric and symmetric encryption, and315

hashing functions. Among the Layer 1 vehicles, symmetric encryp-
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tion emerged as the most computationally demanding function, with
the majority of vehicles capable of executing this function. To assess
the framework’s overhead, it was compared to a baseline method with
identical transaction flow but requiring no encryption, ledger, or hash-320

ing. In the simulations, IPv6 served as the primary communication
framework to meet resource limits.

The RSUs collected data from 15 z1-mote sensors within a 20-second
interval, which was mimicked for the vehicles. The results were aver-
aged over approximately five minutes of simulation time. A controller325

node, directly connected to RSUs, stored the data and then transferred
it to the cloud via another controller node, providing a comprehensive
understanding of the system’s operations. Two distinct traffic flow
patterns for stored transactions were simulated. In the first scenario,
cloud storage was regularly backed up by vehicles. In the second sce-330

nario, data was stored by a vehicle after receiving a query from another
network vehicle. Table I presents detailed information regarding the
parameters utilized in the simulation.

Additional evaluation criteria encompass the overall packet overhead
and the percentage of successful assaults and attacks [32, 33]. In the335

worst-case scenario, a credible controller node with a substantial block
history and high trust level generates a new block containing a sin-
gle fraudulent transaction. A successful attack occurs when the forged
block remains undetected by honest and trustworthy RSUs and con-
troller nodes throughout the twenty simulations. Compared to a base-340

line where the constructed overlay network resembles Ethereum, the
proposed framework exhibits reduced packet overhead.

Figures 5 and 6 depict the results of energy usage, and Figure 7 illus-
trates the energy comparison with existing cutting-edge research. The
proposed framework primarily consumes energy for three fundamental345

operations: CPU usage, packet listening, and packet transmission. Due
to the additional hashing and encryption requirements, the suggested
framework generates longer packets, resulting in a twofold increase in
energy consumption for transmission. It’s worth noting that our anal-
ysis assumes that the radio is never turned off. If the radio is intermit-350

tently switched off to conserve energy, the relative listening overhead
would increase.
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Figure 5: Packet flow comparison with baseline w.r.t. controller nodes for 1500 vehicles

Figure 6: Energy usage for Packet flow comparison with baseline w.r.t. controller nodes
for 1500 vehicles
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Figure 7: Computation Overhead Relative Comparison

5. Conclusion and Future Work

The self-organization and transparency of the Internet of Vehicles (IoV)
make it susceptible to malicious attacks and assaults. This paper presents355

a game theory-based blockchain authentication method to enhance IoV se-
curity. It employs Physical Unclonable Functions (PUFs), a delegated Proof
of Work (dPOW) consensus mechanism, and duel gaming to ensure vehicle
authentication from the initial entry to movement across different regions
without delay. The framework’s credibility is reinforced through a Con-360

fidentiality, Integrity, and Authenticity (CIA) security analysis. A rigorous
examination reveals that, when compared to existing competing systems, the
proposed method offers superior functionality, enhanced security, improved
communication, and reduced computational costs.

This paper contributes in three significant ways. First, it introduces an365

enhanced security mechanism based on duel gaming authentication, blockchain,
and PUFs. Second, it introduces a lightweight, physical-layer-compatible
”branched blockchain” that evolves into a local blockchain aligned with Hy-
perledger Fabric (HLF) in Layer 2 and a global blockchain based on Ethereum
in Layer 3. Third, it addresses side channel and physical cloning attacks. The370

duel game-based authentication technique proposed here can potentially pro-
vide a robust defense against future quantum computing challenges, in addi-
tion to the use of lattice cryptography.
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While the integration of the Internet of Things (IoT) with IoV offers a
wide range of applications, it also presents numerous challenges related to375

privacy, security, and human-device interfaces. Dealing with the diversity and
volume of data, the absence of standardized designs, and scalability issues
are among the challenges faced by IoV. Reducing latency and increasing
bandwidth are essential for the network’s structure.
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