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‘Maddie is Online’: The ethics of online safety and security. An innovative co-creation cartoon story-
telling project with schools 

 

Konstantina Martzoukou 

‘Maddie is online’  is an innovative educational project that uses creative storytelling to produce 
learning and teaching material for everyone involved the education, support and safeguarding of 
children (aged 9-13 years old). It focuses on the development of online information, digital and media 
literacy skills through digital cartoon animated stories, drawing attention to critical issues of online 
connectivity, in a way that is fun and engaging and linking to children’s and young peoples’ own online 
experiences within everyday life. At the heart of the project is co-creation, via active learner 
involvement, working closely with young people and engaging them in critical dialogue. This approach 
invites learners’ perspectives, motivates dialogue, and enhances learners’ feelings of engagement with 
the topics explored, as well as creates a sense of ownership and student empowerment (Cook-Sather 
et al., 2014). It also supports learners’ belongingness (Bovill, 2017) and an inclusive approach to 
engaging with the student voice, empowering learners’ agency. The participatory design and collective 
learning approach helps learners to identify digital skills areas of importance to them, based on their 
own learning trajectories and creates the foundations for fostering the importance of critical reflection.   

Currently, there are four series in the project, online resilience misinformation, copyright, and the 
ethics of online safety and security (Martzoukou et al, 2023). This paper offers an overview of Series 
4, funded by the Scottish Government (and supported by Digital Xtra Fund). The project engaged 8 
teachers and 49 pupils (12 and 13-year-olds) who produced stories and animated cartoon video 
teaching resources on the theme, following the Scottish Government (2021; 2022) Ethical Digital 
Nation strategy. Series four included five themes: ‘Online Behaviours’, ‘The Internet of Things’, ‘Online 
Terms and Conditions’, ‘Identifying Phishing and Scams’ and ‘Private and Personal Information’. 

 
The project initially sought creative student teams (third level - S1 and S2) from schools across Scotland 
to write a short story of around 500 words on one of the above themes. Young people who participated 
in this project examined aspects of users, privacy and choice which are three of the “Pillars of Trust” 
for the Scottish Government as part of growing up as a ‘Ethical Digital Nation’ (Scottish Government, 
2022). Online ethics in our project was concerned with behaviour, activities and decisions related to 
the digital world, when collecting, storing, publishing, communicating, using and sharing information. 
A total of twenty-five stories were submitted, and five stories were short-listed with the purpose of 
converting them into cartoon animated educational videos, co-produced with the teams of young 
people. The animated stories were included into an educational toolkit which addresses the ethics of 
online safety and security and includes ‘Lead in Questions’, an ‘Activity Plan’, ‘Ideas for Educators’ and 
‘Did you Know’ sections, where learning outcomes, activities, and learning resources are introduced. 
The final project outcomes are freely available via ‘Maddie is Online’ bookshelf. The project also 
offered six online safety and security workshops and two career talks on online gaming and ethical 
hacking with total engagement of 502 national and international participants. 
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SERIES 4 ‘ETHICS OF ONLINE SAFETY AND SECURITY’



DIGITAL ETHICAL NATION 

In 2022 the Scottish Government 
appointed a National Digital Ethics 
Expert Group: recommendations for 
becoming an Ethical Digital Nation and 
developing a Scottish digital ethics 
framework. 

The framework utilises the Objects of 
Trust tool to guide policy makers, tech 
companies, and other private and 
public bodies in the creation of digital 
products and services informed by 
ethical principles. 



THEME 1 – ONLINE BEHAVIOURS
online behaviours that may result in risk of harm to 
others
private versus public ideas of personal data on social 
media

THEME 2 - THE INTERNET OF THINGS
how different devices can collect and share data 
about people with or without their knowledge

THEME 3 - UNDERSTANDING ONLINE TERMS AND 
CONDITIONS
making safe and age-appropriate choices of online 
tools, apps and services
browsing the Internet safely, e.g., online consent, 
understanding digital cookies

THEME 4 - IDENTIFYING ONLINE SCAMS/PHISHING AND 
FRAUDULENT WEBSITES AND DIGITAL MESSAGES

how a device - computer, laptop, webcams, phones etc. can 
get hacked

THEME 5 - PRIVATE AND PERSONAL INFORMATION

protecting personal data/information online

data handling and privacy

setting up strong passwords

keeping devices up-to-date and backing up data

SERIES 4 ‘ETHICS OF ONLINE SAFETY AND SECURITY’



Digital Literacy Scottish Curriculum for Excellence

The competition addressed ‘Experiences and Outcomes’ within the 
following ‘Digital Literacy’ Third Level Technologies curriculum organisers:

• Using digital products and services in a variety of contexts to 
achieve a purposeful outcome.

• Cyber resilience and internet safety.

• Awareness of technological developments (Past, Present and 
Future), including how they work.

• Impact, contribution, and relationship of technologies on 
business, the economy, politics, and the environment.

‘Maddie is online’ supports the Scottish Governments ‘Getting it Right for 
Every Child (GIFFEC) policy and the United Nations Convention of the 
Rights of the Child (UNCRC). 

SERIES 4 ‘ETHICS OF ONLINE SAFETY AND SECURITY’
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KEY ACCOMPLISHMENTS 
• Series 4 was co-produced with 8 teachers and 49 pupils (12 and 13-

years), offering 6 online safety and security workshops and 2 career 
talks on online gaming and ethical hacking with 502 participants 

• The work was circulated by Police Scotland staff to the Children and 
Young People team and the local Crime Reduction Officers and the 
Cybercrime Unit It been circulated to students and staff in nursing by 
Augusta Georgia University  USA

• It was endorsed by The Queen's Nursing Institute Scotland and 
the School and Public Health Nurses Association (SAPHNA).

• The work was presented to 150 nurses (‘UK wide Community Children’s 
Nursing online forum’). 

• RGU is the first university in Scotland to include the  online safety 
resources in its Nursing MSc Advancing Practice.

• The work was featured on BBC and large newspapers such as ‘The 
Scotsman’

http://www.qnis.org.uk/
http://saphna.co/
http://www.rgu.ac.uk/study/courses/964-pgcert-pgdip-msc-advancing-practice
https://www.scotsman.com/news/people/rgu-launches-project-to-improve-online-safety-for-young-people-4018347
https://www.scotsman.com/news/people/rgu-launches-project-to-improve-online-safety-for-young-people-4018347




TEACHER FEEDBACK

“A real-life focus on the ethical dimension…and allowed 
them to think” how “they can stay safe online 
themselves” (Maria Murphy, Principal Teacher). 

Pupils worked “creatively together in an authentic 
interdisciplinary challenge, across both English and 
Literacy and Computing” (Susan Brownlie, Teacher of 
English) 
Developed “digital resilience, increased confidence” 
promoting “online safety & security within the rural 
northeast of Scotland.” (Ewan Armstrong, Principal 
Teacher). 



PUPIL FEEDBACK
“This opportunity has helped me both with my story writing and computing skills. I’ve also learned 
more about how to avoid getting scammed online and I hope our animated stories can help other 
pupils learn more about avoiding this happening to them too”.  David McElwee

“This whole experience has really taught me to think about what I do online and to learn more about 
Cyber Security “in a fun way. I loved taking part and my teamwork skills have improved too”.  Liam Roe

“Taking part with my group has helped us learn to animate a story we’ve created together and to keep 
myself safer online. People can get easily scammed and it’s important we know how to prevent it”.  
Aiden Kurdell

“I have really enjoyed this experience, particularly working in a group with other pupils in my class and 
getting the chance to learn how to animate our own story. I hope what we’ve produced helps other 
young people learn about sc”amming and how to stop it happening to them. That would really be 
good!” Rory Kyle

“I never thought we’d get so far in this competition and it has been a lot bigger than we imagined it 
would be but it has also been great fun to take part in. It’s been educational but in a really enjoyable 
way and we learned new skills together. We’ve learned to animate and make decisions as a team. 
We’ve also learned a lot about online safety and the steps we can take to avoid being taken in and 
scammed”. Ava Hetherington
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