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Abstract—Mobile banking plays a crucial role in Sri Lanka's
financial sector, offering convenience through self-service
technologies. Despite its rapid adoption, concerns about security
continue to affect customer trust, underscoring the critical need
for enhanced protections and user experience. This study
examines the security vulnerabilities present in mobile banking
applications in Sri Lanka, evaluating their compliance with
established security standards and the effectiveness of their
security measures. Utilizing a quantitative methodology, the
research employed the Mobile Security Framework (MobSF) to
conduct static analysis on 17 mobile banking and digital wallet
applications, selected to comprehensively represent nearly all
mobile banking apps available in Sri Lanka. The findings reveal
significant security flaws, including weak encryption methods,
insecure data storage practices, and the absence of runtime
integrity checks, resulting in widespread deviation from best
practices. Most applications were classified as medium risk due
to notable vulnerabilities. The research underscores the need for
enhanced security protocols to safeguard user data, uphold
customer trust, and ensure compliance with regulatory
standards. It also identifies key areas for future research,
including the integration of dynamic analysis, implementing
real-time threat monitoring, and improving user awareness to
mitigate risks and enhance the security landscape of mobile
banking in Sri Lanka.

Keywords—Android Security Vulnerabilities, Data Protection,
Encryption Practices, Mobile Banking, Mobile Security
Framework

I. INTRODUCTION

Mobile banking has become a cornerstone of Sri Lanka's
financial sector, fueled by advancements in Information and
Communication Technology [1]. Despite rapid adoption and
the convenience of self-service technologies, concerns about
security continue to impact customer satisfaction and trust [2].
App instability, poor customer service, and functional errors
further highlight the need to enhance user experience [3] [4].

Banks in Sri Lanka promote Mobile Banking Services
(MBS) through social media and television, but interpersonal
communication remains the most effective way to build
customer trust and drive adoption [1]. During the pandemic,
health consciousness significantly influenced intentions
toward mobile payments, presenting an opportunity for
targeted campaigns [6]. Additionally, perceived risk and trust
are key factors shaping public intentions toward Mobile

Money Transactions (MMT), highlighting the importance of
minimizing risks and fostering trust [2].

The introduction of innovative mobile money interfaces in
Sri Lanka has shown mixed success in increasing savings
deposits [7]. Addressing these challenges and capitalizing on
opportunities are critical for sustaining the growth of mobile
banking in the country [8].

Application security plays a crucial role in safeguarding
user data and maintaining trust in digital transactions.
Research emphasizes that application security significantly
influences user trust in digital payments, highlighting the
importance of secure platforms in prevent hacking, fraud, and
phishing [9]. Organizations focus on application security to
prevent data theft and minimize vulnerabilities, encompassing
hardware, software, and procedures [10]. The increasing risks
of unauthorized access and data misuse further stress the need
for robust security measures to protect personal information,
uphold privacy, and maintain public trust [11]. Implementing
advanced data protection systems, such as utilizing blockchain
technology for field-level encryption, enhances security
without requiring extensive modifications to existing
applications, ensuring comprehensive data protection and user
trust [12].

Despite the availability of mobile banking systems, only
40% of users in Sri Lanka utilize them, primarily due to
security concerns [13]. Factors influencing customers'
behavioral intention to use mobile banking services in Sri
Lanka include Perceived Trust (PT) and Perceived
Compatibility (PC), with PT being identified as the strongest
influencer [14]. Additionally, a study on Sri Lankan mobile
banking apps revealed that unstable versions after updates,
poor customer service, and functional errors contribute to
customer dissatisfaction, impacting app ratings [4].
Furthermore, a broader study on banking apps highlighted
numerous vulnerabilities in such applications, emphasizing
the need for enhanced security measures and effective
vulnerability detection tools to address these issues [15].

The objective of this study is to evaluate security
vulnerabilities in Sri Lankan mobile banking applications,
assess existing security measures, and benchmark them
against industry standards. By identifying common issues, the
study aims to provide actionable recommendations for
enhancing app security. The paper is organized into several
sections: it begins with an introduction to the importance of



mobile banking in Sri Lanka and the role of application
security in protecting user data. It then reviews related works
on global security issues, specific challenges in Sri Lankan
applications, and key security frameworks and measures. The
methodology section details the research approach, data
collection methods, and analysis techniques used in the study.
Following this, the analysis and findings section presents the
results of evaluating 17 mobile banking applications,
highlighting identified vulnerabilities and their implications.
The discussion section compares these findings with best
practices, explores challenges in mobile banking security, and
assesses the impact on the banking sector. Finally, the
conclusion summarizes the key findings, discusses their
significance, and outlines future research directions to
improve mobile banking security in Sri Lanka.

II.  RELATED WORK

A. Common security issues faced by mobile banking
applications

Research indicates that common security issues in mobile
banking applications include information leakage,
cryptography vulnerabilities, insecure SSL implementation,
and poor code quality. Specific vulnerabilities such as wrong
default permissions, cleartext storage of sensitive information,
and the use of weak cryptographic algorithms are frequently
identified [16][17][18]. Threats from malware and
unauthorized access to personal and financial data arise from
lapses in mobile security, highlight the need for robust
security measures [19][20]. Additionally, outdated app
versions and third-party libraries are vulnerable, emphasizing
the importance of regular updates and patches to mitigate
vulnerabilities [18]. In Sri Lanka, challenges such as poor
communication of mobile banking services and lack of value-
added propositions limit broader adoption, necessitating
solutions to improve security, usability, and trustworthiness

[1].

B. The key security frameworks and standards for mobile
banking applications

Key Security frameworks for mobile banking include a
comprehensive 26-criteria framework for Android banking
applications, covering device security and cryptographic
requirements [25]. Additionally, a mobile banking customer
security model has been assessed as technically trustworthy
[26]. Threat mapping and behavioral biometrics, such as touch
dynamics, are employed for proactive threat mitigation and
secure user authentication [19][27]. Furthermore, a
blockchain-based framework incorporating multi-level
authentication and two-factor authentication (2FA) has been
suggested to enhance security in privacy-sensitive banking
applications [28].

C. Common security measures employed by banks to
protect mobile applications

Banks employ several critical security measures to ensure
the safety of mobile applications such as certificate pinning to
prevent man-in-the-middle (MITM) attacks [16], multi-level
authentication, and 2FA for secure transactions [29]. Existing
measures like hashing, role-based authentication, and
preventing SQL injection ensure the Confidentiality, Integrity,
and Availability (CIA) triad [30]. Additionally, secure coding
practices, strong encryption algorithms, and proper storage for
sensitive data mitigate vulnerabilities [16][20]. Banks also
rely on encryption protocols managed by trusted servers,

ensuring secure communication across different device
applications while isolating roles within a defined security
perimeter [31].

D. The Role of User Education and Emerging Technologies

Additionally, user education and awareness are vital in
reducing security threats. Educating users about potential risks
and safe practices can significantly mitigate behavior-driven
vulnerabilities [19][24]. Emerging technologies like AI/ML
and blockchain offer advanced security enhancements, though
their integration requires balancing security measures with
user convenience to avoid disrupting the overall experience
[12][28][30]. These innovations, coupled with informed user
behavior, are critical for strengthening security and promoting
the adoption of mobile banking services.

Research must address regulatory changes and develop
effective educational programs to improve user behavior and
security awareness [22][23]. Additionally, regional-specific
studies can address vulnerabilities unique to Sri Lanka,
considering local cultural, technological, and economic
factors [1][3]. Emerging technologies like AI/ML and
blockchain offer advanced solutions for threat detection and
secure transactions. Designing user-friendly security
solutions, enabled by emerging technologies, present
significant opportunities for innovation [12][28][31].

III. METHODOLOGY

This section outlines the research methodology employed
in assessing the security vulnerabilities of mobile banking
applications in Sri Lanka. The study adopted a quantitative
approach, utilizing static analysis tools to evaluate the security
levels of 17 banking and digital wallet apps. The applications
analyzed include those from both government and private
sector banks, ensuring comprehensive coverage of nearly all
mobile banking applications available in Sri Lanka. The
applications analyzed include those from both government
and private sector banks. The primary objective was to
identify common security issues and assess the overall
security posture of these apps. For ethical reasons, code names
(e.g., B1, B2) were used instead of actual app names.

A. Research Approach

The research followed a quantitative approach, focusing
on the systematic measurement and statistical analysis of data
collected from the applications. This approach was selected to
provide an objective assessment of the security vulnerabilities
present in the apps. By leveraging quantitative methods, the
study aimed to derive statistically significant conclusions that
could inform stakeholders about prevalent security issues in
mobile banking applications.

B. Data Collection

The data collection process involved downloading the
latest versions of the 17 banking and digital wallet apps
directly from the Google Play Store. Only Android
applications were considered for this study due to the
widespread use of Android devices in Sri Lanka. This
selection ensures the relevance and applicability of the
findings to the most commonly used platform in the region,
thus enhancing the impact of the study.

C. Tools and Techniques

Static analysis tools were employed, with the Mobile
Security Framework (MobSF) being the primary tool



utilized. MobSF, a widely recognized framework for
assessing mobile application security, offers comprehensive
analytical capabilities that were leveraged in this study.

D. Analysis Process

The analysis process was systematically structured to
ensure a thorough evaluation of the mobile banking
applications. Initially, the selected applications were
downloaded from the Google Play Store, ensuring that the
latest versions were analyzed. Each app was then subjected to
static analysis using the Mobile Security Framework
(MobSF). This static analysis encompassed several critical
security aspects, including data encryption, secure storage,
and application permissions, providing a comprehensive
assessment of the app's security features. The results were
carefully recorded in a specific structure to make sure that they
could later be codified based on the applications’ compliance
with the rules. Moreover, a MobSF 100-point scoring system
was proposed that should allow for the quantification of the
applications’ security quality.

In the case of the performed analysis, several static tools
were used, which, however, were centered around the Mobile
Security Framework. This is a relatively random tool that was
chosen for the research because of its complexity. Thus, the
analysis involved:

First, Code analysis involves the careful examination of
the app’s source code to identify relatively common and
critical vulnerabilities, such as hard-coded keys, improper
encryption, and data leakage. Thus, the analysis was supposed
to render the basic weaknesses in the design of the
applications.

Second, Permission analysis aims to arrive at a better
understanding of the applications’ design process by bringing
to the fore unnecessary and dangerous permissions that the
application requests. Thus, this part of the analysis is supposed
to reveal potential threats to the users’ privacy.

Third, Security configurations, such as SSL/TLS, and
secure storage. The analysis of these factors was supposed to
determine whether the apps live up to the best security
practices. The role of the Mobile Security Framework can be
defined by the fact that it is effective in detecting a broad range
of different vulnerabilities. Moreover, it, unlike some other
static analysis tools, does not rely on sources and products it
must have in its main base, allowing for a more independent
and broad analysis of the applications. Finally, in the
framework of the performed research, the tools were used
based on their accepting non-proprietary access to the code
base.

Given the requirements of ethical standards, the research
used the practice where the apps’ names are replaced with
“B1” and “B2”. This practice was used to prevent public
access to sensitive information regarding the flaws of specific
applications.

E. Limitations and Future Work

The study provides valuable insights into the security
vulnerabilities of Sri Lankan mobile banking applications, but
it has certain limitations. First, the analysis was limited to
static analysis using the Mobile Security Framework
(MobSF), which does not capture runtime vulnerabilities or
dynamic threats. Future research should integrate dynamic
analysis for a more comprehensive assessment. Second, the

study focused exclusively on Android applications, leaving
i0S and other platforms unexplored. Expanding the scope to
include 10S applications would provide a more
comprehensive understanding of cross-platform security
challenges. Third, the analysis was based on the app versions
available at the time of the study, and newer versions may
have different security postures. Longitudinal studies tracking
security improvements over time would offer more robust
insights. Finally, the study did not consider user behavior or
security awareness, which are critical factors in mitigating
risks. Future research should explore the impact of user
education programs on improving security practices.

Future work should focus on several key areas. First,
combining static and dynamic analysis techniques will
provide a more holistic evaluation of mobile banking
applications. Second, developing real-time monitoring tools to
detect and mitigate emerging threats is essential for enhancing
security. Third, pilot studies on user behavior and the
effectiveness of educational initiatives can help identify gaps
in security awareness. Fourth, expanding research to include
i0S applications and other platforms will address cross-
platform security challenges. Finally, exploring the impact of
regulatory changes on mobile banking security and assessing
compliance measures will provide valuable insights for
policymakers and financial institutions.

IV. ANALYSIS AND FINDINGS

A. Vulnerability Identification

As the analysis of 17 mobile banking applications showed,
many different security vulnerabilities could be defined in
their functioning. Thus, security vulnerabilities encountered
can be categorized into compliant and non-compliant. The key
vulnerabilities include insecure data transmission, insecure
data storage, poor encryption passing, lack of runtime
integrity verification, and poor Ul pass. Hence, the analysis of
these applications revealed that online banking applications
keep transmitting sensitive data without proper encryption
protection as MITM attacks can decipher the data within the
shortest period passing. It may be explained by the fact that
many applications keep storing sensitive data in plaintext in
internal storage, external storage, log files, and cache files,
which makes it easy for an attacker to access and mode if the
mobile device is compromised. The mobile applications were
found to use outdated and weak encryption means, such as
ECB mode and hardcoded keys frequently. Furthermore, most
apps fail to use secure random values for their random I'Vs in
CBC encryption. Besides, there are no runtime integrity
verification checks in most apps, continuous uses. Poor Ul
pass is another significant problem as many applications have
no method to turn off Ul screenshots and no method to handle
Ul security.

B. Assessment of Security Measures

The presented applications have been assessed as to
whether the implemented security measures are effective at
protecting user data and ensuring the integrity of applications.
The method of assessment has been based on how properly
the encryption has been used, the means of data protection
have been implemented, and the authentication and access
control measures have been employed. It is evident that most
applications use some form of encryption, yet the quality and
ways of its implementation vary widely. It is generally
important for the safety of sensitive data that it be encrypted
both at rest and in use, yet this requirement has not been met



in the majority of applications. The appropriateness of data
protection means has also been explored, including using
SharedPreferences in private mode. The assessment has
revealed that not all applications follow best practices in this
regard. Lastly, the means of access identification and control
have been explored, with the samples including limiting the
number of attempts at login and limiting the access of the
administrative method. The respective assessment has shown
that these measures are also applied variably.

C. Security Level Determination

The assessment of the overall security level of each
application was made based on the quantity and severity of
vulnerabilities found. The identified features are classified
into three risk levels according to MobSF: Low Risk, Medium
Risk, and High Risk. The assessment was made using the
scoring system based on the number of running compliant and
non-compliant features of applications. Low-risk applications
were found to possess a large number of existing compliant
features and a small number of critical outstanding
vulnerabilities, indicating a relatively strong security posture.
Medium-risk applications had fewer compliant security
features than low-risk ones and exhibited a moderate level of
vulnerabilities. All other applications, with a high number of
critical vulnerabilities and poor compliance with security
norms, were classified as high-risk.

V. DISCUSSION

A. Challenges in Mobile Banking Security

The analysis also highlights several common challenges
associated with securing the mobile banking application. The
rapid development cycle often requires shortcuts in security
implementation, with developers focusing on delivering
functionality and user experience over security measures
which can lead to major vulnerabilities. The complexity of
mobile ecosystems which includes different devices,
operating systems, and their versions makes it difficult to
maintain consistent security for all users. Depending on the
device, and often on the software version, a mobile banking
application may offer different levels of security. On top of
that, the behavior of a user and their security awareness make
it difficult to maintain security. Users’ limited knowledge of
best security practices, such as recognizing phishing attempts
or using secure networks, may make even properly
implemented security measures ineffective. Another
important challenge to maintain security is the rapidly
changing nature of the threat. Currently, new types of attacks
directed at mobile banking applications, such as malware,
phishing, or social engineering, are being developed, and
maintaining up-to-date security requires implementing
protection that can no longer be secure. Smaller banks and
financial institutions may not have the resources or expertise
needed to implement proper security and may rely on outdated
systems and ineffective practices. Overall, properly
implementing effective measures could help to improve the
security of mobile banking applications through multiple
channels and defend the data delivered through mobile
banking against potential threats that could damage
institutions and lead to user losses.

B. Comparison with Best Practices and Industry Standards

According to the performed analysis, there is a
considerable deviation from established security best practices
and industry standards. In particular, the OWASP Mobile
Security Testing Guide recommends using a strong encryption

algorithm, such as AES with CBC mode, and secure
initialization vectors for the protection of the data at rest and
in transit. However, most applications used old or insecure
methods, such as the ECB mode or hard-coded keys.
Similarly, the industry standard is to keep the data stored
securely, encrypted, and not in plaintext, but this is not being
followed as evidenced by the number of applications that
implemented this method (Fig.1). Additionally, many
comprehensive security features, including integrity checks,
secure generation of random numbers, and proper session
management are standard for a secure mobile application,
mainly when combined with multiple levels of
communication security. However, in most cases, these
features were either inadequately implemented or not
implemented at all.

C. Implications of Findings

The static analysis of 17 mobile banking applications
revealed that all applications contain several severe
vulnerabilities (Table I) that compromise data security. One
major issue is improper data handling, such as storing
sensitive client information in plaintext or implementing
inadequate security measures (Fig. 2). This is critical because
many other vulnerabilities may become significant only when
an attacker gains access to this information. If an attacker
obtains it, they can easily retrieve the client’s data. At the same
time, multiple offensive security scenarios exist where
sensitive information is extremely valuable. In the case of a
data breach, this may cause severe privacy violations, identity
theft, unauthorized fund withdrawals, or even fraudulent
credit applications using the victim’s data. Another
vulnerability is the weak encryption used. While AES-128 is
considered secure, attackers may still breach it relatively
quickly. The lack of proper encryption for data transmission
may lead to a MITM attack, allowing an adversary to interfere
with data transmission. Crypto tokens and the server
certificate should not be compromised, as their breach

Feature Analysis

u of Compliant Applications  w# of Non Compliant Applications

Fig. 1. Feature Compliance Analysis: A comparison of compliant and non-
compliant mobile banking applications based on key security features.



Table 1. Security Assessment Table: Detailed compliance analysis of mobile banking applications
across various security criteria, with an overall risk rating and score for each application.

Criteria

No rooted device

No emulator

Reject self-signed certificates

Verify certificate hostname

Reject expired/revoked certificate

Transmit sensitive data in encrypted form

No sensitive data in plaintext in internal storage

No sensitive data in plaintext in external storage

No sensitive data in plaintext in log files

No sensitive data in plaintext in cache files

Use SharedPreferences in private mode

No hard-coded decryption key

No ECB mode for encryption

Use a random IV for CBC encryption
Use a random salt for PBE

Use more than one thousand iterations for PBE

Use a secure random value
Disable UI screenshots
Obfuscation

No debuggable

No third-party ads libraries

Limit login attempts

Integrity check at runtime

Disable access to application’s content providers

Control of method inputs v

Overall Security Assessment By MobSF(Risk Level) |Medium|Medium|Medium|Medium|Medium| Low | Low |Medium|Medium| Medium | Medium | Medium | Medium | Medium | Medium | Medium | Medium

Score out of 100 by MobSF 46 57 48 47 54 67 65 49 46 58 47 43 52 47 40 46 47
allows attackers to hijack the connection between a user and a VI. CONCLUSION

bank. This, in turn, may enable uncontrolled transactions or
access to sensitive financial data. Finally, the absence of
runtime integrity checks and the presence of a debuggable flag
indicate that the application is accessible by any client and is
not fully secured. This could result in unintended execution,
behavior manipulation, injection of malicious code, or
unauthorized access. Trust-destroying threats may reduce app
compatibility or severely damage the reputation of financial
institutions.

BANKING APP ANALYSIS

Compliant - @Non - Compliant

£

Fig. 2. Application Compliance Analysis: A bar chart illustrating the count
of compliant and non-compliant security features for each analyzed mobile
banking application.

The comprehensive evaluation of 17 mobile banking
applications in Sri Lanka revealed notable security
vulnerabilities across various dimensions. The analysis
indicated widespread non-compliance with fundamental
security practices, including inadequate encryption of
sensitive data, insufficient session management, and poor
coding practices. Identified vulnerabilities comprised the use
of weak encryption methods such as ECB mode and hard-
coded keys, the storage of sensitive information in plaintext,
and a lack of runtime integrity checks. The security
assessment classified most applications as medium risk, with
a few rated as low risk, but none as high risk. This
classification suggests an awareness of security needs, yet
highlights significant areas requiring improvement. The
improper handling of sensitive data, combined with
inadequate protection mechanisms, poses a substantial risk to
user information, potentially exposing it to data breaches,
identity theft, and unauthorized transactions.

The identified vulnerabilities carry critical implications for
both the banking sector and its clientele. The erosion of
customer trust is a significant concern, as these vulnerabilities
can undermine confidence in mobile banking services. Trust
is a fundamental element of financial services, and exposure
of such security weaknesses may lead to reduced adoption
rates, customer dissatisfaction, and potential reputational
damage for the banks involved. Additionally, the lack of
robust security measures may attract regulatory scrutiny and
potential penalties for non-compliance with data protection
laws and industry standards. Financial institutions could also
face legal liabilities in the event of data breaches.
Furthermore, banks that neglect security may experience a
competitive disadvantage, as customers are likely to prefer
institutions that offer stronger security assurances and better
protection of their financial information.




The findings of this study underscore several areas for
further research and development. Combining dynamic and
static analysis can provide a comprehensive evaluation of
mobile banking applications by identifying runtime
vulnerabilities related to network communication and user
interactions. Future research should focus on developing
dynamic monitoring tools to detect and mitigate real-time
threats in mobile banking applications. Additionally, pilot
studies on user behavior can assess the effectiveness of
educational initiatives and identify gaps in security awareness.
Expanding research to include iOS applications and
conducting longitudinal studies to monitor security
improvements over time will provide a more holistic
understanding of mobile banking security. Addressing cross-
platform security challenges, particularly for Android and
108, is essential to ensure consistent security measures and
address device-specific vulnerabilities. By tackling these
challenges, banks can strengthen the security of Sri Lankan
mobile banking applications, safeguard customer data, uphold
trust, and ensure the secure delivery of digital financial
services.
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