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In the era of communication technologies, wireless healthcare networks enable in-
novative applications to enhance the quality of patients’ lives, provide useful mon-

itoring tools for caregivers, and allow timely intervention. However, security concerns
are still holding back the widespread adoption of this promising technology. Insecure
data communication violates the patients’ privacy and may endanger their lives due to
improper medical diagnosis or treatment. Although traditional security countermea-
sures, including authentication, encryption and data integrity are essential to protect
the network from external adversaries, more advanced AI-based security schemes are
necessary to protect the network from internal threats.

This chapter starts with a concise introduction about Wireless Body Area Net-
work (WBAN) complies with the IEEE 802.15.6 standard, which provides the reader
with the necessary information to understand the rest of the contents in this chapter.
Then, WBAN threats and countermeasures are comprehensively researched with a
particular focus on AI enabled methods. The potential attacks are widely investi-
gated. Finally, traditional security countermeasures are discussed, followed by Intru-
sion Detection Systems (IDS) and Trust Management System (TMS).

1.1 INTRODUCTION

A Wireless Body Area Network (WBAN) is a special kind of Wireless Sensor Network
(WSN) used mainly to monitor the body’s physiological signs. It consists of tiny bio-
medical sensor nodes that are distributed either on the human body or implanted
inside it. The first and the only international standard for WBAN is defined in IEEE
802.15.6 [33], which was released in 2012. This standard defines reliable, low power
and short range wireless communications with a vast range of data rates for a variety
of healthcare applications. WBAN supports data rates starting from tens of Kbps
(narrowband) up to 10 Mbps (ultra-wideband).

WBAN provides a promising technology to revolutionize future healthcare ap-
plications by providing real-time monitoring tools for caregivers and allowing timely
medical interventions. Different kinds of sensor nodes, wearable, Implantable Medical
Devices (IDMs) and surrounding nodes are designed to sense the physiological signals
of the human body and forward them to a remote medical server. These periodical
medical readings include a vast range of bio-signals depending on the sensing unit
of the Sensor Node (SN), such as blood pressure, glucose level, Electrocardiogram
(ECG), heart rate, Electromyogram (EMG), body temperature and oxygen satura-
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tion (SpO2). This continuous awareness of the patient’s vital functions provides more
flexibility and mobility to patients and enhances their life quality.

The widespread adoption of this revolutionized technology is driven by several
factors. The rapid growth of the aging population across the globe where it is pro-
jected to reach around 1.5 billion in 2050, which is more than double the number
in 2019 [78]. In the UK, for instance, the aging population over 85 is expected to
double by the mid of 2041 [59]. Moreover, the overall expenditure of healthcare sys-
tems is increasing significantly, and the proportion of overloaded health professionals
is also overgrowing. For instance, around 15% of the health budget is dedicated to
diabetes, which will be one of the most causes of death by 2030 [83]. These reasons
push firmly towards the adoption of this neoteric technology. However, security and
privacy challenges are still holding back the wide adoption of this technology because
any compromise could violate the patient’s privacy and endanger their life. For in-
stance, a sensor node with an insulin pump capability could receive a compromised
order to inject an insulin overdose into the bloodstream. WBAN is vulnerable to vast
kinds of security attacks and misbehavior activities. Although traditional security
countermeasures, such as authentication, encryption and integrity validation, are es-
sential to protect the network from different kinds of threats, they are not enough
to ensure a high level of security and privacy. Therefore, more advanced AI-based
security countermeasures such as Intrusion Detection System (IDS) and Trust Man-
agement System (IDS) are introduced in the literature to enhance the overall security
and protect the network from potential innovative attacks which will be discussed
further throughout this chapter [23].

This chapter sets off by providing an overview of AI in healthcare in section 1.2,
followed by a brief background about WBAN technology in section 1.3. Then, section
1.4 comprehensively presents the WBAN threats and vulnerabilities, while section 1.5
explores different security countermeasures, including secure communication, intru-
sion detection, and trust management.

1.2 AI IN HEALTHCARE

The tremendous development in the field of Artificial Intelligence (AI) opens the door
wide to think about adopting this revolutionized technology for healthcare applica-
tions. Body Sensor Nodes (BSNs) empowered by the advancements of AI are now able
to collect the physiological signs of the human body and provide high-frequency and
high-resolution remote monitoring tools. This technique helps physicians to diagnose,
predict and intervene when necessary. Moreover, the collected healthcare data is used
to spot patterns, predict outcomes, verify hypotheses and optimize operations. For
instance, AI-based prediction models outperform doctors in predicting skin cancers
by analyzing skin lesions using deep Convolutional Neural Networks (CNNs) [15].
Another example, the researcher in [64] built a prediction model to predict bacterial
Urinary Tract Infection (UTI) using a random forest algorithm. They also built a
prescribing policy based on their prediction model to evaluate the physicians’ pre-
scriptions. The prediction model’s performance had an AUC of 0.731, and the results
showed a decrease of 7.42% of antibiotic use in Denmark, a one of the conserva-
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tive countries of antibiotic use, which gives an indicator to better results for other
countries.

Moreover, AI is widely used in protecting healthcare networks from security
breaches [29, 9]. Supervised, unsupervised, and reinforcement learning are all intro-
duced to enhance the overall security of healthcare networks. Supervised algorithms,
such as Support Vector Machine (SVM), random forest and K-Nearest Neighbors
(KNN) are introduced to detect network intrusions and spoofing attacks. The unsu-
pervised learning algorithm, such as k-means clustering, has been used to detect De-
nial of Service (DoS) attacks. Furthermore, reinforcement learning is widely adopted
for security and routing applications.

1.3 WIRELESS BODY AREA NETWORK

The standardization process of wireless sensor networks for healthcare applications
is triggered by projecting its importance and critical role in the near future. There-
fore, the Physical (PHY) and Medium Access Control (MAC) layers are defined in
the IEEE 802.15.6 [33] in order to ensure interoperability amongst devices from dif-
ferent vendors. The standard supports three kinds of physical layers Narrowband
(NB) PHY, Ultra-wideband (UWB) PHY and Human Body Communication (HBC)
PHY, which support different frequency bands and data rates in order to meet the
requirements of different potential applications.

1.3.1 WBAN Topology

Each Body Area Network (BAN) consists of one single sink node and a set of sensor
nodes. The maximum number of nodes within one BAN is specified by 64 in the IEEE
802.15.6 standard. The star topology is adopted in the standard with two kinds of
communications, simple and extended. In the simple one-hop star topology, all nodes
should be within the direct communication range of the sink, while in the extended
two-hop star topology, some nodes relay traffic to others as shown in Fig. 1.1.

WBAN nodes could be classified according to their role, deploying location and
functionality [7]. Based on their roles, sensor nodes could be classified into:

• Hub: It could also be called sink or coordinator. It is the gateway of BAN’s
nodes to other BANs and networks. It usually has superior resources compared
to other nodes as all BAN traffic goes through it.

• Relay node: In the extended star topology, some nodes have the relaying capa-
bility to help nodes that are not in the direct communication range.

• End node: These nodes are designed to sense the bio-signals and report them
to the sink either directly if they are in the direct communication range, or via
relay nodes.
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Figure 1.1 WBAN Topology

1.3.2 WBAN Communication Architecture

There are different tiers of communication in the WBAN ecosystem where AI has
been utilized for security in all these layers. Generally speaking, there are three tiers
of communication although few researchers suggested adding a new tier of com-
munication between nano and micro nodes [79]. However, generally, three tiers of
communication are recognized in the standard of WBAN as follows [54]:

• Tier-1 intra-BAN communication: All the communication within the BAN itself
is regarded as a tier-1 communication, including the communication between
the sensor nodes and the sink, and the communication between the sensor
nodes themselves. The used frequency and data rates vary depending on the
used physical layer.

• Tier-2 inter-BAN communication: The communication between BANs and the
Access Points (APs), and between BANs themselves are regarded as a tier-2 of
communication.

• Tier-3 beyond BAN communication: The communication beyond the WBAN
ecosystem is regarded as a tier-3 of communication, which includes all the
communication between the APs and the remote medical server.

The three tiers of communication are illustrated in Fig. 1.2. The figure shows a
set of in-body and on-body sensor nodes forming two BANs. All sensor nodes can
communicate with the hub directly if they are in the direct communication range or
via relaying nodes.
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1.3.3 Security in WBAN

Ensuring a high level of security and privacy in WBAN plays a pivotal role in adopting
this technology on a large scale. The sensitive information must be protected during
all phases from sensing bio-signals to storage. Any compromise could disclose patient’s
health records, and it even endangers the patient’s life. WBAN inherits many security
vulnerabilities and concerns from WSN. These inherited security concerns, in addition
to the strict resource constraints impose unprecedented security requirements, and
open the way to further scientific research to meet these requirements. The basic
security requirements of WBAN are outlined as follows:

• Confidentiality: Data must be protected from being disclosed to any unautho-
rized party [10]. Adopting a proper encryption algorithm could protect data
during transmission and storage phases. Unprotected data can be readily dis-
closed during transmission in open channels by eavesdropping attacks, or when
stored in plain format when medical servers or nodes got compromised.

• Integrity: The attacker can intercept the data during the transmission phase
and delete, inject or modify the transmitted packet. Confidentiality alone can
not protect the data from alteration. Therefore, the receiver must be able to
ensure that the received data is original and has not been modified on its way
[62].
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• Availability: WBAN provides critical services. The adversary may launch an
attack to disrupt the communication between the caregivers and the sensor
nodes [3]. Disrupting the network operation may endanger the patient’s life.
Therefore, maintaining the ability to access the required data under any cir-
cumstances is a crucial requirement.

• Data Authentication: When the integrity requirement is fulfilled, the receiver
can ensure that the received data is intact and has not been modified during
the transmission phase. However, the receiver can not verify that the received
message is sent by the original sender, which is believed to be [13]. Therefore,
to achieve data authentication, IEEE 802.15.6 standard defines the Message
Authentication Code (MAC) in order to ensure that the received message is
sent by the original sender.

• Data Freshness: Data freshness is an essential requirement to ensure that no
adversary can capture messages and replay them later [41]. A replay attack may
cause instability and confusion in the network and could make the physicians
take wrong decisions based on inaccurate information. Two levels of freshness
can be achieved, strong and weak freshness. In strong freshness, the received
message must be in order and on time; however, there is no guaranteed delay
in the weak freshness.

• Secure Management: Cryptographic security countermeasures, such as authen-
tication, encryption and integrity validation require security keys. Therefore,
secure management is essential to ensure that the security keys are distributed
in a secure manner [40].

There are three levels of security defined in the IEEE 802.15.6 standard. All
nodes, including the sink, have to choose one of these levels in accordance with their
application requirements.

• Level-0 unsecured communication: In the first security level, there is no security
countermeasure applied. Unsecured frames are transmitted without authenti-
cation, encryption, integrity, or even replay defence.

• Level-1 authentication: In the second security level, authenticated frames are
exchanged but not encrypted. Moreover, integrity validation and replay defence
are provided; however, no confidentiality and privacy protection.

• Level-2 authentication and encryption: The third security level provides the
highest security. Authenticated and secured frames are exchanged at this level.
Moreover, confidentiality, privacy protection, replay defence and integrity vali-
dation are all provided at this level.

During the association process, each node and the hub need jointly to select one
of the aforementioned levels based on their respective requirements. The security
key generation is shown in Fig. 1.3. A pre-shared Master Key (MK) is activated or
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established during the association process for secure unicast communication. After-
ward, Pairwise Temporal Key (PTK) is created by calling the PTK creation proce-
dure, which is used for a communication session between two nodes. Moreover, the
hub generates a Group Temporal Key (GTK) and shares it with the corresponding
multicast group nodes in a unicast manner in order to establish multicast secured
communication.

On the other hand, recent research shows that despite all the incorporated security
measures in the IEEE 802.15.6 standard, it still has some vulnerabilities. For example,
analyzing the key agreement protocols to establish the pre-shared MK shows that
four protocols are vulnerable to Key Compromise Impersonation (KCI) and do not
fulfill the forward secrecy requirement. Furthermore, one protocol is prone to offline
dictionary attack [76].

1.4 WBAN THREATS

WBAN is vulnerable to different kinds of attacks and malicious activities. There are
different classifications for attacks. Based on the attack origin, they could be classified
into internal and external as follows [1]:

• Internal attacks: These attacks are launched by internal intruders. For instance,
when a node got compromised. Internal attacks are more complicated and chal-
lenging to defeat as compromised nodes have already passed the traditional
security countermeasure and could have a copy of the keys. Therefore, more
advanced security measures are required to protect the network [22].

• External attacks: These attacks are sourced from outside the network by exter-
nal adversaries.

Attacks on WBAN could also be classified into passive and active as follows: [1]

• Passive attacks: Information gathering is the main goal of passive attacks. Al-
though it is less harmful than active attacks, it violates the patient’s privacy.
Attackers could take advantage of the gathered data to launch more advanced
attacks.

• Active attacks: A vast range of attacks are regarded as active attacks, such as
DoS attacks, packet alteration attacks and route poisoning attacks. Attackers
can target the network operation to deplete the resources and degrade the
overall performance.
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Figure 1.4 WBAN Threats Taxonomy

Moreover, WBAN is also vulnerable to different kinds of malicious activities
launched by WBAN nodes. Different reasons are behind these malicious activities.
Nodes could launch internal attacks when they got compromised. Moreover, even
benign nodes could act selfishly in order to save resources. For example, when a relay
node stops relaying packets to save power, it could disrupt the network operation.
Therefore, misbehaving activities launched even by legitimate nodes are very delete-
rious and dangerous because cryptographic security measures are not able to defeat
them. However, some advanced countermeasures, such as AI based TMS [22, 21],
which will be discussed later in this chapter, can detect malicious activities like drop-
ping attacks.

In what follows, a wide range of attacks is discussed and grouped based on CIA
(Confidentiality, Integrity and Availability) security requirements they violate. It is
worth mentioning that this list of attacks is not exhaustive.

1.4.1 Attacks on Confidentiality

There are many attacks to compromise the confidentiality as listed below:

• Eavesdropping Attack: It is a passive attack where the adversary can sniff on the
transmission media to capture the exchanged packets with a view to getting
access to sensitive information [2]. According to the IEEE 802.15.6 security
levels, no encryption service is provided in security level-0 and level-1, which
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allows the adversary to readily capture and analyze the exchanged plain frames.
Moreover, even at the third security level, intelligent adversaries can capture
the secret keys in the key exchange phase.

• Replay Attack: It is an active attack where the adversary capture and store the
exchanged frames to be replayed later into the network [50]. Replay attack is a
severe attack in WBAN because the replayed frames are still valid, which may
cause serious consequences when a decision is made based on these messages.
Therefore, a replay defence mechanism has been incorporated in security level-1
and security level-2 in the IEEE 802.15.6 standard. The first octet of the MAC
frame body, namely, ”Low-Order Security Sequence Number” is used to verify
message freshness and detect replay attacks [33].

• Relay Attack: It is a kind of Man-In-The-Middle (MITM) attack. The attacker
tries to intercept the communication between the sender and the receiver [41].
Thus, while the two parties think they are in direct communication with each
other, the attacker can intercept all the exchanged messages.

• Impersonation Attack: The attacker can exploit the sniffed messages to im-
personate a legal node. Successful impersonation attacks can cause deleterious
consequences [67].

1.4.2 Attacks on Integrity

Integrity attacks are regarded as active attacks as the attacker tries to delete, inject
or modify the exchanged frames.

• Spoofing Attack: Spoofing attacks can be launched in different ways to disrupt
the network operation. Attackers try to alter messages to get legitimate access
to resources [50]. The IEEE 802.15.6 standard supports exchanging authenti-
cated frames. The Message Integrity Code (MIC) field is set to the Message
Authentication Code (MAC) with a view to verify the authenticity and the
integrity of the received frames.

• Modification/Injection Attack: Modification and injection attacks are kinds of
MITM attacks. The attacker tries to inject new frames or alter the exchanged
frames before replaying them [2]. When no integrity validation service is run-
ning, such a simple attack could cause severe consequences and affect the pa-
tient’s life. For instance, the altered message could contain an emergency bio-
signal sent to the physicians, or it could be a command from a remote healthcare
center to an insulin pump to release an insulin dose. In both scenarios, frame
modification could endanger the patient’s life.

• Sybil Attack: The attacker in this kind of attack impersonates fake identities.
Then, the adversary uses the illegitimate identity to launch attacks until got
detected. Once got detected, the attacker generates a new fake identity to ap-
pear as a benign node [48]. Meanwhile, the attacker has the opportunity to
intercept the exchanged messages and continue the malicious activities.
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1.4.3 Attacks on Service Availability

The most common attacks that impact the service availability are the Denial-of-
Service attacks, in which the adversary disrupts the network operation and deprives
other entities of accessing the required resources. DoS attacks can target different
stack layers. The most common DoS attacks are discussed below:

• Jamming Attack: Jamming attacks are targeting the physical layer. It was first
discussed in the literature in 1982 [80]. Since then, wireless networks are always
vulnerable to jamming attacks. The adversary blocks legitimate communica-
tion within the network by intentionally interfering with the used frequency,
which notably decreases the Signal-to-Interference-plus-Noise ratio (SINR). In
WBAN, jammers can easily degrade the network performance, which could de-
lay urgent and critical bio-signal messages or medication commands. Moreover,
it could deplete the batteries of the sensor nodes because of the re-transmissions
attempts.

• Tampering Attack: A tampering attack can occur when the adversary can ac-
cess WBAN nodes physically. The attacker can cause hardware damage or get
access to critical data, such as encryption keys [50]. Although sensor nodes are
usually close to the human body, raising awareness among patients about who
is authorized to handle these sensor nodes can help defeat tampering attacks.

• Collision Attack: A collision attack is a data link attack that occurs when more
than one node transmit at the same time [36]. When an overlapped trans-
mission happens, senders enter the re-transmission phase, which depletes the
node’s resources and degrade the network performance. The attacker overlaps
the other’s transmission intentionally, which results in a collided frame. This
causes the Cyclic Redundancy Check (CRC) process on the receiver side to fail
verifying the received frame and discarding it.

• Selective Forwarding Attack: It is one of the dropping attacks in which malicious
or selfish nodes drop received frames instead of forwarding them. In a selective
forwarding attack, the malicious or the selfish node selectively forwards some
packets and drops others [35]. For example, in extended two-hop star topology
in WBAN, relay nodes could drop all the frames sourced from a particular
node.

• Exhaustion Attack: It is a sort of DoS attack in which the attacker tries to
deplete the resources of the victimized node. For instance, in the denial of sleep
attack, the victim’s battery gets depleted significantly [66].

• Sinkhole Attack: It is a packet dropping attack in which the adversary tries to
attract all the traffic within the WBAN and drop it [21]. It can be launched by
sending fake routing updates showing the attacker as the best route.

• Blackhole Attack: It is similar to selective forwarding attacks; however, in a
blackhole attack, the malicious node drop all the received messages [57].
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Figure 1.5 WBAN Security Countermeasures Taxonomy

1.5 WBAN THREATS COUNTERMEASURES

The WBAN nature and its critical health applications impose achieving a high level of
security and privacy. Data must be protected during collection, transfer, processing,
and storing. Any kind of vulnerabilities could be exploited by adversaries to launch
a fatal attack. On the other hand, any proposed security measures must take into
account the security requirements of WBAN and the strict resource limitations. In
this section, various security countermeasures will be discussed at different levels. It is
worth mentioning that WBAN security is still an open area of research and there is a
limited number of WBAN-specific schemes proposed in the literature. Therefore, some
security schemes discussed throughout this section are generally proposed for WSN,
which have a high potential to fit WBAN requirements; however, further investigation
before the adoption is highly recommended. Fig. 1.5 shows a high-level perspective
of the security countermeasures discussed throughout this section.

1.5.1 Secure Communication

Secure communication is regarded as the cornerstone to guarantee the confidential-
ity, privacy and integrity of the WBAN. Therefore, in this subsection, the security
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requirements, authentication and key establishment, integrity validation and encryp-
tion have been discussed.

1.5.1.1 Security Requirements

To ensure an end-to-end secure communication, there are some security requirements
to be met by any proposed scheme that provides authentication, encryption and
integrity validation.

• Lightweight: As WBAN has limited resources, any security scheme must be
computationally lightweight [63].

• Anonymity: To ensure that privacy is guaranteed, outsiders should not be able
to identify the involved parties in the authentication process [68].

• Mutual authentication: In mutual authentication, the two parties can authen-
ticate each other with a view to protecting from impersonation attacks [84].

• Unlinkability: Unlinkability is a critical requirement to prevent the attacker
from tracing the identity of the nodes. Moreover, the unlinkability must still
be maintained even if the attacker is able to capture two frames belonging to
the same sender, which means it should not be any link or association between
the captured frames and the sender [46].

• Session key establishment: Once the authentication process is achieved success-
fully, a session key should be created and exchanged in a secure manner for
subsequent communication between the nodes [84].

• Forward secrecy: It implies that the session key must still be secured in case of
one or both the communicating parties get compromised. Moreover, it should
still be secure even when the attacker gets one or both private keys [27]

• Revocability: Revocability requirement allows revoking any malicious node ef-
fectively to keep the network secure [84].

• Non-repudiation: By fulfilling non-repudiation requirement, senders can not
deny their messages [68].

• Resilience to well-known attacks: Security schemes must be resilient to well-
known attacks, such as replay attacks and impersonation attacks [13].

1.5.1.2 Authentication and Key Establishment

Authentication is the cornerstone to secure the network on all tiers of communication
in WBAN. Considerable research has been put forward to fill this research gap in the
literature. However, the majority of the proposed schemes are vulnerable to specific
attacks or do not fulfill all the security requirements [60] which makes proposing
a practical and secure authentication scheme for WBAN an open area for further
research [46]. In what follows, the potential authentication schemes will be presented.
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Non-cryptographic security schemes: The non-cryptographic authentication
schemes take advantage of some physical characteristics of the targeting network, such
as the human physiological signals. They have been classified as non-cryptographic
because of the used technique; however, many proposed schemes are able to create
secret keys to encrypt the exchanged messages.

1. Biometric based security schemes: Many lightweight authentication schemes
are proposed in the literature based on the body bio-signals because there is a
thought that these signals are difficult to be forged. A novel security scheme
is proposed for WBAN in [65]. The proposed scheme is able to generate and
distribute symmetric keys by sensing the ECG signal. The authors used time
synchronization to avoid broadcasting the ECG signal. Moreover, the study
proves the robustness of the proposed method by running informal and formal
security analyses.

2. Channel based security schemes: Another approach to use the physical charac-
teristics to authenticate nodes is built on the assumption that the communica-
tion channel qualities between two nodes are the same. The proposed schemes
in the literature could be categorized into:

• Security schemes based on an out-of-band (OOB) communication channel:
Some schemes introduce the use of an auxiliary channel to authenticate
nodes assuming that this out-of-band channel is not prone to eavesdrop-
ping attacks. For example, a visual OOB channel is introduced in [45] to
help the patient authenticates sensor nodes by comparing LED blinking
patterns.

• Security schemes that require additional hardware: Few studies introduced
adding additional hardware to facilitate the authentication process, such
as the Good Neighbor scheme where the authors used multiple antennas
at the receiver side [12].

• Security schemes based on channel characteristics measurements: Many
schemes considered the channel characteristics measurements, such as Re-
ceived Signal Strength (RSS) measurements. Authors in BANA [69] and
MASK-BAN [70] proposed lightweight authentication schemes based on
RSS. In such schemes, there are some nodes distribution restrictions where
the nodes are usually distributed within the half-wavelength range.

3. Proximity based security schemes: In proximity schemes, the secret key could
be extracted by taking advantage of the small-scale fading variations and a
third-party Radio Frequency (RF) source [51].

Cryptographic security schemes: Cryptographic security schemes vary depend-
ing on the key types, and they could be classified into the following categories.

1. Public key signature schemes: The Public Key Cryptography (PKC) is a ro-
bust security approach to provide authentication. It could be mathematically
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implemented as an integer factorization problem like RSA or a discrete log-
arithmic problem like in Elliptic Curve Cryptography (ECC). However, both
approaches are still regarded as greedy in consuming the limited resources of
WBAN. Authors in [81] proposed a hybrid multiplication method to reduce
the memory access rate, which results in speeding up the process around seven
times. Moreover, an ECC-PKC library is introduced to be used for WSN [81].

2. ID based signature schemes: It is a kind of PKC where the public key includes
identity information, and the private key is generated by a Trusted Third Party
(TTP), namely, Private Key Generator (PKG). ID-PKC schemes do not meet
all the security requirements of WBAN [86]. They are vulnerable to key escrow
problem because of the existing TTP. Moreover, as PKG has all the private
keys, it can easily decrypt all the exchanged messages and forge any signature.

3. Certificateless signature schemes: It is a kind of PKC that has been introduced
to reduce the resource consumption of PKC and the key escrow problem of
ID-PKC [4]. The inborn key escrow problem in ID-PKC has been resolved
by introducing the Key Generator Center (KGC), which holds a master key
instead of the private keys. The KGC is responsible for sending a partial private
key (DA) to nodes, which in turn can create their private keys. Many remote
authentication schemes between the hub and the application providers have
been introduced in the literature [67]. However, further research is still going
on to produce a security scheme that meets all the security requirements and
is not vulnerable to attacks.

4. Symmetric based schemes: Authors in [46] proposed a symmetric based au-
thentication scheme using a pre-shared key and unique IDs to achieve mutual
authentication, unlinkability and forward secrecy security requirements. How-
ever, the adversary can take advantage of the unmasked value (γ) to link two
sessions to the same node. Therefore, a modification has been suggested by
authors in [38] to fulfill the unlinkability and forward secrecy. However, this
security scheme still has key escrow problem because the hub still has all the
IDs in addition to the master key.

5. Physical Unclonable Function (PUF) schemes: Some security schemes consider
the unavoidable uniqueness difference between nodes, which naturally appears
during semiconductor manufacturing. Authors in [82] proposed a mutual au-
thentication scheme between two WBAN sensor nodes with the help of the
coordinator. Another security scheme is introduced in [73] for multi-hop BAN.
A hierarchical authentication method has been used for nodes that are not in
the communication range of the hub. The Challenge-Response Pairs (CRPs)
are stored on the cloud in order to minimize storage consumption.

1.5.1.3 Integrity Validation

Integrity validation allows the receiver to ensure that the received message is intact
and has not been manipulated during the transmission. A vast range of manipulation
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can occur during the transmission, which changes the message content, whether it is
caused by malicious activities or transmission errors. Changing content may include
adding, removing or transposing fragments. Deploying an integrity validation module
can be feasibly achieved after generating cryptographic keys [14]. However, this task
is still challenging for WBAN because of its resource scarcity [49].

As discussed earlier, IEEE 802.15.6 has three levels of security where integrity
validation is provided in the second and third levels [33]. Fig. 1.6 shows the WBAN
MAC frame body. The length is variable and can expand to a maximum of 255 octets.
WBAN entities can exchange secured and unsecured frames. Sensor nodes are to
choose a security level that fulfills their security requirements during the association
process. Two additional fields are used in the secured frames, Message Integrity Code
(MIC) and ”Low-Order Security Sequence Number”. The latter is used to verify
message freshness to detect replay attacks, while the MIC field is used to validate
message integrity by setting it the Message Authentication Code [33].

1.5.1.4 Encryption

WBAN data plays a critical role in diseases diagnosis and treatment. Confidentiality
is essential to protect this sensitive information either during transmission or stor-
age. Abundant encryption algorithms are introduced in the literature, such as 3-DES
[55] and RSA [61]. However, not all of them could fit the rigid resource constraints
of WBAN. For example, encryption algorithms with long keys, countless number
of rounds and huge block sizes are inapplicable to WBAN. Therefore, in 2015, the
National Institute of Standards and Technology (NIST) started the process to stan-
dardize a lightweight encryption algorithm for constrained devices such as WBAN
sensor nodes [52]. To design a lightweight encryption algorithm that is resource and
energy efficient, the following aspect must be taken into account [71]:

• Key size: Constrained devices have minimal storage capacity. MICAz, for ex-
ample, has only 4 KB storage [30]. Therefore, the small key size is an essential
factor for such devices. Authors in [85] proposed SIMECK, an encryption al-
gorithm with encryption key size that could be 64, 96, or 128 bits. It is a
hardware-oriented block encryption algorithm inspired by SIMON’s algorithm
design [8].

• Block size: Smaller block size is another essential factor in building a lightweight
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and resource efficient encryption algorithm. Authors in [8] proposed two
lightweight block based encryption algorithms SPECK and SIMON. SPECK is
built on Addition-Rotation-XOR (ARX) structure and supports different block
sizes ranging between 32 and 128 bits. On the other hand, SIMON belongs to
the same family as SPECK, but it is software-oriented.

• Number of rounds: Lightweight encryption algorithm tends to use simple op-
erations in order to meet the stringent resource limitations. However, using
simple operations like in the ARX structure requires increasing the number of
rounds. Therefore, choosing an algorithm that needs a fewer number of rounds
is desirable for constrained devices. Authors in [77] introduced LWE, a 3-round
block cipher encryption algorithm. it uses 64 bits for key and block size with a
view to fit the resource constraints of the medical sensors. Furthermore, it has
been contrasted with well-know lightweight algorithms such as Rectangle [88]
and TWINE [72]. The performance results show that LWE performed better in
encryption/decryption rates without creating a heavy load on the infrastruc-
ture.

1.5.2 Intrusion Detection System

IDS is a vital cyber security tool to monitor the network and detect any malicious
activities. It is able to resist inside attacks launched by nodes that have passed the
traditional cryptographic security measures. It is regarded as an additional layer of
protection to detect and defeat internal and external abuses. Different methods are
proposed in the literature to achieve an effective IDS scheme which could be classified
based on the detection method into:

1.5.2.1 Signature based IDS

It is also called rule based IDS. In this kind of IDS, a profile (signature) is created
for each previously known attack. This signature is then used to detect any malicious
activity that matches the pre-defined attack pattern. The main disadvantage of this
kind of detection method is the inability to detect unknown attacks. This requires
updating the signature database periodically in order to detect new attacks. Authors
in [5] proposed a lightweight IDS inspired by the human immune system for resource
constrained networks. It adopted the properties of the immune cells with a signature
database. For example, the detection nodes represent the Dendritic cells and simi-
larly, T-cell and B-cell are mapped to appointed nodes in the detection process. The
detection node is able to stimulate other members in the detection process.

1.5.2.2 Anomaly based IDS

In this kind of IDS, the normal network operation and nodes behaviour are profiled.
The detection engine is then able to report anomalies when there is a certain amount
of variation. Authors in [11] suggested a classification of anomaly based IDS as follows:



20 ■ Chapter 1

Statistical based: The statistical based anomaly IDS builds a reference profile
for the normal network operation without malicious activities. Afterward, the IDS
monitors the network, periodically generates a profile and compares it with the ref-
erence profile to compute the anomaly score. If the anomaly score exceeds a certain
threshold, then an anomaly is detected. Authors in [29], proposed a sink assistant
statistical IDS for WBAN. The proposed scheme is successfully able to detect replay
attacks, jamming attacks, data forging attacks, exhausting DoS attacks and selec-
tive forwarding attacks. The detection performance shows high true positive and low
false positive rates. Another statistical IDS is proposed in [31]. The proposed scheme
used a variety of statistics, such as Forward Percentage (FP), Maximum Sequence
Counter (MSC), malicious flooding on a specific target, Global Forward Percentage
(GFP) and Local Forward Percentage (LFP), to detect abnormal behaviour. More-
over, the proposed scheme is able to provide more details about the attack, such as
the attack type and source. The performance results show high accuracy in detecting
selfish activities and less accuracy in detecting blackhole and spoofing attacks.

Knowledge based: Knowledge based anomaly IDS depends on having prior knowl-
edge about the network conditions in both cases normal operation and under certain
attacks. Different techniques could be used in this kind of IDS, such as expert sys-
tems, description languages, finite state machine, data clustering and outlier detection
[5, 11].

Machine learning based: Machine learning based IDS is an intelligent approach
to detect abnormal activities in the network. A detection model is built using a ma-
chine learning algorithm and trained using example patterns from a real network.
The advantage of this data-driven detection engine is the ability to detect even un-
known attacks. Many machine learning algorithms have been used to build a detec-
tion model, such as SVM [9] and Random Forest [47]. The authors in [74] proposed
iDetect, a distributed intelligent IDS to detect WBAN attacks. The model is built
using a multi-objective genetic algorithm to make a trade-off between high detec-
tion performance and resource consumption. The performance results show a good
detection accuracy against jamming attacks, random jamming attacks and selective
forwarding attacks. A distributed IDS framework with a mobile agent is introduced
in [75] for WBAN. The detection process migrates from one sensor node to another
in the WBAN, which allows all sensor nodes to share the detection overhead. The
results show that the proposed framework was able to reduce power consumption.
Authors in [58] used also the mobile agent technique. They proposed a hierarchical
and distributed IDS with autonomous mobile agents. The proposed framework has
been evaluated for the following machine learning algorithms Decision Tree (DT),
SVM, RF, Naive Bayes Classifier (NBC) and K-Nearest Neighbor (KNN). The re-
ported performance results showed a rise of 6% in the consumed power. HEKA IDS is
proposed in [56], which is a passive IDS that can monitor and detect anomalies. The
authors first launched several attacks on medical devices to find out vulnerabilities.
They run eavesdropping attacks, MITM attacks, replay attacks and DoS attacks. The
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proposed model is evaluated for four machine learning algorithms, SVM, RF, DT and
KNN. The performance results show an accuracy around 98% for the aforementioned
attacks. Furthermore, they evaluated the proposed scheme for the composite attacks,
false data injection attack with MITM attack, and replay attack with MITM at-
tack. The results show an accuracy of around 95%. Authors in [20] built a healthcare
monitoring testbed. They built a dataset of 16000 records of normal and malicious
conditions. A combination of network and biometrics features are used to train and
test four machine learning algorithms KNN, ANN, SVM and RF. The performance
results show that using combined features can improve the accuracy between 7% and
25% in some cases.

1.5.2.3 Specification based IDS

It is somehow located between the anomaly based IDS and the signature based IDS.
First, the specifications and the constraints which describe a program or a protocol
are defined. Then the system will monitor the running program or protocol with
respect to the defined specifications and constraints [11].

1.5.3 Trust Management System

Cryptographic security measures are imperative to protect WBAN from security
breaches and privacy violations. However, internal attacks, malicious activities and
selfish behaviour could not be detected and defeated using this kind of security coun-
termeasures. For instance, a sensor node, which passed all cryptographic measures and
is regarded a legitimate node, could stop relaying frames for others and consequently
disrupt the network operation. Therefore, a trust relationship between WBAN nodes
could enhance the overall security and protect the network from malicious activities.
Therefore, it is necessary to deploy an effective TMS that can continuously moni-
tor the behaviour of sensor nodes with a view to differentiate between trustworthy
nodes and untrustworthy ones. The trust relationship could be defined as follows
Node X trusts node Y if and only if X has adequate confidence in Y’s behavior and
performance in the future [23]. As with other security schemes, deploying a trust man-
agement scheme in WBAN is a challenging task [34]. Thus, more consideration must
be given to the WBAN architecture, resource limitation, communication overhead
and TMS attacks. In addition to its desirable security protection, trust management
has been introduced in different applications, such as trust based routing protocols
[87], access control and role assignment [53].

The trust relationship is usually evaluated using two components based on the
source of information, direct trust and indirect trust. In direct trust, the trustor
directly monitors the trustee and records the successful and unsuccessful interactions.
The indirect trust component is evaluated based on the received recommendations
from other nodes in the network. The trustor could always consider this second-hand
information, or may only consider them when no sufficient observations history is
available to assess the trustee. Unfortunately, the indirect trust process is resource
consuming and prone to dishonest recommendation attacks [24].
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Although TMS is introduced to enhance the overall security, it could be vulnerable
to some internal attacks, which makes designing a robust TMS a challenging task.

• On-off attack: in an on-off attack, the smart adversaries change their behaviour
alternately to keep themselves undetected and their trust values above the trust
threshold. This kind of attack can manipulate the TMS and disrupt the network
operation [43].

• Bad-mouthing attack: One of the dishonest recommendations attacks. In this
kind of attack, the recommender tends to give negative recommendations about
a trustworthy node to destroy its reputation [26].

• Ballot stuffing attack: Another type of dishonest recommendations attacks, in
which the recommender gives positive recommendations about malicious nodes
to promote them [39].

• Collusion attack: Unlike bad-mouthing and ballot stuffing attacks where just
one malicious node provides dishonest recommendations, in collusion attacks,
a group of malicious nodes colludes to provide dishonest recommendations.
Collusion attacks are challenging to detect and could mislead the system to
make unfair decisions [25].

• Selective forwarding attack: Discussed in section 1.4.

The trust management schemes could be divided into four main groups based on
their trust evaluation method:

1.5.3.1 Fuzzy logic based TMS

The trust relationship is evaluated in this kind of TMS using fuzzy logic and pre-
defined criteria that have a fuzzy-nature. The authors in [28] proposed DTMS, a
distributed fuzzy logic based trust management scheme. Each node inside the net-
work monitors the others’ behaviour and forecasts their trustworthiness with a view
to remove malicious, compromised and selfish nodes. DTMS used two weighting tech-
niques. The first is used to estimate the current trust based on direct observations and
second-hand information from neighbor nodes, while the second is used to evaluate
overall trust based on the current trust and the trust history. DTMS shows superior
performance compared with benchmark schemes. However, using trust matrices and
tables in addition to considering many factors to estimate the trust produce a signif-
icant network overhead [37]. FTM-IoMT [6] is another fuzzy based TMS. It has been
proposed for the Internet of Medical Things (IoMT) to protect from Sybil attacks.
The authors adopted a centralized approach that uses features like integrity, recep-
tivity and compatibility to evaluate the trust value. The performance results show
a good detection accuracy. However, it also shows a noticeable processing overhead.
Therefore, further investigation is required to reduce the server-side overhead and
enhance the packet delivery delay.
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1.5.3.2 Probability based TMS

The probability distribution theory is widely used in the literature to infer the trust
value from former estimations. The beta probability distribution is approximately the
most used one. However, few schemes are built on different probability distributions
such as exponential probability distribution and binomial probability distribution
[89, 17]. RFSN [19] is regarded the first beta trust management scheme in the lit-
erature [23]. The authors used the watchdog technique to monitor the behaviour of
adjacent sensor nodes and collect observations which are then used to update the
posterior reputation value. The authors in [22] proposed a lightweight trust manage-
ment scheme for Wireless Medical Sensor Network (WMSN). LTMS provided two
algorithms to evaluate the trust relationship. The first is proposed to fit the strict
resource limitations of in-body sensor nodes, while the second is provided by fur-
ther protection from on-off attacks and proposed to fit on-body and off-body sensor
nodes. The two proposed algorithms have contrasted with benchmark trust schemes
and showed superior performance in terms of attack detection and processing over-
head. ETRES [89] is another probability based trust scheme. The authors used the
exponential distribution to evaluate the trust relationship, assuming that the future
behaviour should have the same mode as the old one. The authors suggest using the
entropy theory to evaluate the uncertainty to reduce the overhead caused by con-
sidering an indirect trust module. Moreover, the authors used a weighting technique
to emphasize the most reputable recommenders and the recent observations. The
performance results of ETRES showed a slight improve compared to RFSN [18] and
BTMS [16].

1.5.3.3 Weighting based TMS

In this kind of TMS, the trust relationship is evaluated by weighting the performance
of other sensor nodes over time. It is easy to implement and deploy; however, it does
not have a solid statistical or mathematical foundation [34]. The authors in [42]
proposed a weighting based trust scheme with a risk assessment to ensure a quick
reaction to malicious activities. The risk assessment module makes destroying the
trust easier than building it, which enhances the reliability of the proposed scheme.
The overall trust value is evaluated using direct trust, received recommendations, risk
factor and the previous trust value. Another weighting based TMS is RaRTrust [44].
The authors used both reputation and risk to evaluate the trust relationship with a
view to defeat on-off attacks. Moreover, they adopted a timing window for ratings to
reduce network congestion and delay. As a result, RaRTrust shows resiliency to on-off
attacks and bad-mouthing attacks, while TMR is just able to defeat on-off attacks.

1.5.3.4 Other TMSs

Some trust management schemes do not fall within the previous classification. For
instance, in [32], the authors proposed a cluster based with a 3-tier architecture trust
management scheme. Tier-1 only considers nodes registration, while tier-2 defines five
levels of misbehaviour activities to secure the data communication between nodes,
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and the third tier is to monitor the energy consumption and migrate the cluster head
process to another node. The proposed scheme evaluates the trust relationship using
previous information and second-hand information to find out malicious nodes.

1.6 CONCLUSION

In this chapter, the current research on WBAN has been comprehensively investigated
with a particular focus on security. A brief introduction about WBAN and its archi-
tecture and topology was presented first to provide the reader with the required in-
formation to comprehend the chapter’s content readily. Next, attacks on WBAN and
security requirements have been widely discussed. Finally, security countermeasures
at different levels have been investigated, including secure communication, intrusion
detection, and trust management.

Due to the sophisticated nature of modern attacks on WBAN, traditional
signature-based methods would not be sufficient to mitigate them effectively. In-
stead, more advanced methods supported by recent developments in AI should be
implemented. AI systems are trained to identify malware, recognize network traffic
patterns and detect APT attacks before reaching the target. Therefore, integrating AI
into WBAN security would be the greatest method to detect and respond to WBAN
attacks in real-time and provide authenticity protection.
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